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INTRODUCTION

Military Standard (MIL-STD)-188-184 defines an interoperable waveform
standard for data controllers required to operate over single-access, 5- and 25-kilohertz
(kHz) ultra high frequency (UHF) satellite communications (SATCOM) channels. These
channels are known as dedicated channels, in accordance with MIL-STD-188-181.
Data controllers use data compression, adaptive error-correction, and packet
communications techniques to reliably control the flow of data over noisy
communications channels at high throughput rates.

The Data Control (DC) waveform provides data compression, packet
communications, and adaptive error-correction processing of user data to allow high-
throughput reliable data transfer over noisy communications channels. The data
controller is installed between the data terminal and the digital communications channel,
such as an encryption device or radio. Prior to transmission, the transmitting data
controller processes user data according to the DC waveform. A similar data controller
at the receiving end of the communications channel processes the DC waveform to
retrieve original user data and forward it to the end-user data terminal. Waveform
processing allows data controllers to overcome the effects of noise on the
communications channel, thereby providing highly reliable error-free message delivery.

MIL-STD conformance testing will determine the level of compliance to
requirements established in MIL-STD-188-184. A requirements matrix is listed in table
B-1 of appendix B. The test procedures are described in appendix C.

If test item performance does not meet a requirement, the failure and its potential
operational impact will be discussed. Any required capabilities that are not
implemented will also be discussed.

The Joint Interoperability Test Command will conduct standards and
conformance testing at Fort Huachuca, Arizona.
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ACK
ARQ

BER
BC
bps

COMSEC
CRC

dB
DC
DOD

ea
EOM

f
FEC
FED-STD

Hz
ID
kHz
LSB

MC
Mesg
MHz
MIL-STD
MPB
MSB
msec

PA
PB
PRI
PTP
REQ

APPENDIX A
ACRONYMS

Acknowledgement Burst
Automatic Repeat Request

Bit Error Ratio
Broadcast
bits per second

Communications Security
Cyclic Redundancy Check

decibel or decibels
Data Controller
Department of Defense

each
End of Message

frequency
Forward Error Correction
Federal Standard

hertz

|dentifier

kilohertz

Least Significant Bit

Multicast

Message

megahertz

Military Standard
Multicast Probe Burst
Most Significant Bit
milliseconds

Probe Acknowledgement
Probe Burst

Priority

Point-to-Point

Request
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REV
RSYNC
SATCOM
SOM

txt

uuT

UHF

APPENDIX A
ACRONYMS (continued)
Revision
Resynchronization
Satellite Communications
Start-of-Message
text file

Unit Under Test

Ultra High Frequency
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Table B-1.1. MIL-STD 188-184 Requirements Matrix

Requirement| MIL-STD Requirement Descriotion Subtest
Number Paragraph a P Number
Each data controller shall have a unique network identifier (ID), operator-selectable to a
1 4.2(1) 1
value from 1 to 64.
2 4.2(2) Data controllers shall process and respond to all bursts that contain their network ID. 1,17
3 421 A lossless data compression algorithm, interoperable with the algorithm defined in 12
o 5.1.2.1 and 5.2.2.6, shall be used to improve throughput.
4 422 Long messages shall be split into packets. 13
5 423 With ARQ enabled, receiving data controllers shall provide feedback to the transmitting 23
" data controller, using the ARQ protocol defined in 4.5.1 and 5.3.1.
FEC shall be used, as defined in 5.1.2.3 and 5.2.2.4, to provide improved bit error ratio
6 4.2.4(1) . " 11
(BER) performance over noisy communications channels.
7 4.2.4(2) FEC shall be adaptive. 10
8 4.3.1(1) The SOM shall be 64 bits long... 2
9 4.3.1(2) ...and shall be transmitted without FEC encoding at the beginning of every burst. 2
10 4.3.2(1) Header bit-field definitions shall be as defined in 5.4. 3
11 4.3.2(2) Header structure shall be as defined in 5.1.2.5. 3
12 4.3.3(1) User data shall be grouped into data packets for transmission. 13
The number of user data bits in each packet and the chosen FEC rate shall vary in
13 4.3.3(2) : o 13
accordance with this military standard.
All packets in a single burst shall have the same length and use the same FEC rate, as
14 4.3.3(3) . : 13
described in 5.3.3.
15 4.3.3(4) 'The number of packets per data burst shall be from 1 to 256. 13
16 441 The communications modes described in 4.4.1.1 through 4.4.1.3 shall be supported. 14
17 4411 Two types of PTP messages shall be supported: with acknowledgment and without 1
o acknowledgment.
18 4419 Broadcast messages are destined to all members of the network and shall not be 29

acknowledged.
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Requirement| MIL-STD Requirement Descriotion Subtest
Number Paragraph a P Number
19 4.4.1.3(1) |Multicast messages shall be addressed to as many as 10 net members. 24
Two types of Multicast messages shall be supported: with acknowledgment and without

20 4.4.1.3(2) 1
acknowledgment.
The following burst types shall be used to support connectivity of the three

21 4.4.2 communications modes: [listed in MIL-STD] (TEST AFTER RESYNCHRONIZATION 14
PROCEDURE)

29 4.5(1) The waveform protocols described in 4.5.1 through 4.5.7 and 5.3.1 through 5.3.7 shall 33

' be supported on both full- and half-duplex communications channels.
23 4.5(2) Message transfer shall be restricted to one direction at a time. 33
4.5(3) Transmitting data controllers shall be able to receive ACKs and RSYNCs sent prior to

24 33
the end of the burst.

o5 451 Acknowledgment shall be enabled or disabled on a message-by-message basis, using 1

T the No ARQ bit in the header.

The PTP ACK protocol, illustrated in figure 7 [of the MIL-STD], shall be used to provide

26 4.5.1.1(1) : . oL 23
error-free delivery to a single destination.
After transmission of each data burst, the receiving data controller shall reply with an

27 4.5.1.1(2) |ACK, indicating receipt of the data burst and which packets, if any, were received in 23
error.

28 451.1.1(1) If the transmltt.lng data controller does not receive an ACK, it shall time-out, in 8
accordance with 5.3.1.1,...

29 4.5.1.1.1(2) | ...and shall retransmit the last transmitted burst without incrementing the burst ID. 8
If after consecutive retransmissions, greater than the Maximum Number of Retries,

30 4.5.1.1.1(3) |acknowledgment is still not received, the transmitting data controller shall abort the 8
message and should notify the operator.
Packets incorrectly received shall be retransmitted first, in the order in which they were

31 451.1.2(1) | .~ : 9
originally transmitted.

32 4.5.1.1.2(2) | The remainder of the burst shall be filled with new packets. 9
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Requirement| MIL-STD Requirement Descriotion Subtest
Number Paragraph a P Number
If the format (code rate and packet size) of the burst is the same as the last burst, only
33 4.5.1.1.2(3) : : : 9
those packets received in error shall be retransmitted.
If the format of the burst is different from the last burst, all packets after, and inclusive of,
34 4.5.1.1.2(4) . : : : 9
the first packet received in error shall be retransmitted as new packets.
Acknowledgment slots shall follow the end of the data burst in ascending order, by
35 4512 o 23
destination address.
If the transmitting data controller does not receive an ACK from all destinations, it shall
36 451.21(1) |, . : 8
time-out, in accordance with 5.3.1.2,...
37 4.5.1.2.1(2) |...and shall retransmit the last burst without incrementing the burst ID.
Following receipt of acknowledgment bursts, the transmitting data controller shall
38 4.5.1.2.2(1) . . , : L 9
retransmit packets that were incorrectly received by any acknowledging destinations.
If the current burst format (code rate and packet size) is the same as the last burst, the
39 4.5.1.2.2(2) " ) : . . 9
transmitting data controller shall retransmit the union of all packets received in error.
40 451.22(3) If the current burst format is different from the last burst, all data starting with the data in 9
T the first packet received in error shall be retransmitted using the new burst format.
The MC header extension shall include a bit-mapped Packet Repeats field that has 1 bit
41 4.5.1.2.3(1) 24
for every packet of the last acknowledged burst.
42 45123(2) The transmitting data controller shall set the bits of the Packet Repeats field to inform 9
T the destinations what packets of the last acknowledged burst are retransmitted.
43 451.2.3(3) If the current burst format is different from the last acknowledged burst, all bits in the 9
T Packet Repeats field following the first packet in error shall be set.
If the current burst format is the same as the last acknowledged burst, only those bits in
44 4.5.1.2.3(4) |the Packet Repeats field corresponding to the union of packets received in error shall be 9
set.
45 4.51.2.3(5) If the union of packets received in error includes all packets of the last acknowledged 9

burst, then all bits in the field shall be set,...
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Requirement| MIL-STD Requirement Descriotion Subtest
Number Paragraph a P Number
To reduce the possibility of interfering with other data controllers sharing a channel, data
48 4521 e . o 26
controllers shall inhibit transmissions when channel activity is detected.
Probing is selectable on a message-by-message basis and shall be enabled only for
49 4.5.2.2(1) . o 1
channels that provide a return communications path.
50 452.2(2) When probing is enabled, a transmitting data controller shall send a probe to verify that 1
T the channel is available prior to sending a PTP or MC message.
51 4.52.2(3) A PB, addressed to the intended message destination, shall be used for a PTP 1
message.
52 4.5.2.2(4) An MPB, addressed to the intended message destinations, shall be used for an MC 1
message.
53 4.5.2.2(5) |Receiving data controllers shall respond to a PB or MPB with a PA. 20
54 4.5.2.2(6) Wh_en a PA is not r_ecelved, the transmitting data controller shall wait a random backoff 20
period before retrying.
55 4.5.3(1) Allowable code rate and packet sizes shall be as listed in 5.3.3. 13
56 453(2) FEC code rate and packet size shall be indicated through the PTP, BC, and MC header 13
o Code Rate and Packet Size fields, as described in 5.4.1 and 5.4.3.
When ARQ is enabled, the FEC code rate shall be determined on a burst-by-burst basis,
57 4.5.3(3) e 11
as specified in 5.3.3.
58 456 Flow control shall be supported through the Number of Requested Packets field in the 18
o ACK header, as described in 5.4.2.
When a receiving data controller detects a message or burst synchronization error, or
59 4.5.7(1) one of several other errors described in 5.3.7, an RSYNC burst shall be transmitted to 25
signal the error condition.
60 4.5.7(2) The RSYNC burst shall be sent in lieu of an ACK burst. 25
The data controller shall wait for an idle channel, as determined by the carrier sensing
61 5.1.1(1) ; 26
mechanism (see 5.3.2.1)...
62 5.1.1(2) ...and shall use the backoff algorithm defined in 5.3.2.2 to determine when to transmit. 26
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If channel probing (contention resolution) is enabled, the data controller shall transmit a
63 5.1.1(3) probe burst (PB) or multicast probe burst (MPB) and then wait for a probe 1
acknowledgment burst (PA) from the receiving data controller(s).
64 5.1.1(4) If a PA is not received, the data controller shall again use the backoff algorithm to 20
s determine when to transmit another PB or MPB.
65 511 If a PA is received, or channel probing is not enabled, the data controller shall format
1.1(5) 1
and send a data burst.
66 5.1.1(6) If automatic repeat-request (ARQ) operation is not enabled, the data controller shall 1
C continue to format and send data bursts until the entire message is transferred.
67 51 1 If ARQ operation is enabled, the data controller shall wait for an acknowledgment burst
A.1(7) (ACK) 1
68 5.1.1(8) If an ACK is not received within a predetermined amount of time, the data controller 8
C shall resend the original data burst with the same burst ID.
69 51 1 The data controller shall continue to retransmit the original data burst until either an ACK
1.1(9) : ) . . 8
is received or a maximum number of retries is exceeded.
70 5.1.1(10) In the event that a maximum number of retries is exceeded, the message shall be 8
s aborted, as specified in 5.3.1.1 and 5.3.1.2.
71 5.1.1(11) If the ACK is received, the data controller shall format and send the next burst. 8
72 5.1.1(12) This process shall continue until the entire message is transferred. 8
A message received from the data terminal shall be compressed, if compression is
73 5.1.2(1) enabled, and should be buffered until there is enough data to fill an entire data burst, or 16
the end of the message is reached.
74 5.1.1(2) At this point, a header shall be formatted and encoded. 16
75 5.1.2(3) The received data shall be packetized, and, when necessary, cyclic redundancy check 16
" (CRC)- and FEC-encoded in preparation for transmission.
76 512 The burst transmission shall begin with the start-of-message (SOM), then the header,
1.2(4) ; 16
ollowed by data packets.
77 5.1.2(5) This process shall continue until all data packets have been sent. 16
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The compression bit in the point-to-point (PTP), broadcast (BC), and multicast (MC)
78 5.1.2.1(1) |headers shall indicate to the receiving data controller whether or not the message data 12
is compressed.
Compression shall be enabled on a message-by-message basis by the transmitting data
79 5.1.2.1(2) controller. !
80 5.1.2.1(3) When compression is enabled, a dictionary-based algorithm interoperable with the 12
T Lempel-Ziv algorithm [ZIV 77], with extensions described in [BELL 86], shall be used.
81 5.1.2.1(4) E:;ctjhe Data Control (DC) waveform, the parameters in table | [of the MIL-STD] shall be 12
82 5.1.2.1(5) For a chargcter codeword, the type field shall be bit position 9, followed by the 8-bit 12
character field.
83 5.1.2.1(6) For a code-type codeword, the type field shall be bit position 16, followed by an 11-bit 12
T pointer field and a 4-bit match length field.
84 5.1.2.1(7) | The pointer field shall contain the left pointer described in [BELL 86]. 12
85 5.1.2.1(8) | The match-length field shall contain the longest match, as described in [BELL 86]. 12
86 51921 The match length shall be between 3 (the minimum match length) and 16 (the size of
1.2.1(9) the look ahead buffer). 12
87 5.1.2.1(10) | The encoding of match-length values shall be as shown in table Il [of the MIL-STD]. 12
88 5.1.2.1(11) The 4-b@t match-length field has 2 extra binary codes: 1110 shall be used to signal the 12
end-of-file,...
89 5.1.2.1(12) |...and 1111 shall be reserved for future use. 12
Data generated by the compression algorithm shall be partitioned into 8-bit bytes,
90 5.1.2.1(13) |beginning with the most significant bit (MSB) of the first codeword and continuing in bit 12
order.
91 5.1.2.1(14) | The end-of-file code shall be used to indicate the end of the compressed file,... 12
92 5.1.2.1(15) |...and unused data bits in the last byte shall be considered "don't care." 12
93 5.1.2.1(16) | The match length shall also be set to zero for an end-of-file codeword. 12
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The compressed data shall then be transmitted in bit order from left to right, starting with
94 5.1.2.1(17) |the least significant bit (LSB) of the first byte and continuing in byte order, as shown in 12
figure 12 [of the MIL-STD] and described in 5.1.2.2.
95 5.1.2.1(18) |When compression is disabled, the compression algorithm shall be bypassed. 12
96 51292 Messages are transmitted as data bursts. Each burst shall contain a maximum of 256
1.2.2(1) d 13
ata packets.
97 5.1.2.2(2) |Data bits to be transmitted shall be grouped into individually decodable data packets. 13
98 5.1.2.2(3) |Each packet shall have a data field that contains a fixed number of data bits,... 13
99 5.1.2.2(4) ...and: when necessary, the data fiel_d shall be foIIowed.by a CRC field for error 13
s detection and a flush field that contains encoder flush bits.
100 5.1.2.2(5) [All packets in a burst shall have the same number of data bits... 13
101 5.1.2.2(6) ...and shall be FEC-encoded at the same rate; however, packet sizes and FEC may 13
vary from burst to burst.
102 5.1.2.2(7) |Data packet sizes shall be P =512, 760, 864, or 1024 data bits. 13
103 5.1.2.2(8) The transmitting data controller shall select the packet size and FEC code rate and 13
T indicate this to the receiving data controller by fields in the PTP, BC, or MC header.
When ARQ is enabled, the transmitting data controller shall select the packet size and
104 5.1.2.2(9) |FEC code rate, base 27.72 427.72feedback27.72from the receiving data controller, as describetBin
4.5.3 and 5.3.3.
105 5.1.2.2.1(1) I\Pﬂel‘lff(g':'sDﬁ)ha” be encode 27.72and transmitted in bit order, left to right (see27.72figure 12|[of th;?3
106 5.1.2.2.1(2) | The data27.72field shall come27.72first, with the27.72LSB27.72 f byte 127.72first and continuing in by
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110 519291 A bit in the PTP, BC, and MC header shall be set to notify the receiving data controller to
1.2.2.1(6) 4
unstuff the last packet.
Byte stuffing is possible because message data received from the data terminal, and
111 5.1.2.2.1(7) | compressed data generated by the compression algorithm, shall be an integral number 4
of bytes.
112 5.1.2.2.2(1) | The CRC shall be applied only to the data field.
113 51229 The CRC shall be formulated working left to right through P information bits, with an
1.22.2(2) |, ... ) :
initial shift register value of zero.
114 5.1.2.2.2(3) The CRC shall be sent in bit order from left to right, with the first bit in the CRC field 6
T being the LSB of the 24-bit CRC (see figure 12 [of the MIL-STD]).
115 5.1.2.2.2(4) E;tresstuffed packets, the CRC shall be applied only to the original data bits, not the stuff 6
The generator polynomlal for the CRC code shaII be g(. (x+ 1) p(x)
116 5.1.2.2.2(5) where p(x) = (X2 + X"+ xP + x"2+ X"+ + x® + X’ +xg+x +1)
117 5.1.2.2.2(6) |A CRC shall be appended to the data field only when ARQ is enabled.
118 5.1.2.2.3(1) To flush the encoder, the data controller shall append 8 zero bits to the packet prior to 11
T FEC encoding, as discussed in 5.1.2.3.
119 5.1.2.2.3(2) |Flush bits shall not be appended to rate 1 encoded packets. 11
120 5.1.2.3(1) Each received packet (information and flush bits, and CRC bits, if necessary) shall be 11
T FEC-encoded prior to transmission at one of the following code rates: 1/2, 3/4, 7/8, or 1.
121 51923 The code rate shall be determined by the transmitting data controller, based on
1.2.3(2) ; o 16
eedback from the receiving data controller.
122 5.1.2.3(3) The transmitting data controller shall indicate the FEC code rate to the receiving data 11
T controller via a field in the PTP, BC, or MC header, as described in 5.4.1 and 5.4.3.
123 5.1.2.3.1(1) | Convolutional codes shall be used for FEC. 11
124 5.1.2.3.1(2) | The basic code shall be a rate 1/2, constraint length 7 code (denoted r=1/2, k= 7). 11
125 5.1.2.3.1(3) The code tap positions shall be as shown in figure 13 [of the MIL-STD] and described 11

below.
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126 5.1.2.3.1(4) The encoder shall be initialized to all zeros prior to encoding each header and each 11

packet of data.
127 5.1.2.3.1(5) The enpoder output§, CO0 and C1, shall provide the first and second bits to be 11
transmitted, respectively.
The process of shifting data into the encoder and taking data from the encoder outputs
128 5.1.2.3.1(6) | CO and C1 shall then continue until each of the flush bits marking the end of the block 11
has been shifted into the encoder.
129 5.1.2.3.1(7) | The highest-rate code used for data packets shall be rate 1. 11
130 5.1.2.3.1(8) Eggéﬁliiéate, the information bits and CRC bits in the packet shall be transmitted without 11
Code rates lower than 1/2 shall be obtained from the basic 1/2 code by repeating blocks
131 5.1.2.3.1(9) 11
of rate 1/2 encoded data.
132 5.1.2.3.2(1) {:rom .the rate 1/2 code, hlghgr rate 3/4 and 7/8 codes shall be constructed by a 11
echnique known as puncturing.
133 5.1.2.3.2(2) 'Srbr%]punctunng pattern used for these codes shall be as given in table Il [of the MIL- 11
134 5.1.2.3.2(3) | Only those bits identified with a 1 in table Il [of the MIL-STD] shall be transmitted. 11
135 5.1.2.3.2(4) :I'gre]%/ are transmitted in pairs, as described above, and shall be transmitted from left to 11
136 5.1.2.3.2(5) The puncturing patterp shall bg reset following the encoding of each separate block 11
(header or packet) of information.
137 5.1.2.3.3 The resulting encoded packet size shall be as specified in table IV [of the MIL-STD]. 11
138 5.1.2.4(1) |Each burst shall begin with a 64-bit SOM sequence. 2
139 5.1.2.4(2) | The SOM shall be transmitted without FEC encoding. 2
140 5.1.2.4(3) The SOM sequence shall be as shown below: 2
s SOM = 0110000101001111010001110010010110111011001101010111111000001001
141 5.1.2.4(4) |The sequence shall be transmitted in bit order, left to right. 2
142 5.1.2.4(5) |The SOM shall be sent first, followed by the header, and then the data packets. 2
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In the DC waveform, headers shall be encoded at rate 1/8 to provide a high probability
143 5.1.2.5(1) . . 3
of error-free decoding on noisy channels.
144 5.1.2.5(2) |Headers that consist only of a header kernel shall be fixed length. 3
145 5.1.2.5(3) They shall include a fixed-length header kernel and a variable-length header extension, 3
s as illustrated in figure 15 [of the MIL-STD].
146 5.1.2.5(4) |The header shall indicate the existence and length of the header extension. 3
147 5.1.2.5(5) |A CRC field and a flush field shall be included with the header. 3
148 5.1.2.5(6) For fixed-length headers, the CRC shall be computed using only 48-kernel header 6
T information bits, as specified in figure 14 [of the MIL-STD].
For headers with an extension, the 24-bit CRC and the 8 flush bits in the kernel shall be
149 51.25(7) |. . 6
initialized to all zeros.
The CRC shall be computed using all 80 bits of the header kernel and the variable-
150 5.1.2.5(8) . : : 6
length header extension, excluding flush bits.
151 5.1.2.5(9) The 24-bit CRC shall then be placed in the CRC field of the header kernel, as specified 3
T in figure 15 [of the MIL-STD].
152 5.1.2.5(10) |The header shall be transmitted LSB first,... 3
153 5.1.2.5(11) |...and bytes shall be transmitted in numerical order. 3
154 5.2.1(1) The sequence shall begin when a valid SOM pattern is detected by the data controller. 2
155 5.2.1(2) The data controller shall process the header kernel. 17
If the header type field indicates the presence of a header extension, the data controller
156 5.2.1(3) . 17
shall process the header extension as well.
157 5.2.1(4) If the header CRC is invalid or the header destination field does not match the receiving 17
" data controller's network 1D, the burst shall be discarded.
If the header CRC and the destination field are valid, the burst type field shall be
158 5.2.1(5) 17
decoded and acted upon.
If the burst type is a PB or MPB, the receiving data controller shall send a PA, provided
159 5.2.1(6) . ) 17
the receiving data controller is not busy...
160 5.2.1(7) ...(if it is busy, it shall respond with an RSYNC burst). 17
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161 5.2.1(8) If the burst type is a data burst (PTP, BC, or MC burst), the receiving data controller 17

o shall process the data packets that follow the header.
162 5.2.1(9) If the PTP, BC, or MC header's No ARQ bit is cleared, the receiving data controller shall 17
o formulate and transmit an ACK, as described in 5.4.
163 5.2.1(10) PA and ACK burst processing shall be as specified in 5.1.1. 17
164 5.2.2(1) If a SOM is detected, the receiving data controller shall begin processing the header. 17
165 5.2.2(2) Four copies of the kernel and extension (if present) shall be combined and FEC- 17
decoded,...
166 5.2.2(3) ...and the header CRC shall be checked. 17
167 5.2.2(4) If the CRC or the destination ID are invalid, the burst shall be discarded. 17
168 5.2.2(5) E))L’jrr];r\mse, the header information shall be interpreted to determine the content of the 17
169 5.2.2(6) When ARQ is disabled, encoded data packets shall be assembled and, for code rates 17
" other than 1, FEC-decoded.
170 5.2.2(7) The depoded packets shall then be decompressed, if necessary, to retrieve the 17
transmitted message.
171 5.2.2(8) If the format of the current burst is different than the previous burst, encoded packets 17
" shall be FEC-decoded, and previously received packets, if any, should be discarded.
172 5.2.2(9) A CRC shall also be performed on the decoded packets when ARQ is enabled. 17
173 5.2.2(10) Correctly regelved p_ackets shall then be decompressed, if necessary, to retrieve the 17
transmitted information.
174 5.2.2(11) Once a burst has been processed, an ACK shall be sent, as described in 5.3.1. 17
The ACK shall identify any packets in error, as described in 4.5.1, and the desired code
175 5.2.2(12) : . 17
rate as determined by the receiving data controller.
Channel quality shall be determined and mapped to one of the four possible code rates:
176 15.2.2(13) 145314 7/8. or 1. 17
177 5.2.2(14) The desired code rate shall then be sent to the transmitting data controller, using the 17

Requested Code Rate field of the ACK header.
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SOM detection shall not degrade system performance below the minimum performance
178 5.2.2.1 , . 2,17
defined in 5.5.
179 5.2.2.2(1) The bqrst type field of the decoded kernel shall indicate the existence of a header 17
extension.
180 5.2.2.2(2) |If so, the extension repeats shall be combined and FEC-decoded. 17
181 5.2.2.2(3)
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For PTP bursts, the ACK field of the ACK header extension shall contain a bit for each
194 5.2.2.5(2) . 32
packet in the last acknowledged burst.
195 5.2.2.5(3) Bits shall be set by the receiving dgta controller to indicate to the transmitting data 39
controller those packets received in error.
The receiving data controller shall use this information to distinguish between new and
196 5-2.2.5(4) retransmitted packets. 32
197 5.2.2.5(5) For MC bursts, the Packet Repeats field of the MC burst header shall identify to all 32
T destinations those packets in the last acknowledged burst that are being retransmitted.
The receiving data controller shall use this information to distinguish between new and
198 5.2.2.5(6) retransmitted packets. 32
199 5.2.2.5(7) |When ARQ is enabled, the CRC and any flush bits shall be stripped from the packets,... 32
...and the receiving data controller shall use information in the ACK or MC header to
200 5-2.2.5(8) correctly reassemble the transmitted message. 32
201 5.2.2.5(9) If the last packet is stuffed, as indicated by the appropriate bit in the header, it shall be 32
T unstuffed prior to reassembling the message.
This shall be done by deleting the last byte in the packet and all immediately preceding
202 5.2.2.5(10) bytes identical to it. 32
203 5.2.2.5(11) |Reassembled packets shall be decompressed, if necessary. 32
The decompression algorithm shall be interoperable with the decompression algorithm
204 5.2.2.6(1) described in [BELL 86]. 12
The decompression parameters used shall be the same as the compression parameters
205 192.26(2) | isted in table | [of the MIL-STD]. 12
206 5.2.2.6(3) The compression bit in the PTP, BC, and MC headers shall indicate to the receiving 12
T data controller whether or not the message was compressed.
207 5.2.2.6(4) |Decompression shall be bypassed for uncompressed data. 1
208 5.3.1.1(1) ARQ shall provide the acknowledgment protocol for error-free message delivery of PTP 1

messages.

B-15




Requirement| MIL-STD Requirement Descriotion Subtest
Number Paragraph a P Number
209 5.3.1.1(2) ?cl):\;(t)r ;Pei" be enabled on a message-by-message basis by the transmitting data 1
210 5.3.1.1(3) The No ARQ bit, in the header, shall be cleared, indicating that the ARQ protocol is 1
T enabled. See 5.4.1 through 5.4.7 for header details.
When ARQ is enabled, the transmitting data controller shall append a CRC to each
211 5.3.1.1(4) : 6
packet of the transmitted message.
212 5.3.1.1(5) l’:mr(e)rrecelvmg data controller shall use the CRC to determine if packets were received in 23
The receiving data controller shall respond to the transmitting data controller with an
213 5.3.1.1(6) ACK, as described in 4.5.1.1. 23
214 5.3.1.1(7) \é\i{(hen ARQ is disabled, the transmitting data controller shall set the header No ARQ 1
215 5.3.1.1(8) ...and shall not append a CRC to the transmitted packets. 1
216 5.3.1.1(9) |An RSYNC shall be sent in lieu of an ACK for such errors. 25
217 53111 Upon receipt of PTP burst, the receiving data controller shall format and send an ACK 28
T within the turnaround time specified in table V [of the MIL-STD].
218 5.3.1.1.2(1) The ACK delay shall be measured from the end of the transmitted burst to the receipt of o9
T the last bit of the ACK header kernel.
If the ACK delay exceeds the ACK timeout period, specified in table VI [of the MIL-STD],
219 5.3.1.1.2(2) |the transmitting data controller shall timeout and resend the burst, except as specified in 29
5.3.1.1.3.
290 5.3.1.1.3(1) Thg previous bgrst shall pe retransmitted if an ACK is not received within the timeout 29
period, without incrementing the burst ID.
291 5.3.1.1.3(2) Thg da.ta controller shall retransmit until an ACK is received or a maximum number of 8
retries is exceeded.
299 5.3.1.1.3(3) The message shall be aborted and the operator should be notified if the maximum 8

number of retries is exceeded.
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As described in 4.5.1.2, the MC acknowledgment protocol shall provide explicit polled
223 5.3.1.2(1) . . 30
scheduling of acknowledgment times.
Each of the MC destinations shall respond in a different time slot following the end of the
224 5312(2) |15 MPB busst P 9 30
225 5.3.1.2(3) | There shall be one acknowledgment time slot for each MC destination. 30
226 5.3.1.2(4) |The time slots shall be arranged in ascending order by address. 30
297 5.3.1.2(5) The lowest of the specified destinations shall transmit its ACK in the first slot, followed 30
T by the next lowest in the second slot, and so on.
208 5.3.1.2(6) During message transmission, destinations may be removed from the list of 7
U destinations; therefore, the MC header shall be interpreted on a burst-by-burst basis.
299 5.3.1.2(7) The MC ACK can be enabled or disabled and shall be selected, based on the No ARQ 1
T bit in the MC header, on a message-by-message basis.
230 5.3.1.2(8) When ARQ is disabled, the transmitting data controller shall not append a CRC to the 1
T transmitted packets.
The ACK slot period for single-hop, secure, UHF SATCOM channels shall be as defined
231 5.3.1.2.1(1) in table VII [of the MIL-STD]. 30
232 5.3.1.2.1(2) | Transmissions shall be prohibited during this guard time. 30
The slot times shall be referenced to the receiving data controller, as illustrated in figure
233 5.3.1.2.1(3) 21 [of the MIL-STD] (see section 5.5.1). 30
234 5.3.1.2.1(4) | The first slot shall begin at the end of the received MC burst. 30
In the event that a receiving data controller does not respond with an ACK, the
235 5-3.1.2.2(1) transmitting data controller shall time-out... 8
236 5.3.1.2.2(2) |...and the previous MC burst shall be retransmitted, without incrementing the burst ID. 8
If after consecutive retransmissions, greater than the Maximum Number of Retries, an
237 5.3.1.2.2(3) ACK is still not received, the transmitting data controller shall remove the non- 7

responding data controller(s) from the list of destinations for the current message and
should notify the operator.
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The timeout values for MC ACKs on a single-hop, secure, UHF SATCOM channel shall
238 5.3.1.2.2(4) be as defined in table Vllla [of the MIL-STD]. 30
239 5.3.2(1) Er!or to transmlt.tlng a new message, the data controller shall determine that the channel 26
is idle, as described in 5.3.2.1.
240 5.3.2(2) In addition, prior to transmitting message bursts or channel probes, data controllers shall 07
o comply with the backoff algorithm described in 5.3.2.2.
241 5.3.2.1(1) For messages for which probing is not enabled, the fixed period shall be at least equal 07
T to the first slot timeout value specified in table Vllla [of the MIL-STD].
242 5.3.2.1(2) E:%innel probing is enabled, the length of the fixed period shall depend on channel 07
If channel traffic cannot be decoded (processed in accordance with this MIL-STD), the
243 5.3.2.1(3) |fixed period shall be equal to the ninth slot timeout value specified in table Vllla [of the 27
MIL-STD].
If channel traffic can be decoded, the fixed period shall be in accordance with table VIlib
244 5.3.2.1(4) [of the MIL-STD]. 27
245 5.3.2.2(1) When channel activity is detected during the backoff period, the data controller shall exit 07
T the backoff protocol and wait for the channel to become inactive.
246 5.3.2.2(2) If channel probing is not enabled, the first message burst backoff period, in msec, shall 07
T be based on a uniformly distributed random number between 0 and 4 seconds.
247 5.3.2.2(3) Subsequent bursts, of the. same message, shall employ random backoff periods only if 07
unexpected channel activity is detected.
248 5.3.2.2(4) For these bursts the random backoff period, in msec, shall be based on a uniformly 07
T distributed random number between 0 and 1 second.
If channel probing is enabled, the backoff period shall be based on a uniformly
249 5.3.2.2(5) |distributed random number, in msec, within a range from 0 to 2° seconds, where b is 27
called the backoff count.
250 5.3.2.2(6) | The backoff count, for the first message probe, initially shall be 1... 27
251 5.3.2.2(7) ...and shall be incremented by 1 each time an attempt to capture the channel is 07

unsuccessful.
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252 5.3.2.2(8) Each time the backoff comémt is incremented, a new, uniformly distributed random 07

T number between 0 and 2° x 1000 msec shall then be computed.
If, for the rate in use, 2° x 1000 exceeds the maximum backoff period specified in table
253 5.3.2.2(9) |IX[of the MIL-STD], the value in the table shall be the upper bound for the random 27
number selected.
254 5399 This process shall be repeated until an attempt to capture the channel is successful or
.3.2.2(10) . 27
the maximum attempts to capture the channel have been attempted.
For PTP services, when the maximum backoff interval or maximum attempts to capture
255 5.3.2.2(11) |[the channel have been reached, the data controller shall abandon the message and 27
should notify the operator.
For MC services, if all destinations are non-responsive, and the maximum backoff
256 5.3.2.2(12) |interval or the maximum attempts to capture the channel have been reached, the data 27
controller shall abandon the message and should notify the operator.
057 5.3.2.2(13) Upon completing this process, those destinations remaining non-responsive shall be 7
T removed from the list of destination addresses, and the operator should be notified.
Although the DC waveform provides separate fields for selection of code rate and
258 5.3.3(1) packet size, the waveform defined by this military standard (MIL-STD) shall use fixed 11
mapping, as shown in table X [of the MIL-STD].
259 5.3.3(2) The transmitting data controller shall specify the code rate and packet size in the Code 11
T Rate and Packet Size fields of the PTP, BC, and MC headers.
The receiving data controller shall estimate the channel quality upon receiving a PTP or
260 5.3.3(3) MC burst and map this quality to a desired code rate, as indicated in table Xl [of the MIL- 10
STD].
261 5.3.3(4) The receiving data controller shall use sufficient hysteresis to prevent the code rate from 10
o oscillating between two rates when the bit error ratio (BER) is near a threshold.
The hysteresis shall be large enough to meet the performance defined in section 5.5,
262 5.3.3(5) when operating with a transmitting data controller that immediately adapts to the 10

requested code rate.
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When the receiving data controller responds to the transmitting data controller with an
263 5.3.3(6)
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282 5.3.7(14) This field shall be set to all zeros for a PB. 25
283 5.3.7(15) The Bu_rgt ID field shall be incremented modulo 16 for each new probe sent by the o5
transmitting data controller.

284 5.3.7(16) An RSYNC burst shall be sent instead of an ACK for those conditions specified here. 25

285 5.3.7.1(1) | Unexpected burst ID. This RSYNC code shall identify receipt of an incorrect burst ID. 25
Upon receiving this RSYNC code, the transmitting data controller shall abort a PTP

286 5.3.7.1(2) . o 25
message transfer or drop this destination from an MC message transfer.

087 5.3.7.2(1) Unexpected message ID. This RSYNC code shall identify receipt of an incorrect o5
message ID.
Upon receiving this RSYNC code, the transmitting data controller shall abort a PTP

288 5.3.7.2(2) , . 25
message transfer or drop this destination from an MC message transfer.
Repeated message. This RSYNC code shall indicate that the receiving data controller

289 5.3.7.3(1) . ) 25
has previously received and correctly decoded the message.

290 5.3.7.3(2) Upon receiving this RSYNC cod.e, the transmitting data controller shall determine that o5
the message was correctly received...

291 5.3.7.3(3) |...and shall terminate transfer of data to this destination. 25

292 5.3.7.4(1) Unexpected source ID. This RSYNC code shall identify receipt of a burst from the o5
unexpected source ID.
Upon receiving this RSYNC code, the transmitting data controller shall abort a PTP

293 5.3.7.4(2) , . 25
message transfer or drop this destination from an MC message transfer.
Receiver lost. This RSYNC code shall indicate that the receiving data controller has

294 5.3.7.5(1) |missed the first burst(s) of a valid transmission, as indicated by the start-of-message flag 25
in the header.
Upon receiving this RSYNC code, the transmitting data controller shall abort a PTP

295 5.3.7.5(2) , o 25
message transfer or drop this destination from an MC message transfer.

296 5.3.7.6(1) Receiver busy. This RSYNC code shall indicate to the transmitting data controller that o5

the receiving data controller is busy.
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Upon receiving this RSYNC code, the transmitting data controller shall abort a PTP
297 5.3.7.6(2) . o 25
message transfer or drop this destination from an MC message transfer.
Data terminal non-responsive. This RSYNC code shall indicate to the transmitting
298 5.3.7.7(1) |data controller that the receiving data controller's attached data terminal device will not 25
accept data.
Upon receiving this RSYNC code, the transmitting data controller shall abort a PTP
299 5.3.7.7(2) : o 25
message transfer or drop this destination from an MC message transfer.
300 5378 Incompatible packet format. This RSYNC code shall not be used in this revision of o5
the MIL-STD.
301 53709 Il\r/lrﬁfrsn_lpgtlble burst type. This RSYNC code shall not be used in this revision of the o5
302 5.4(1) Nondefined bits shall be set to zero by the transmitting data controller... 4
303 5.4(2) ...and shall be treated as "don't care" bits by receiving data controllers. 4
304 5.4.1(1) A_PTP header shall be used to send message data to a single destination, with or 29
without an acknowledgment.
305 5.4.1(2) A BC header shall be used to send message data to all network destinations, without an 29
acknowledgment.
306 54 1a Burst Type. This 4-bit field shall identify the burst type as PTP and BC, according to 29
T table XllI [of the MIL-STD].
307 5.4.1b No ARQ. This bit shall be set when message acknowledgment is not enabled. 22
308 54.1c Compression. This bit shall be set only if message data has been compressed. 22
Note for
309 table XIlI [of | These fields are not allocated; they should be set to zero by the transmitting data 29
the MIL- controller and shall be treated as "don't care" bits by the receiving data controller.
STD]
310 54.1d Start-of-Message. This bit shall be set for the first burst of a message and cleared for 29

all subsequent bursts of the message.

B-22




Requirement| MIL-STD Requirement Descriotion Subtest
Number Paragraph a P Number
311 5416 End-of-Message. This bit shall be cleared for all bursts except the last burst of a 29
message.
312 5.4.1f Code Rate. This 3-bit field shall specify the FEC code rate used, according to table XIV 29
T [of the MIL-STD].
313 5.4 1 Packet Size. This 3-bit field shall specify the number of data bits in a data packet, 29
19 according to table XV [of the MIL-STD].
314 54 1h gtﬁ;ga?ﬁ This bit shall be set in the last burst of the message if the last packet is 29
. Number of Packets. This 8-bit field shall indicate the number of data packets in the
315 5.4 1i burst. less 1 22
316 5.4.1j(1) Destination. This 8-bit field shall contain the network ID of the message destination. 22
317 5.4.1j(2) Values from 1 to 64 shall be PTP destinations. 22
318 5.4.1j(3) The value 255 shall signify BC. 22
319 5.4.1k(1) Source. This 8-bit field shall contain the network ID of the message source. 22
320 5.4.1k(2) Values from 1 to 64 shall be valid. 22
321 5.4.11(1) Burst ID. This 4-bit fleld represents the burst count. It shall be incremented modulo 16 15, 22
for every new burst in the message, ...
322 5.4.11(2) ...and it shall be reset to zero for each new message. 15, 22
323 5.4.1m(1) Message ID. This 4-bit field represents the message counter. It shall be incremented 29
modulo 16 for each new message, ...
324 5.4.1m(2) |...and it shall remain the same for every burst of the message. 22
325 5.4.1m(3) |Each transmitting data controller shall maintain its own independent message counter. 22
326 5.4.1n(1) CRC. This field shall consist of 3 bytes: CRC lo, CRC mid, and CRC hi. 22
327 5.4.1n(2) The 24-bit field shall be the header CRC: LSB first, MSB last. 22
328 5.4.10 Flush. This 8-bit field shall be filled with zeros, and these bits are the encoder flush bits. 22
329 5.4.2(1) An ACK shall be sent in response to a PTP or MC burst. 23
330 5.4.2(2) This header shall include a header extension, which contains a bit-mapped field for 23

packet acknowledgments.
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331 5.4.2(3) The length of this field shall be an integer number of bytes... 23
332 5.4.2(4) ...and shall be specified in the header kernel field, Extension ACK Bytes. 23

Note for
333 table XVI These fields are not allocated; they should be set to zero by the transmitting data 23
[of the MIL- |controller and shall be treated as "don't care" bits by the receiving data controller.
STD]
334 54241 Burst Type. This 4-bit field shall identify the burst type as Acknowledgment, according 23
T to table XIllI [of the MIL-STD].
335 54242 Reque.?‘ted Code Rate. This 4-bit field sha!l spe_cify to the transmitting data controller 23
T the desired code rate of the next burst, as given in table XVII [of the MIL-STD].
Number of Requested Packets. This 3-bit field shall indicate the maximum number of
336 5.4.2a.3(1) |new packets requested by the receiving data controller, in addition to any repeated 23
packets.
337 5.4.2a.3(2) |The value in this field shall be interpreted as shown in table XVIII [of the MIL-STD]. 23
Extension ACK bytes. This 5-bit field shall indicate the number of bytes, n, in the
338 5.4.2a.4(1) ACKs field of the header extension. 23
339 5.4.2a.4(2) |The extension field shall contain between 1 and 256 individual ACK bits. 23
340 5.4.2a.5(1) |Destination. This 8-bit field shall contain the network ID of the burst destination. 23
341 5.4.2a.5(2) |Values from 1 to 64 shall be valid. 23
342 5.4.2a.6(1) |Source. This 8-bit field shall contain the network 1D of the burst source. 23
343 5.4.2a.6(2) |Values from 1 to 64 shall be valid. 23
344 54937 Burst ID._ Th_is 4-bit field represents the burst count. It shall be set to the burst ID of the 23
data burst being acknowledged.
345 542 Message ID. This 4-bit field represents the message count. It shall be set to the
4.2a.8 . 23
message |D of the data burst being acknowledged.
346 5.4.2a.9(1) | CRC. This field shall consist of 3 bytes: CRC lo, CRC mid, and CRC hi. 23
347 5.4.2a.9(2) | The 24-bit field shall be the header CRC: LSB first, MSB last. 23
348 5.4.2a.9(3) | The CRC shall be applied to the header kernel and extension. 23

B-24




Requirement| MIL-STD Requirement Description Subtest
Number Paragraph Number
349 5.4.2a.10 Flush. This 8-bit field shall be filled with zeros, and these bits are the encoder flush bits. 23

ACKs. This variable-length field is a sequence of packet acknowledgment bits (bit
350 5.4.2b.1(1) |map). The bit map shall contain an acknowledgment bit for each packet in the previous 23
data burst.
351 5.4.2b.1(2) |The first bit shall correspond to the first packet,... 23
352 5.4.2b.1(3) |...and the last bit shall correspond to the last packet. 23
353 5.4.2b.1(4) |A "zero" bit shall signify correct receipt,... 23
354 5.4.2b.1(5) |...and a "one" bit shall signify incorrect receipt. 23
355 5.4.2b.1(6) |Any unused bits of the last byte shall be set to zero. 23
356 5.4.2b.2 Flush. This 8-bit field shall be filled with zeros, and these bits are the encoder flush bits. 23
357 5.4.3(1) MC bursts shall be used to send message data to multiple destinations (up to 10). 24
358 5.4.3(2) This .hea.der shall have an extgnsion that contains 2 bit-map_ped fields: the fixed-length 24
o Destinations field, and the variable-length Packet Repeats field.
Note for
359 table XIX These fields are not allocated; they should be set to zero by the transmitting data 24
[of the MIL- |controller and shall be treated as "don't care" bits by the receiving data controller.
STD]
Burst Type. This 4-bit field shall identify the burst type as MC, according to table XllI
360 5.4.3a.1 [of the MIL-STD]. 24
361 5.4.3a.2 No ARQ. This bit shall be set when message acknowledgment is not enabled. 24
362 5.4.3a.3 Compression. This bit shall be set only if message data has been compressed. 24
363 5.4 3a.4 Start-of-Message. This bit shall be set for the first burst of a message and cleared for 24
all subsequent message bursts.
364 5.4.3a.5 End-of-Message. This bit shall be cleared for all bursts except the last message burst. 24
Code Rate. This 3-bit field shall specify the FEC code rate used, according to table XIV
365 5.4.3a.6 [of the MIL-STD]. 24
366 54347 Packet Size. This 3-bit field shall specify the number of data bits in a data packet, 24

according to table XV [of the MIL-STD].
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367 5.4.3a.8 De-Stuff. This bit shall be set only if the last packet is stuffed. 24

368 54339 Qlljlrrsr‘;blzrsts)anckets. This 8-bit field shall indicate the number of data packets in the 24

369 543310 Number quepeats. This 8-bit figld shall specify the number of bytes, n, in the Packet 24
Repeats field of the header extension.

370 5.4.3a.11(1) | Source. This 8-bit field shall contain the network ID of the message source. 24

371 5.4.3a.11(2) | Values from 1 to 64 shall be valid. 24

372 5.4.3a.12(1) fBurst ID. This 4-bit.field represents the burst count. It shall be incremented modulo 16 24
or every new burst in the message,...

373 5.4.3a.12(2)|...and it shall be reset to zero for each new message. 24

374 5.4.3a.13(1) Message ID. This 4-bit field represents the message count. It shall be incremented 24
modulo 16 for each new message,...

375 5.4.3a.13(2) | ...and it shall remain the same for every burst of the message. 24

376 5.4.3a.13(3) | Each transmitting data controller shall maintain its own independent message counter. 24

377 5.4.3a.14(1) | CRC. This field shall consist of 3 bytes: CRC lo, CRC mid, and CRC hi. 24

378 5.4.3a.14(2) | The 24-bit field shall be the header CRC: LSB first, MSB last. 24

379 5.4.3a.14(3) | The CRC shall be applied to the header kernel and extension. 12,24

380 5.4.3a.15 Flush. This 8-bit field shall be filled with zeros, and these bits are the encoder flush bits. 24
Destinations. This 64-bit field (8 bytes) specifies the message's multiple-destination

381 5.4.3b.1(1) |[network IDs. Each bit in this bit-mapped field shall represent the network ID of a 24
destination (the first bit = ID#1, the second bit = ID #2, and so on).

382 5.4.3b.1(2) |No more than 10 bits shall be set for an MC message. 24

383 5.4.3b.2(1) |Packet Repeats. This variable-length field shall be between 1 and 32 bytes long. 24

384 5.4.3b.2(2) ;I;]he field shall proyide.a bit-mapped indication of those packets from the previous burst 24

at are repeated in this burst.

385 5.4.3b.2(3) | The bit map shall contain a bit for each packet in the previous data burst. 24

386 5.4.3b.2(4) |The first bit shall correspond to the first packet,... 24

387 5.4.3b.2(5) |...and the last bit shall correspond to the last packet. 24
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388 5.4.3b.2(6) |A bit shall be set to signify that the packet is repeated in this burst. 24
389 5.4.3b.2(7) |The bit shall be cleared to signify that the packet is not repeated. 24
390 5.4.30.2(8) ':]'ch:::gth of this field shall be as specified in the Number of Repeats field in the kernel 24
391 5.4.3b.2(9) |Unused bits in the last byte shall be set to zero. 24
392 5.4.3b.3 Flush. This 8-bit field shall be filled with zeros, and these bits are the encoder flush bits. 24
393 5.4.4(1) The PB shall be used to capture a channel prior to sending PTP bursts. 19
394 5.4.4(2) PBs also shall be used by data controllers to exchange revision-level information. 19

Note for
395 table XX [of | These fields are not allocated; they should be set to zero by the transmitting data 19
the MIL- controller and shall be treated as "don't care" bits by the receiving data controller.
STD]
396 5442 Burst Type. This 4-bit field shall identify the burst type as Probe, according to table XIlI 19
U [of the MIL-STD].
397 5.4.4b No ARQ. This bit shall be set when message acknowledgment is not enabled. 19
398 5.4.4c Priority. This byte shall be reserved for future use. 19
399 5.4.4d(1) Revision Level. This 8-bit field shall be used to specify the waveform revision level. 19
400 5.4.4d(2) This field shall be 0 for data controllers built to this revision of the MIL-STD. 19
401 5.4.4e(1) Destination. This 8-bit field shall contain the network ID of the burst destination. 19
402 5.4.4¢e(2) Values from 1 to 64 shall be valid. 19
403 5.4.41(1) Source. This 8-bit field shall contain the network ID of the burst source. 19
404 5.4.41(2) Values from 1 to 64 shall be valid. 19
Burst ID. This 4-bit field represents the burst count. It shall be incremented modulo 16
405 5.4.49 19
for every new probe.
406 5.4.4n Message ID. This 4-bit field is not used. This field shall be set to all zeros and is 19
reserved for future use.
407 5.4.4i(1) CRC. This field shall consist of 3 bytes: CRC lo, CRC mid, and CRC hi. 19
408 5.4.4i(2) The 24-bit field shall be the header CRC: LSB first, MSB last. 19
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409 5.4.4j Flush. This 8-bit field shall be filled with zeros, and these bits are the encoder flush bits. 19
410 54.5 The PA shall be used to respond to a PB or an MPB. 20

Note for
411 table XXI These fields are not allocated; they should be set to zero by the transmitting data 20
[of the MIL- |controller and shall be treated as "don't care" bits by the receiving data controller.
STD]
412 54 53 Burst Type. This 4-bit field shall identify the burst type as Probe-Acknowledgment, 20
o according to table XIllI [of the MIL-STD].
413 5.4 5b Req_ugsted Code Rate. This_4-bitfield shall specify the desired code rate of the 20
U receiving data controller, as given in table XVII [of the MIL-STD].
414 545 Revision Level. This field shall be 0 for data controllers built to this revision of the MIL-
4.5¢c STD. 20
415 5.4.5d(1) Destination. This 8-bit field shall contain the network ID of the burst destination. 20
416 5.4.5d(2) Values from 1 to 64 shall be valid. 20
417 5.4.5e(1) Source. This 8-bit field shall contain the network ID of the burst source. 20
418 5.4.5¢(2) Values from 1 to 64 shall be valid. 20
419 5.4 5f Burst ID. This 4-bit field represents the burst count. It shall be set to the burst ID of the 20
U PB being acknowledged.
420 5.4.5g(1) Message ID. This 4-bit field is not used. This field shall be set to all zeros... 20
421 5.4.59(2) ...and shall be reserved for future use. 20
422 5.4.5h(1) CRC. This field shall consist of 3 bytes: CRC lo, CRC mid, and CRC hi. 20
423 5.4.5h(2) The 24-bit field shall be the header CRC: LSB first, MSB last. 20
424 5.4.5i Flush. This 8-bit field shall be filled with zeros, and these bits are the encoder flush bits. 20
425 5.4.6(1) The MPB shall be used to capture a channel prior to sending an MC burst. 21
496 5.4.6(2) k/illée(;the _MC'header, this header shall have a bit-mapped extension field that specifies 21
estinations.
497 54631 Burst Type. This 4-bit field shall identify the burst type as MPB, according to table XiIlI 21

[of the MIL-STD].

B-28




Requirement| MIL-STD Requirement Description Subtest
Number Paragraph Number
Note for
498 table XXII | These fields are not allocated; they should be set to zero by the transmitting data o1
[of the MIL- |controller and shall be treated as "don't care" bits by the receiving data controller.
STD]
429 5.4.6a.2 No ARQ. This bit shall be set when message acknowledgment is not enabled. 21
430 5.4.6a.3 Priority. This byte shall be reserved for future use. 21
431 5.4.6a.4(1) |Revision Level. This 8-bit field shall be used to specify the waveform revision level. 21
432 5.4.6a.4(2) |This field shall be O for data controllers built to this revision of the MIL-STD. 21
433 5.4.6a.5(1) |Source. This 8-bit field shall contain the network ID of the burst source. 21
434 5.4.6a.5(2) |Values from 1 to 64 shall be valid. 21
435 54.6a.6 Burst ID. This 4-bit field represents the burst count. It shall be incremented modulo 16 21
for every new probe.
436 5.4.6a.7(1) |Message ID. This 4-bit field is not used. This field shall be set to all zeros... 21
437 5.4.6a.7(2) |...and shall be reserved for future use. 21
438 5.4.6a.8(1) | CRC. This field shall consist of 3 bytes: CRC lo, CRC mid, and CRC hi. 21
439 5.4.6a.8(2) |The 24-bit field shall be the header CRC: LSB first, MSB last. 21
440 5.4.6a.8(3) | The CRC shall be applied to the header kernel and extension. 21
441 5.4.6a.9 Flush. This 8-bit field shall be filled with zeros, and these bits are the encoder flush bits. 21
442 5.4.6b.1(1) II.'E)estinations. This 64-bit field shall specify the message's multiple destination network 21
Each bit in this bitmapped field shall represent the network ID of a destination (the first
443 5.4.60.1(3) bit = ID #1, the second bit = ID #2, and so on). 21
444 5.4.6b.1(3) [No more than 10 bits shall be set for an MC message. 21
445 5.4.6b.2 Flush. This 8-bit field shall be filled with zeros, and these bits are the encoder flush bits. 21
446 5473 Burst Type. This 4-bit field shall identify the burst type as Resynchronization, according o5
T to table XIlI [of the MIL-STD].
447 54 7b Requested Code Rate. This 4-bit field shall specify the desired code rate of the o5

receiving data controller, as given in table XVII [of the MIL-STD].
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448 5.4.7c Reason Code. This 8-bit field shall be used to specify certain error conditions. 25
449 5.4.7d(1) Revision Level. This 8-bit field shall be used to specify the waveform revision level. 25
450 5.4.7d(2) This field shall be revision 0 for data controllers built to this revision of the MIL-STD. 25
451 5.4.7e(1) Destination. This 8-bit field shall contain the network ID of the burst destination. 25
452 5.4.7¢(2) Values from 1 to 64 shall be valid. 25
453 5.4.7f(1) Source. This 8-bit field shall contain the network ID of the burst source. 25
454 5.4.71(2) Values from 1 to 64 shall be valid. 25

455 547 Burst ID. This 4-bit field represents the burst count. It shall be set to the burst ID of the
4.79 . 25
data burst in error.
456 5.4.7h Message ID. This 4-bit field represents the message count. It shall be set to the o5
o message |D of the data burst in error.
457 5.4.7i(1) CRC. This field shall consist of 3 bytes: CRC lo, CRC mid, and CRC hi. 25
458 5.4.7i(2) The 24-bit field shall be the header CRC: LSB first, MSB last. 25
459 5.4.7j Flush. This 8-bit field shall be filled with zeros, and these bits are the encoder flush bits. 25
Performance, defined in 5.5.2, shall be based on the average time to transfer a long
460 5.5.1(1) (100,000-byte) and a short (5,000-byte) message error-free over a secure, UHF 31
SATCOM channel.
461 5.5.1(2) g%rfgrmance shall be averaged over four messages at the channel BER defined in 31
462 5.5.1(3) Five messages shall be sent at each BER,... 31
463 5.5.1(4) ...and the average shall be calculated based on the four lowest measurements. 31
The following shall be used in performance testing:
464 5.5.1(5) a 25-kHz UHF SATCOM channel or simulated 25-kHz channel, 31

a UHF SATCOM radio,
a KY-57 cryptographic device, and
a data device capable of transmitting and receiving at 19,200 bps.

apow
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465 5.5.1(6) However, the performance results in 5.5.2 shall be met by all data controllers on secure, 31
T UHF SATCOM channels, regardless of the implementation-specific capabilities chosen.
With the channel simulator set to the specified BER, and a nominal 250-msec delay, the
466 5.5.1(7) SR : . 31
average transmission time shall not exceed those given in 5.5.2.
1. End-to-end transmission time shall be defined as the average time to transfer a
467 5.5.2(1) message error-free, from the first bit out of the transmitting data terminal to the last bit 31
into the receiving data terminal (from point A to point D in figure 21 [of the MIL-STD]).
2. Over-the-air transmission time shall be defined as the average time required to
468 5.5.2(2) transfer a message over the channel from one data controller to another (from point B to 31
point C in figure 21 [of the MIL-STD]), including ACKs.
469 5.5.2(3) The short message-transmission times shall be as specified in table XXV [of the MIL- 31
T STD] for each code rate and BER identified.
470 5.5.2(4) 'tlj';mtee;ransmltted user-message-length (without compression and coding) shall be 5,000 31
471 5.5.2(5) Long message-transmission times shall be as specified in table XXVI [of the MIL-STD]. 31
472 5.5.2(6) The transmitted user-message-length (without compression and coding) shall be 31
100,000 bytes.
473 5.5.2(7) End-to-end times shall be identical for any message, compressed or uncompressed, 31
T that results in 5,000 or 100,000 bytes of user data transferred over the channel.
Legend: bps - bits per second kHz - Kilohertz MSB - Most Significant Bit RSYNC - Resynchronization Burst
ACK - Acknowledgement Burst CRC - Cyclic Redundancy Check LSB - Least Significant Bit msec - milliseconds SATCOM - Satellite Communications
ARQ - Automatic Repeat Request DC - Data Controller MC - Multicast PA - Probe Acknowledgement SOM - Start-of-Message
BC - Broadcast Message FEC - Forward Error Correction MIL-STD - Military Standard PB - Probe Burst UHF - ultrahigh frequency

BER - Bit Error Ration

ID - Identifier MPB - Multicast Probe Burst PTT - Point-to-Point
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C-1 SUBTEST 1. SELECTABLE FEATURES VERIFICATION

C-1.1 Objective. To determine the extent of compliance to the requirements of Military
Standard (MIL-STD)-188-184 for selectable features.

C-1.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 1,2,8, 9, 17, 20, 25, 49-52, 63, 65-67, 79, 95,
207-210, 214, 215, 229, and 230.
C-1.3 Test Procedures
a. Test Equipment Required:
(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4)  Satellite Simulator
(5) Encryption Device (5)
(6) Protocol Analyzer

(7) MIL-STD-188-184E Monitor Terminal

b. Test Configuration. Configure the equipment as shown in figure C-1.1.
Transmitting Receivin
Terminal Termina
Te?r?lti?'nal - Coaﬁ'ﬁler 0:5_":2_”_“:1-:'0 :__R%‘Ej ::RE"E]‘_’:L_E”:_W:_“:_”]” Co%ﬁ'gler > Te?r?l%ﬁal

a

Satellite

oo | " 'El" " Radio |

__________________

# ¢ :—P Protocol
Analyzer
Data Data Data
Controller Controller Controller
184 Monitor 184 Monitor 184 Monitor
Terminal Terminal Terminal
Receiving Receiving Monitor
Terminal Terminal Terminal

Figure C-1.1. Selectable Features Data Controller Network Configuration
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c. Test Conduct

(1)

listed in table C-1.1.

Point-to-Point Message without Probing. The test procedures are

Table C-1.1. Point-to-Point Message without Probing Test Procedures

Step | Action | Settings/Action | Result
1 Connect the equipment. As shown in figure C-1.1.
Enter the transmitting terminal and
receiving terminal station 1D, probing,
Configure UUT to send a PTP acknowledgment mode, FEC code rate,
2 without probe, ACK disabled. and compression settings. To make it
Set the UUT ID to 1. easier to identify the CRC in step 8 on the
protocol analyzer, have Forward Error
Correction (FEC) set to 1.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
i;rg)a message with no ACK (no | 1, ¢ jetermined when UUT is identified.
6 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\PTP_no_probe ACK disabled.txt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\PTP _no_probe ACK_ disabled.txt
View 184E console. Verify that no ACK
. was requested by the transmitting terminal
Verlfys/tno probe was seqt before and no ACK was transmitted by the Record
the 17 PTP burst, ARQ is off, and o . ) results on
. ) receiving terminal. View the protocol
8 no ACK burst is sent. Verify no . ; . data
. . analyzer. Verify no CRC bits are applied :
CRC bits are sent in the PTP . ; collection
to the transmitted data field(s). Refer to
burst. form D-1.
table C-1.2 for an example of a properly
recorded message.
Enter the transmitting terminal and
receiving terminal station ID, probing,
Reconfigure UUT to send a PTP acknowledgment mode, FEC code rate,
9 without probe, ACK enabled. and compression settings. To make it
Set the UUT ID to 64. easier to identify the CRC in step 13 on
the protocol analyzer, have Forward Error
Correction (FEC) set to 1.
10 Send a message without ACK. To be determined when UUT is identified.
11 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\PTP_no_probe ACK enabled.txt
12 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\PTP_no probe ACK_ enabled.txt
View 184E console. Verify that the ACK
o ) Record
was sent by the transmitting terminal and results on
13 Verify no ACK is sent and ARQ is | received by the receiving terminal. View data
sent. Verify CRC bits are sent the protocol analyzer. Verify CRC bits are .
: collection
transmitted. Refer to table C-1.3 for an
form D-1.
example of a properly recorded message.
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Table C-1.1. Point-to-Point Message without Probing
Test Procedures (continued)

Record
Attempt to recpnﬂgure UUT to The UUT should not allow selection of the results on
14 send a PTP without probe, ACK station ID above 64 data
enabled, setting the UUT ID to 65. ' collection
form D-1.
Legend: FEC - Forward Error Correction UUT - Unit Under Test
ACK - Acknowledgment Burst ID - Identifier
ARQ - Automatic Repeat Request PTP - Point-to-Point
CRC - Cyclic Redundancy Check Txt - Text file extension

Table C-1.2. Point-to-Point Message without Probing, No ACK Example

Time Type Source Destinations Burst Mesg ID Comments
ID
55. BER 0% FEC 1 PACKETS 2
18:22:08 PTP 1 2 1 3 SOM EOM DESTUFF
Legend: FEC - Forward Error Correction PTP - Point-to-Point
BER - Bit Error Ratio ID - Identifier SOM - Start-of-Message

EOM - End-of-Message

Mesg - Message

Table C-1.3. Point-to-Point Message without Probing, with ACK Example

Time Type Source Destinations Burst Mesg ID Comments
ID
AA. BER 0% FEC 1 PACKETS 2
174413 PTP 1 2 1 5> ARQ SOM EOM DESTUFF
AA- BER 0% REPEATS 0 REQ 1
17:44:14 ACK 2 1 1 5 FLOW 256
Legend: EOM - End-of-Message PTP - Point-to-Point

FEC - Forward Error Correction
ID - Identifier
Mesg - Message

ACK - Acknowledgement Burst
ARQ - Automatic Repeat Request
BER - Bit Error Ratio

REQ - Request
SOM - Start-of-Message

(2)
listed in table C-1.4.

Point-to-Point Message with Probing. The test procedures are

Table C-1.4. Point-to-Point Message with Probing Test Procedures

Step | Action | Settings/Action | Result
1 Connect the equipment. As shown in figure C-1.1.
Enter the transmitting terminal and receiving
terminal station ID, probing, acknowledgment
> Configure UUT to send a PTP mode, FEC code rate, and compression
with probe, with ACK disabled. settings. To make it easier to identify the
CRC in step 8 on the protocol analyzer, have
Forward Error Correction (FEC) set to 1.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
(Svfi?ﬁoitF:;’Q";’_'th probe message | 1, pe determined when UUT is identified.
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Table C-1.4. Point-to-Point Message with Probing Test Procedures (continued)

Step Action Settings/Action Result
6 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\PTP_with_probe ACK disabled.txt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\PTP_with probe ACK disabled.txt
View 184E console. Verify that PTP was sent
by the transmitting terminal and no PA was R
. . . ecord
transmitted by the receiving terminal. No results
8 Verify PB, PA, and PTP is sent, ACK should be sent because ACK is on data
but no ACK is returned. disabled. View the protocol analyzer. Verify ;
. . . collection
no CRC bits are applied to the transmitted form D-1
data field(s). Refer to table C-1.5 for an '
example of a properly recorded message.
Enter the transmitting terminal and receiving
9 Reconfigure UUT to send a PTP terminal station ID, probing, acknowledgment
with probe, ACK enabled. mode, FEC code rate, and compression.
settings.
10 i‘gg)a message with a PB (With | 1, )¢ jetermined when UUT is identified.
1 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\PTP_with probe ACK enabled.txt
12 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\PTP_with probe ACK enabled.txt
Verify PB, PA, PTP with ARQ
enabled and ACK and ARQ burst | View 184E console. Verify that a PB was
are sent. Verify the values of all sent by the transmitting terminal, a PA was Record
time intervals meet those required | transmitted by the receiving terminal, a PTP | results
13 in Tables XII-XXIV of MIL-STD- was sent by the transmitting terminal, and an | on data
188-184. Verify the values of all ACK was transmitted by the receiving collection
time intervals meet those required | terminal. Refer to table C-1.6 for an example | form D-1.
in Tables XII-XXIV of MIL-STRD- | of a properly recorded message.
188-184.
Legend: ID - Identifier PB - Probe Burst
ACK - Acknowledgment Burst MIL-STD - Military Standard PTP - Point-to-Point
ARQ - Automatic Repeat Request PA - Probe Acknowledgment Burst txt - Text file extension
FEC - Forward Error Correction PB - Probe Burst UUT - Unit Under Test

Table C-1.5. Point-to-Point Message with Probing, No ACK Example

Time Type Source Destinations Burst Mesg Comments
ID ID
22:00:51 PB 4 3 4 1 BER 0% ARQ REV 1 PRI 0
22:00:52 PA 3 4 4 1 REV 3 PRI 0 REQ 1
22:00:54 PTP 4 3 1 4 BER 0% FEC 1 PACKETS

1 SOM EOM DESTUFF

Legend:

ARQ - Automatic Repeat Request
BER - Bit Error Ratio

EOM - End-of-Message

FEC - Forward Error Correction
ID - Identifier

Mesg - Message

PB - Probe Burst

PRI - Priority
PTP - Point-to-Point
SOM - Start-of-Message
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Table C-1.6. Point-to-Point Message with Probing, with ACK Example

Time Type Source Destinations  Burst Mesg ID Comments
ID
22:01:24 PB 4 3 5 1 BER 0% ARQ REV 1 PRI 0
22:01:25 PA 3 4 5 1 REV 3 PRI 0 REQ 1
22:01:27 PTP 4 3 1 5 BER 0% FEC 1 PACKETS 1 ARQ
SOM EOM DESTUFF
22:01:28 ACK 3 4 1 5 REPEATS 0 REQ 1 FLOW 256
Legend: FEC - Forward Error Correction PRI - Priority
ACK - Acknowledgement Burst ID - Identifier PTP - Point-to-Point
ARQ - Automatic Repeat Request Mesg - Message REQ - Request
BER - Bit Error Ratio PA - Probe Acknowledgement Burst REV - Revision
EOM - End-of-Message PB - Probe Burst SOM - Start-of-Message

(3) Multicast Message without Probing. The test procedures are listed
in table C-1.7.

Table C-1.7. Multicast Message without Probing Test Procedures

Step | Action | Settings/Action | Result
1 Connect the equipment. As shown in figure C-1.1.
Enter the transmitting terminal and receiving
terminal station ID, probing, acknowledgment
> Configure UUT to send an MC mode, FEC code rate, and compression
without probing, ACK disabled settings. To make it easier to identify the
CRC in step 8 on the protocol analyzer, have
FEC setto 1.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send an MC message with no To be determined when UUT is identified.
probe and no ACK.
6 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\MC_no_probe ACK disabled.txt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\MC _no_probe ACK_disabled.txt
View 184E console. Verify that no ACK was
Verify no probe was sent before requested by the transmitting terminal and Record
the 1* PTP burst, ARQ is off, and | no ACK was transmitted by the receiving results
8 no ACK and no ARQ burst was terminal. View the protocol analyzer. Verify | on data
sent. Verify no CRC bits are sent | no CRC bits are applied to the transmitted collection
in the PTP burst. data field(s). Refer to table C-1.8 for an form D-1.
example of a properly recorded message.
Enter the transmitting terminal and receiving
terminal station ID, probing, acknowledgment
9 Reconfigure UUT to send an MC moc'ie, FEC code rgte, ar_1d compre§sion
without probe, ACK enabled. settmgs. To make it easier to identify the
’ CRC in step 13 on the protocol analyzer,
have Forward Error Correction (FEC) set to
1.
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Table C-1.7. Multicast Message without Probing Test Procedures (continued)

Send an MC message with no
10 probe and with ARQ to a known To be determined when UUT is identified.
good station number.
1 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\MC_with_probe ACK enabled.ixt
12 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\MC_with _probe ACK_ enabled.txt
Verify ACK and ARQ is sent. View 184E console. Verify that the ACK was | Record
Verify the values of all time sent by the transmitting terminal and results
13 intervals meet those required in received by the receiving terminal. Refer to on data
Tables XII-XXIV of MIL-STD-188- | table C-1.9 for an example of a properly collection
184. recorded message. form D-1.
Legend: FEC - Forward Error Correction PTP - Point-to-Point
ACK - Acknowledgment Burst ID - Identifier txt - Text file extension
ARQ - Automatic Repeat Request MC - Multicast UUT - Unit Under Test
CRC - Cyclic Redundancy Check MIL-STD - Military Standard
Table C-1.8. Multicast Message without Probing, no ACK Example
Time Type Source Destinations  Burst Mesg ID Comments
ID
BER 0% FEC 1 REPEATS 0
17:47:15 MC 1 56789 1 8 PACKETS 2 SOM EOM
DESTUFF
Legend: FEC - Forward Error Correction Mesg - Message
BER - Bit Error Ratio ID - Identifier SOM - Start-of-Message
EOM - End-of-Message MC - Multicast
Table C-1.9. Multicast Message with Probing, with ACK Example
Time Type Source Destinations Burst Mesg ID Comments
ID
BER 0% FEC 1 REPEATS 0
18:13:23 MC 1 2678910 1 15 PACKETS 1 ARQ SOM EOM
DESTUFF
18:13:23 ACK 2 1 1 15 EFI)Eg{ 0% REPEATS 0 REQ 1 FLOW
BER 0% FEC 1 REPEATS 0
18:13:40 MC 1 678910 1 15 PACKETS 1 ARQ SOM EOM
DESTUFF
18:07:45 ACK 2 1 1 13 ESEGR 0% REPEATS 0 REQ 1 FLOW
Legend: EOM - End-of-Message Mesg - Message
ACK - Acknowledgment Burst FEC - Forward Error Correction REQ - Request
ARQ - Automatic Repeat Request ID - Identifier SOM - Start-of-Message
BER - Bit Error Ratio MC - Multicast

(4)  Multicast Message with Probing. The test procedures are listed in
table C-1.10.
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Table C-1.10. Multicast Message with Probing Test Procedures

Step | Action | Settings/Action | Result
1 Connect the equipment. As shown in figure C-1.1.
Enter the transmitting terminal and receiving
2 Configure UUT to send an MC terminal station ID, probing, acknowledgment
with probing. mode, FEC code rate, and compression
settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send an MC message with probe | o yetermined when UUT is identified.
and ACK.
6 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\MC_with_probe ACK enabled.ixt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\MC_with _probe ACK_ enabled.txt
Verify ACK and ARQ was sent. View 184E console. Verify that ACK was Record
Verify the values of all time requested by the transmitting terminal and results
8 intervals meet those required in ACK was transmitted by the receiving on data
Tables XII-XXIV of MIL-STD-188- | terminal. Refer to table C-1.11 for an collection
184. example of a properly recorded message. form D-1.
Legend: ID - Identifier UUT - Unit Under Test
ACK - Acknowledgment Burst MC - Multicast
ARQ - Automatic Repeat Request MIL-STD - Military Standard
FEC - Forward Error Correction txt - Text File extension
Table C-1.11. Multicast Message with Probing, with ACK Example
Time Type Source Destinations Burst Mesg ID Comments
ID
18:07:24  MPB 2501789 1 8  BERO0%ARQREV 1PRIO
18:07:25 PA 1 1 8 BER 0% REV 1 PRI 0 REQ 1
BER 0% FEC 1 REPEATS 0
18:07:44 MC 2 1 13 PACKETS 1 ARQ
SOM EOM DESTUFF
.07 BER 0% REPEATS 0 REQ 1
18:07:45 ACK 1 1 13 FLOW 256
Legend: FEC - Forward Error Correction PA - Probe Acknowledgment
ACK - Acknowledgment Burst ID - Identifier REQ - Request
ARQ - Automatic Repeat Request MC - Multicast REV - Revision

BER - Bit Error Ratio
EOM - End-of-Message

Mesg - Message
MPB - Multicast Probe Burst

SOM - Start-of-Message

()
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Table C-1.12. Compression Test Procedures

Step | Action Settings/Action | Result
1 Connect the equipment. As shown in figure C-1.1.
Configure UUT to send a PTP Enter the tra.nsmlttmg te_rmmal and receiving
2 . . terminal station ID, probing, acknowledgment
without compression. - .
mode, FEC code rate, and compression settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send a PTP message with no , o o
compression and ACK enabled. To be determined when UUT is identified.
6 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\PTP_no_compression.txt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\PTP_no_compression.ixt
View 184E console. Verify that no compression Record
. . used by the transmitting terminal and no results
8 Verify no compression was used d . d by th o d
in transmission. ecompression was use y the receiving on atg
terminal. Refer to table C-1.13 for an example of | collection
a properly recorded message. form D-1.
Reconfigure UUT to send PTP Enter the transmitting terminal and receiving
9 with compression and ACK terminal station ID, probing, acknowledgment
enabled. mode, FEC code rate, and compression settings.
10 | Send a PTP message with To be determined when UUT is identified.
compression and ACK enabled.
11 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\PTP_with _compression.txt
Record the message on the Save traffic log to file. Name file: protocol
12 ; )
protocol analyzer. analyzer\PTP_with _compression.ixt
Verify compression was used in View 184E console. Verify that the ACK was sent Record
transmission. Verify the values of - : . results
o by the transmitting terminal and received by the
13 all time intervals meet those s ; on data
L receiving terminal. Refer to table C-1.14 for an .
required in Tables XII-XXIV of example of a oroperly recorded message collection
MIL-STD-188-184. P properly g form D-1.
Legend: ID - Identifier txt - Text file extension
ACK - Acknowledgment Burst MIL-STD - Military Standard UUT - Unit Under Test
ARQ - Automatic Repeat Request PTP - Point-to-Point
FEC - Forward Error Correction

Table C-1.13. Point-to-Point Message without Compression

Time Type Source Destinations Burst Mesg ID Comments
ID
AA. BER 0% FEC 1 PACKETS 2
174413 PTP 1 2 1 5> ARQ SOM EOM DESTUFF
AA- BER 0% REPEATS 0 REQ 1
17:44:14 ACK 2 1 1 5 FLOW 256
Legend: EOM - End-of-Message PTP - Point-to-Point

ACK - Acknowledgment Burst
ARQ - Automatic Repeat Request
BER - Bit Error Ratio

FEC - Forward Error Correction
ID - Identifier
Mesg - Message

REQ - Request
SOM - Start-of-Message
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Table C-1.14.

Point-to-Point Message with Compression

Time Type Source Destinations Burst Mesg ID Comments
ID
Ea. BER 0% FEC 1 PACKETS 2
19:53:04 PTP 1 2 1 8 ARQLZIV SOM EOM DESTUFF
19:53:04 BER 0% REPEATS 0 REQ 1
ACK 2 1 1 8 FLOW 256
Legend: EOM - End-of-Message Mesg - Message

ACK - Acknowledgment Burst
ARQ - Automatic Repeat Request

BER - Bit Error Ratio

FEC - Forward Error Correction
ID - Identifier
LZIV - Compression Algorithm

PTP - Point-to-Point
REQ - Request
SOM - Start-of-Message

C-1.4 Presentation of Results. The results will be shown in a table similar to table
C-1.15 indicating the requirement and measured value or indications of capability.

Table C-1.15. Selectable Features Verification Test Results

Requirement | MIL-STD R — e e
L Paragraph Required Value [ EEETE Met ok
Value Met
Each data controller shall | Operator- Refer to
1 4.2(1) have a unique network selectable to a data
| ID, operator-selectable to | value from 1 to collection
a value from 1 to 64. 64. form D-1.
Two types of PTP Data Controller Refer to
messages shall be supports PTP
o . data
17 4411 supported: with messages with .
. collection
acknowledgment and and without form D-1
without acknowledgment. | acknowledgment. ]
Two types of Multicast Data Controller
Refer to
messages shall be supports MC data
20 4.4.1.3(2) supported: with messages with .
. collection
acknowledgment and and without form D-1
without acknowledgment. | acknowledgment. ]
Acknowledgment
is enabled or
Acknowledgment shall be .
enabled or disabled on a $:2':de?g ? E:t?r to
25 4.5.1 message-by-message ge-by- .
! i message basis, collection
basis, using the No ARQ ina the N f D-1
bit in the header using the No orm D-1.
' ARQ bitin the
header.
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Table C-1.15. Selectable Features Verification Test Results (continued)

Requirement | MIL-STD Reauirement e e T
Number Paragraph a Required Value ORI Met ok
Value Met
Probing is
selectable on a
Probing is selectable on a | message-by-
message-by-message message basis Refer to
basis and shall be and is enabled data
49 4.52.2(1) enabled only for channels | only for channels | collection
that provide a return that provide a form D-1.
communications path. return
communications
path.
When probing is
When probing is enabled, | enabled,
a transmitting data transmitting data Refer to
controller shall send a controller sends a data
50 4.5.2.2(2) probe to verify that the probe to verify collection
channel is available prior | that the channel form D-1
to sending a PTP or MC is available prior '
message. to sending a PTP
or MC message.
A PB, addressed
A PB, addressed to the to the intended Refer to
intended message message data
51 452.2(3) destination, shall be used | destination, is collection
for a PTP message. used for a PTP form D-1.
message.
An MPB,
An MPB, addressed to _addressed to the Refer to
. intended
the intended message data
52 4.5.2.2(4) o message .
destinations, shall be CoS . collection
destinations, is
used for an MC message. form D-1.
used for an MC
message.
If channel probing
(contention resolution) is
ggr?tbrflirtggaclilattraansmit a Data controller
robe burst (PB) or sends PB and Refer to
63 511 prout waits for a PA data
1.1(3) multicast probe burst from the collection
(MPB) and then wait for a L
receiving data form D-1.
probe acknowledgment
controllers.

burst (PA) from the
receiving data
controller(s).
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Table C-1.15. Selectable Features Verification Test Results (continued)

Requirement | MIL-STD R e e T
Number Paragraph Required Value ORI Met ok
Value Met
Eha;:?:;;s :3%?1\/62’ r?cgt Data controller Refer to
P 9 formats and data
65 5.1.1(5) enabled, the data sends a data collection
controller shall format and
burst. form D-1.
send a data burst.
If automatic repeat-
request (ARQ) operation | Data controller Refer to
is not enabled, the data continues to send data
66 5.1.1(6) controller shall continue data bursts until collection
to format and send data message is form D-1
bursts until the entire transferred. )
message is transferred.
If ARQ operation is The data
enabled, the data controller waits E:tger to
67 5.1.1(7) controller shall wait for an | for an collection
acknowledgment burst acknowledgment form D-1
(ACK). burst. :
gr]o:;?égs;:o; rsnr:aaslggge_ Compression is Refer to
79 5.1.2.1(2) by-message basis by the selecltable as daltla .
transmitting data epab ed or collection
controller disabled. form D-1.
Decompression shall be D ecompression Refer to
207 5226(4) | bypassed for is bypassed for daltla .
uncompressed data uncompressed collection
' data. form D-1.
ARQ shall provide the
acknowledgment protocol rl\giZiS\if dlei;? ?aet]:r to
208 5.3.1.1(1) for error-free message f hen ARQ i llecti
delivery of PTP ree when ARQ is | collection
messages enabled. form D-1.
ARQ shall be enabled on | ARQ is Refer to
a message-by-message selectable as data
209 5.3.1.1(2) basis by the transmitting enabled or collection
data controller. disabled. form D-1.
The No ARQ bit, in the
header, shall be cleared, . Refer to
indicating that the ARQ The No ARQ bit data
210 5.3.1.1(3) X is cleared when .
protocol is enabled. See ARQ is enabled collection
5.4.1 through 5.4.7 for * | form D-1.

header details.
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Table C-1.15. Selectable Features Verification Test Results (continued)

Requirement | MIL-STD R e e T
Number Paragraph Required Value ORI Met ok
Value Met
When ARQ is
When ARQ is disabled, disabled, the Refer to
214 5.3.1.1(7) the transmitting data transmitting data | data
T controller shall set the controller sets the | collection
header No ARQ bit... header No ARQ form D-1.
bit.
The transmitting
data controller Refer to
...and shall not append a does not append | data
215 5.3.1.1(8) CRC to the transmitted a CRC to the collection
packets. transmitted form D-1.
packets.
The MC ACK can be
enabled or disabled and ACK is selectable | Refer to
shall be selected, based as enabled or data
229 5.3.1.2(7) on the No ARQ bit in the disabled based collection
MC header, on a on the ARQ bit. form D-1.
message-by-message
basis.
When ARQ is
L disabled, the
When ARQ. IS disabled, transmitting data | Refer to
the transmitting data controller does data
230 5.3.1.2(8) controller shall not not append a collection
append a CRC to the CRC to the form D-1
transmitted packets. . )
transmitted
packets.
Legend: ID - Identifier PA - Probe Acknowledgement
ACK - Acknowledgment Burst MC - Multicast PB - Probe Burst

ARQ - Automatic Repeat Request
CRC - Cyclic Redundancy Check

MIL-STD - Military Standard

PTP - Point-to-Point

MPB - Multicast Probe Burst
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C-2 SUBTEST 2. START OF MESSAGE (SOM) VERIFICATION

C-2.1 Objective. To determine the extent of compliance to the requirements of Military
Standard (MIL-STD)-188-184 for Start of Message.

C-2.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 8, 9, 138-142, and 154.

C-2.3 Test Procedures

a. Test Equipment Required
(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4)  Satellite Simulator
(5) Encryption Device (5)
(6) Protocol Analyzer

(7) MIL-STD-188-184E Monitor Terminal

b. Test Configuration. Configure the equipment as shown in figure C-2.1.
Transmitting Receivin
Terminal Termina
Te[r)r?w‘iial i CoEtar‘(ﬁler 0:}_”:?%::?'0 :__R;_"E-; :__R:_t"_ij"_’:,_z_":f_”_":i-:'ﬂ Co%?rﬁler > Te?r?]tiﬁa

N/

Satellite

Radio ! ! Radio | | _Radio 1
A 1522 _Q_d
|“¢--| |“¢--| 1= -¥ -9

1

| Encryption | | Encryption |

__________________

# ¢ #—b Protocol
Analyzer
Data Data Data
Controller Controller Controller

184 Monitor 184 Monitor 184 Monitor
Terminal Terminal Terminal

Receiving Receiving Monitor
Terminal Terminal Terminal

Figure C-2.1. Start-of-Message Data Controller Network Configuration
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c. Test Conduct. The test procedures are listed in tables C-2.1-4.

Table C-2.1. Start of Message Test Procedures

Step | Action Settings/Action | Result
1 Connect the equipment. As shown in figure C-2.1.
Enter the transmitting terminal and
2 Configure UUT to send a PTP receiving terminal station ID, probing,
with probe, ACK enabled. acknowledgment mode, FEC code rate,
and compression settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send a PTP message with probe | 1 po jetermined when UUT is identified.
and with ACK.
6 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\SOM_PTP_ACK enabled.ixt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ SOM_PTP_ACK enabled.txt
View 184E console. Verify that the
. : transmitting terminal requested ACK and
Ver!fy ACK and .ARQ IS S‘?“t- ACK was transmitted by the receiving Record
Verify the SOM is 64 bits in terminal. Verify the SOM is 64 bits in results on
8 length. Verify the SOM pattern is Iermlﬁa R fe y | 50 f data
correct and transmitted without ength. Refer to table C-2.2 for an collection
FEC encoding. example of a properly recorded message. form D-2.
Refer to table C-2.3 for an example of a
properly transmitted SOM.
Enter the transmitting terminal and
9 Reconfigure UUT to send an MC receiving terminal station 1D, probing,
with probe, ACK enabled. acknowledgment mode, FEC code rate,
and compression settings.
10 Send an MC message with ACK. To be determined when UUT is identified.
1 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\SOM_MC_ACK_ enabled.txt
12 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ SOM_MC ACK enabled.txt
View 184E console. Verify that the ACK
Verify ACK and ARQ are sent. was sent by the transmitting terminal and Record
Verify the SOM is 64 bits in received by the receiving terminal. Refer results on
13 length. Verify the SOM patternis | to table C-2.4 for an example of a properly | data
correct and transmitted without recorded message. Refer to table C-2.3 collection
FEC encoding. for an example of a properly transmitted form D-2.
SOM.
Legend: ID - Identifier SOM - Start-of-Message
ACK - Acknowledgment Burst MC - Multicast Txt - Text file extension

ARQ - Automatic Repeat Request
FEC- Forward Error Correction

MIL-STD - Military Standard
PTP - Point-to-Point

UUT - Unit Under Test
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Table C-2.2. Point-to-Point Message with Probing, with ACK Example

Time Type Source Destinations Burst Mesg ID Comments
ID

18:22:07 PB 1 2 9 1 BER 0% ARQ REV 1 PRI 0
18:22:07 PA 2 1 9 1 BER 0% REV 1 PRI 0 REQ 1

"o, BER 0% FEC 1 PACKETS 1
18:22:08 PTP 1 2 1 3 ARQ SOM EOM DESTUFF
18:22:08 ACK 2 1 1 3 ESEGR 0% REPEATS 0 REQ 1 FLOW

Legend: FEC - Forward Error Correction PRI - Priority

ACK - Acknowledgement Burst
ARQ - Automatic Repeat Request
BER - Bit Error Ratio

EOM - End-of-Message

ID - Identifier

Mesg - Message

PA - Probe Acknowledgement Burst
PB - Probe Burst

PTP - Point-to-Point
REQ - Request

REV - Revision

SOM - Start-of-Message

Table C-2.3. Properly Transmitted SOM Example

Type Byte #1 Byte #2 Byte #3 Byte #4 Byte #5 Byte #6 Byte #7 Byte #8
Binary 10000110 11110010 11100010 10100100 11011101 10101100 01111110 10010000
Hexadecimal 86 f2 e2 a4 dd ac 7e 90
Table C-2.4. Multicast Message with Probing, with ACK Example
Time Type Source Destinations Burst Mesg ID Comments
ID
18:07:24  MPB 250789 1 8  BERO0%ARQREV 1PRIO
18:07:25 PA 2 1 1 8 BER 0% REV 1 PRI 0 REQ 1
BER 0% FEC 1 REPEATS 0
18:07:44 MC 1 2 1 13 PACKETS 1 ARQ
SOM EOM DESTUFF
.07- BER 0% REPEATS 0 REQ 1
18:07:45 ACK 2 1 1 13 FLOW 256
Legend: FEC - Forward Error Correction PA - Probe Acknowledgment

ACK - Acknowledgment Burst
ARQ - Automatic Repeat Request
BER - Bit Error Ratio

EOM - End-of-Message

ID - Identifier

MC - Multicast

Mesg - Message

MPB - Multicast Probe Burst

PRI - Priority
REQ - Request
SOM - Start-of-Message

C-2.4 Presentation of Results. The results will be shown in a table similar to table
C-2. 5 indicating the requirement and measured value or indications of capability.
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Table C-2.5. Selectable Features Verification Test Results

Requirement | MIL-STD R e e T
Number Paragraph Required Value ORI Met ok
Value Met
Refer to
8 431(1) The SOM shall be 64 bits 64-bit SOM data .
long... collection
form D-1.
...and shall be Refer to
transmitted without FEC SOM has no FEC | data
9 4.3.1(2) . - : .
encoding at the beginning | encoding. collection
of every burst. form D-1.
Each burst shall begin Referto
138 5.1.2.4(1) with a 64-bit SOM SOM is 64 bits. .
sequence collection
q ' form D-1.
Refer to
The SOM shall be
139 51.2.4(2) | transmitted without FEC | SOM has no FEC | data
. encoding. collection
encoding.
form D-1.
The SOM sequence shall Refer to
be as shown below: data
SOM = SOM sequence is collection
140 5.1.2.4(3) 01100001010011110100 correct q form D-1.
01110010010110111011 :
00110101011111100000
1001
. Refer to
The sequence shall be SOM is data
141 5.1.2.4(4) transmitted in bit order, transmitted in bit .
. . collection
left to right. order, left to right.
form D-1.
The SOM shall be sent Refer to
first, followed by the . , data
142 5.1.24(5) header, and then the data SOM is sent first. collection
packets. form D-1.
The sequence shall begin | Data controller Refer to
154 5.2.1(1) when a valid SOM pattern | shall recognize a | data
- is detected by the data proper SOM collection
controller. pattern. form D-1.
Legend:

FEC - Forward Error Correction

MIL-STD - Military Standard

SOM - Start-of-Message
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C-3 SUBTEST 3. HEADER (GENERAL) VERIFICATION

C-3.1 Objective. To determine the extent of compliance to the requirements of Military
Standard (MIL-STD)-188-184 for a message header.

C-3.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 10, 11, 143-147, and 151-153.

C-3.3 Test Procedures

a. Test Equipment Required
(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4)  Satellite Simulator
(5) Encryption Device (5)
(6) Protocol Analyzer

(7) MIL-STD-188-184E Monitor Terminal

b. Test Configuration. Configure the equipment as shown in figure C-3.1.
Transmitting Receivin
Terminal Termina
Tel:r)rar‘1ti?1al (- Co?ﬁ'gler 0:5_":2_”_“:1-:'0 :__R%‘Ej ::RE"E]‘_’:L_E”:_W:_“:_”]” Co%ﬁ'gler > Te?r?l%ﬁal

a

Satellite
o 1 o 1 '

______

____________

¢ ¢ ¢—> Protocol
Analyzer
Data Data Data
Controller Controller Controller

184 Monitor 184 Monitor 184 Monitor
Terminal Terminal Terminal

Receiving Receiving Monitor
Terminal Terminal Terminal

Figure C-3.1. Header Data Controller Network Configuration

C. Test Conduct. The test procedures are listed in table C-3.1.
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Table C-3.1. Header Verification Test Procedures

Step | Action | Settings/Action | Result
1 Connect the equipment. As shown in figure C-3.1.
Enter the transmitting terminal and receiving
2 Configure UUT to send a PB with | terminal station ID, probing, acknowledgment
ACK disabled. mode, FEC code rate, and compression
settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
igg)a message with PB (without | 1., o etermined when UUT is identified.
6 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\Header Verification.txt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\Header Verification.ixt
Compare the results to the MIL-STD-188- Record
184 (Table XII) to determine compliance.
Analyze the header bytes on the . . results
. Remember to read the bits from right to left
8 184E console and the header bits : on data
when checking. Refer to table C-3.2 for an ;
on the Protocol Analyzer. ; collection
example of a properly transmitted header. form D-3
Legend: ID - Identifier PTP - Point-to-Point
ACK - Acknowledgment Burst MIL-STD - Military Standard txt - Text file extension
ARQ - Automatic Repeat Request PA - Probe Acknowledgment Burst UUT - Unit Under Test
FEC - Forward Error Correction PB - Probe Burst
Table C-3.2. Header Verification Example
Time Type Source Destinations  Burst Mesg ID Comments
ID
18:26:37 PB 1 3 10 1 BER 0% ARQ REV 1 PRI 0
18:26:43 PB 1 3 11 1 BER 0% ARQ REV 1 PRI 0
Legend: ID - Identifier PRI - Priority
ARQ - Automatic Repeat Request Mesg - Message REV - Revision

BER - Bit Error Ratio

PB - Probe Burst

C-3.4 Presentation of Results. The results will be shown in a table similar to table
C-3.3 indicating the requirement and measured value or indications of capability.

Table C-3.3. Header Verification Test Results

Requirement | MIL-STD Requirement Result Finding
Number Paragraph Required Value Measured Met Not
Value Met
Header bit-field Refer to MIL- Referto
10 4.3.2(1) definitions shall be as STD-188-184 collection
defined in 5.4. paragraph 5.4. form D-3
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Table C-3.3. Header Verification Test Results (continued)

Requirement | MIL-STD R e e T
Number Paragraph Required Value ORI Met ok
Value Met
Refer to MIL- Refer to
1 432(2) Header structure shall be | STD-188-184 data
e as defined in 5.1.2.5. paragraph collection
5.1.2.5. form D-3.
In the DC waveform, Refer to
headers shall be encoded DC waveform is data
at rate 1/8 to provide a collection
143 5.1.2.5(1) . " encoded at rate
high probability of error- 1/8 form D-3.
free decoding on noisy '
channels.
Headers that consist only Efr?sc::trzrt:atof a gaet?r to
144 5.1.2.5(2) of a header kernel shall header k y | llecti
be fixed length 1eader kernel are | co ection
' fixed length. form D-3.
They shall include a Refer to
fixed-length header Refer to MIL- data
kernel and a variable- STD-188-184 collection
145 51.2.503) length header extension, | paragraph form D-3.
as illustrated in figure 15 | 5.1.2.5.
[of the MIL-STD].
The header Refer to
The header shall indicate gg';:;ecsetgﬁ d ggltl?action
146 5.1.2.5(4) the existence and length lenath of the form D-3
of the header extension. 9 )
header
extension.
A CRC field and a flush A CRC field and Refer to
147 5.1.2.5(5) | field shall be included .af'IUSh field are daltla .
with the header included with the | collection
) header. form D-3.
The 24-bit CRC shall then Refer to
be placed in the CRC §$]§f1t§8wlé;l data
151 5.1.2.5(9) field of the header kernel, araaraph collection
as specified in figure 15 g p 295 P form D-3.
[of the MIL-STD]. T
. Refer to
The header is
The header shall be . data
152 5:1.2.5(10) | {ransmitted LSB first. transmitted LSB | . cction
first.
form D-3.
Header bytes shall be Bytes are gaet?r to
153 5.1.2.5(11) | transmitted in numerical transmitted in .
. collection
order. numerical order.
form D-3.
Legend:

CRC - Cyclic Redundancy Check
DC - Data Controller

LSB - Least Significant Bit
MIL-STD - Military Standard
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C-4 SUBTEST 4. FILL, SPARE, AND STUFFED BITS VERIFICATION

C-4.1 Objective. To determine the extent of compliance to the requirements of Military
Standard (MIL-STD)-188-184 for fill, spare, and stuffed bits.

C-4.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 108-110, 302, and 303.

C-4.3 Test Procedures

a. Test Equipment Required

(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4)  Satellite Simulator
(5) Encryption Device (5)
(6) Protocol Analyzer
(7) MIL-STD-188-184E Monitor Terminal
b. Test Configuration. Configure the equipment as shown in figure C-4.1.

Transmitting
Terminal

Receivin
Termina

Data
Terminal

_——— - _—— |————
| -

1 ] -——= i
(@ | Encryption |<—>: Radio | Radio 1—P Encryption | <@

Data
Terminal

<>

Data
Controller

Data
Controller

>

____________

N/

Satellite
Simulator

__________________

Protocol

Data
Controller

v

184 Monitor
Terminal

Receiving
Terminal

Data
Controller

v

184 Monitor
Terminal

Receiving
Terminal

Analyzer

Data
Controller

v

184 Monitor
Terminal

Monitor
Terminal

Figure C-4.1. Fill, Spare, and Stuffed Bits Data Controller Network Configuration

C-23




C. Test Conduct
(1)  Point-to-Point Messages. The test procedures are listed in table
C-4.1.
Table C-4.1. PTP Fill, Spare, and Stuffed Bits Test Procedures
Step | Action | Settings/Action | Result
1 Connect the equipment. As shown in figure C-4.1.

Enter the transmitting terminal and receiving
> Configure UUT to send a PTP terminal station ID, probing, acknowledgment
with ACK disabled. mode, FEC code rate, and compression

settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Setup will be determined when UUT is
identified. This message will allow a
Send a message with PTP rr;e:fg,age to be se:nt .that will notf:cgquire A
5 (without ARQ) that is 122 bits stuffing at tran§m|33|on or destuffing .att e
long. receiving terl_"nmal. The number of bits may
vary depending on system under test.
Viewing with the protocol analyzer will help
determine number of bits to add or subtract.
6 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\Fill PTP_ no_stuff.ixt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzen Fill_PTP_ no_stuff.txt
Verify that no §tuff|ng is performed Refer to table C-4.2 for an example of a
8 on the transmitted message and vt itted head
properly transmitted header.

no destuffing is performed by the
receiving terminal.
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Table C-4.1. PTP Fill, Spare, and Stuffed Bits Test Procedures (continued)

Step Action Settings/Action Result
14 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ Fill PTP_ with_stuff.txt
Record
Verify that _stufflng is performed on Refer to table C-4.3 for an example of a results
15 the transmitted message and properly transmitted header on data
destuffing is performed by the ' collection
receiving terminal. form D-4.
Record
. . results
16 i\:]i';z;h:f?#gﬁigtb;f :fr?hre Analyze the traffic log on the protocol on data
analyzer to verify the bits. collection
message.
form D-4.
Verify that bit 6 in byte 2 of the fezi‘l’t;d
header is set to notify the Analyze the traffic log on the protocol
17 L ) . : on data
receiving terminal to destuff the analyzer to verify the bits. :
message collection
ge-. form D-4.
Legend: FEC - Forward Error Correction txt - Text file extension
ACK - Acknowledgment Burst ID - Identifier UUT - Unit Under Test
ARQ - Automatic Repeat Request PTP - Point-to-Point
Table C-4.2. PTP Message with No Bit Stuffing Example
Time Type Source Destinations Burst Mesg ID Comments
ID
21-45:02 PTP 1 5 1 11 E(E)T/I 0% FEC 1 PACKETS 1 SOM
Legend: EOM - End-of-Message Mesg - Message
ARQ - Automatic Repeat Request FEC - Forward Error Correction PTP - Point-to-Point

BER - Bit Error Ratio

ID - Identifier

SOM - Start-of-Message

Table C-4.3. PTP Message with Bit Stuffing Example

Time Type Source Destinations Burst Mesg ID Comments
ID
. BER 0% FEC 1 PACKETS 1 SOM
21:45:45 PTP 1 2 1 12 EOM DESTUFF
Legend: EOM - End-of-Message Mesg - Message
ARQ - Automatic Repeat Request FEC - Forward Error Correction PTP - Point-to-Point

BER - Bit Error Ratio

ID - Identifier

SOM - Start-of-Message

(2) Broadcast Messages. The test procedures are listed in table C-4.4.

C-25




Table C-4.4. BC Fill, Spare, and Stuffed Bits Test Procedures

Step | Action Settings/Action | Result
1 Connect the equipment. As shown in figure C-4.1.
Enter the transmitting terminal and receiving
2 Configure UUT to send a BC with | terminal station ID, probing, acknowledgment
ACK disabled. mode, FEC code rate, and compression
settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Setup will be determined when UUT is
identified. This message will allow a
message to be sent that will not require
5 Send a message with BC (without | stuffing at transmission or destuffing at the
ARQ) that is 122 bits long. receiving terminal. The number of bits may
vary depending on system under test.
Viewing with the protocol analyzer will help
determine number of bits to add or subtract.
6 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\Fill BC_no_stuff.txt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ Fill BC_ no_stuff.txt
Record
Verify that no stuffing is performed results
8 on the transmitted message and Rrife;rtlo t?:*in?n‘tle?j fﬁé:dne(raxample of a on data
no destuffing is performed by the properly ' collection
receiving terminal. form D-4.
Enter the transmitting terminal and receiving
9 Prepare UUT to send a BC with terminal station ID, probing, acknowledgment
ACK disabled. mode, FEC code rate, and compression
settings.
10 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
11 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Setup will be determined when UUT is
identified. This message will allow a
Send a message with BC (without rr;etssage'to b © ser:jt éhatt\'\;?.l reqtlitrhe stuffing
12 | ARQ) that has fewer than 122 at fransmission and gestutting at tné
bits. receiving terrnmal. The number of bits may
vary depending on system under test.
Viewing with the protocol analyzer will help
determine number of bits to add or subtract.
13 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\Fill BC_with_stuff.txt
14 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ Fill BC with_stuff.txt
Verify that stuffing is performed on Record
) Refer to table C-4.6 for an example of a results
15 the trar?smlltted message and roperly transmitted header. on data
destuffing is performed by the property ;
o . collection
receiving terminal. form D-4
Legend: BC - Broadcast Message txt - Text file extension

ACK - Acknowledgment Burst
ARQ - Automatic Repeat Request

FEC - Forward Error Correction
ID - Identifier

UUT - Unit Under Test
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Table C-4.5. BC Message with No Bit Stuffing Example

Time Type Source Destinations Burst Mesg ID Comments
ID
0,
21:45:02 BC 1 255 1 3 E(E)I,'\\’AOA; FEC 1 PACKETS 1 SOM
Legend: EOM - End-of-Message Mesg - Message
BC - Broadcast Message FEC - Forward Error Correction SOM - Start-of-Message

BER - Bit Error Ratio ID - Identifier

Table C-4.6. BC Message with Bit Stuffing Example

Time Type Source Destinations  Burst Mesg ID Comments
ID
. BER 0% FEC 1 PACKETS 1 SOM
21:45:45 BC 1 255 1 4 EOM DESTUFF
Legend: EOM - End-of-Message Mesg - Message
BC - Broadcast Message FEC - Forward Error Correction SOM - Start-of-Message
BER - Bit Error Ratio ID - Identifier

(3) Multicast Messages. The test procedures are listed in table C-4.7.

Table C-4.7. MC Fill, Spare, and Stuffed Bits Test Procedures

Step | Action | Settings/Action | Result
1 Connect the equipment. As shown in figure C-4.1.
Enter the transmitting terminal and receiving
> Configure UUT to send an MC terminal station ID, probing, acknowledgment
with ACK disabled. mode, FEC code rate, and compression
settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.

Setup will be determined when UUT is
identified. This message will allow a
message to be sent that will not require
Send a message with MC (without | stuffing at transmission or destuffing at the

5 ARQ) that is 122 bits long. receiving terminal. The number of bits may
vary depending on system under test.
Viewing with the protocol analyzer will help
determine number of bits to add or subtract.
6 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\Fill MC_ no_stuff.ixt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ Fill MC_ no_stuff.ixt
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Table C-4.7. MC Fill, Spare, and Stuffed Bits Test Procedures (continued)

Step Action Settings/Action Result
Record
Verify that no §tuff|ng is performed Refer to table C-4.8 for an example of a results

8 on the transmitted message and properly transmitted header on data
no destuffing is performed by the ' collection
receiving terminal. form D-4.

Enter the transmitting terminal and receiving

9 Prepare UUT to send an MC with | terminal station ID, probing, acknowledgment
ACK disabled. mode, FEC code rate, and compression

settings.

10 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.

11 Configure Protocol Analyzer. Refer to appendix F for setup instructions.

Setup will be determined when UUT is
identified. This message will allow a

Send a message with MC (without message'to pe sent that Wl|l| require stuffing
at transmission and destuffing at the

12 ARQ) that has fewer than 122 - : .
bits receiving termmal. The number of bits may

) vary depending on system under test.
Viewing with the protocol analyzer will help
determine number of bits to add or subtract.

13 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\Fill MC_ with_stuff.txt

14 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ Fill MC _ with_stuff.txt

. . Record
Verify that §tuff|ng is performed on Refer to table C-4.9 for an example of a results
the transmitted message and .

15 A properly transmitted header. on data
destuffing is performed by the .
receiving terminal collection

9 ' form D-4.
Legend: FEC - Forward Error Correction txt - Text file extension
ACK - Acknowledgment Burst ID - Identifier UUT - Unit Under Test
ARQ - Automatic Repeat Request MC - Multicast
Table C-4.8. MC Message with No Bit Stuffing Example
Time Type Source Destinations  Burst Mesg ID Comments
ID
21:45:02 MC 1 256789 1 13 2o 0% FECTPACKETS 1 SOM
Legend: EOM - End-of-Message Mesg - Message
ARQ - Automatic Repeat Request FEC - Forward Error Correction MC - Multicast

BER - Bit Error Ratio ID - Identifier

SOM - Start-of-Message
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Table C-4.9. MC Message with Bit Stuffing Example

Time Type Source Destinations Burst Mesg ID Comments
ID
AE- BER 0% FEC 1 PACKETS 1 SOM
21:45:45 MC 256789 1 14 EOM DESTUFF
Legend: EOM - End-of-Message Mesg - Message
ARQ - Automatic Repeat Request FEC - Forward Error Correction MC - Multicast

BER - Bit Error Ratio

ID - Identifier

SOM - Start-of-Message

C-4.4 Presentation of Results. The results will be shown in a table similar to table C-
4.10 indicating the requirement and measured value or indications of capability.

Table C-4.10. Fill, Spare, and Stuffed Bits Test Results

Requirement | MIL-STD R e AT
L Paragraph Required Value [ EEETE Met ok
Value Met
The last packet of a Refer to
message shall be stuffed | Last packet must data
108 5.1.2.2.1(4) | if the packet size does be stuffed if .
. . collection
not evenly divide the required.
form D-4.
message length.
Stuffing shall consist of Refer to
inverting the last byte of Stuffed bits are data
109 5.1.2.2.1(5) | the message and using it | inverse of last bit .
, ! collection
to fill the unused bytes in | of message.
form D-4.
the last packet.
Abitin the PTP, BC, and | DIt Must be setto
notify the Refer to
MC header shall be set to receiving data data
110 5.1.2.2.1(6) | notify the receiving data 9 .
controller to collection
controller to unstuff the unstuff the last form D-4
last packet. '
packet.
Byte stuffing is possible
because message data
received from the data
terminal, and compressed
111 5.1.2.2.1(7) data generated by the Not testable.
compression algorithm,
shall be an integral
number of bytes.
Non-defined bits shall be | Nondefined bits Refer to
302 5.4(1) set to zero by the are set to zero by | data
' transmitting data the transmitting collection
controller... data controller. form D-4.
Nondefined bits Refer to
...and shall be treated as | are treated as data
303 5.4(2) "don't care" bits by "don't care" bits collection
receiving data controllers. | by receiving data | form D-4.
controllers.
Legend: MC - Multicast PTP - Point-to-Point
BC - Broadcast Message MIL-STD - Military Standard
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C-5 SUBTEST 5. CODE COMBINING VERIFICATION

C-5.1 Objective. To determine the extent of compliance to the requirements of Military
Standard (MIL-STD)-188-184 for fill, spare, and stuffed bits.

C-5.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 192.

C-5.3 Test Procedures

a. Test Equipment Required

(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4) Satellite Simulator with noise generator
(5)  Encryption Device (5)
(6) Protocol Analyzer
(7) MIL-STD-188-184E Monitor Terminal
b. Test Configuration. Configure the equipment as shown in figure C-5.1.
Transmitting Receivin
Terminal Termina
Te?r?wtiﬁal i Colag't:l‘ler Q:L;_”:_'V:_""__”]o :__R:_GEE ::R%Ej"—ﬁ;_r‘:_ry_f':_"]ﬂ Cotrztargaller <> Te[r)r?]‘iﬂa|
Satellite
/ Simulator X
lEnZ?m.;': :EHZ%;': :Enii.;'l
_$_J “#‘“ __t_—b_ Protocol
Analyzer
Data Data Data
Controller Controller Controller
184 Monitor 184 Monitor 184 Monitor
Terminal Terminal Terminal
Receiving Receiving Monitor
Terminal Terminal Terminal

Figure C-5.1. Code Combining Data Controller Network Configuration
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C. Test Conduct. The test procedures are listed in table C-5.1.

Table C-5.1. Code Combining Test Procedures

ARQ - Automatic Repeat Request
BER - Bit Error Ratio

ID - Identifier
Mesg - Message

SOM - Start-of-Message

Step | Action Settings/Action | Result
1 Connect the equipment. As shown in figure C-5.1.
Enter the transmitting terminal and receiving
2 Configure UUT to send a PTP terminal station ID, probing, acknowledgment
with ACK disabled. mode, FEC code rate, and compression
settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Introduce noise on the channel to | Set noise generator create enough noise on
5 cause the UUT to transmita PTP | the channel in order to force the UUT to use
at a FEC rate of 1/2. FEC at 1/2 rate.
Send a message with PTP . . .
5 (without ARQ). To be determined when UUT is identified.
6 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\Code_Combining.txt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ Code_Combining.txt
Record
results
8 Verify that PTP message is Rr?)fe;rtlo t?:*irglt?e?j fs;gnmeé(:sgpf of a on data
received at 1/2 rate. property ge. collection
form D-5.
Legend: FEC - Forward Error Correction txt - Text file extension
ACK - Acknowledgment Burst ID - Identifier UUT - Unit Under Test
ARQ - Automatic Repeat Request PTP - Point-to-Point
Table C-5.2. PTP Message Example
Time Type Source Destinations  Burst Mesg ID Comments
ID
21:45:02 PTP 1 2 1 11 E(E)TAO% FEC 1/2 PACKETS 1 SOM
Legend: EOM - End-of-Message PTP - Point-to-Point

C-5.4 Presentation of Results. The results will be shown in a table similar to table
C-5.3 indicating the requirement and measured value or indications of capability.
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Table C-5.3. Code Combining Test Results

Requirement | MIL-STD S E— Result Finding
Number Paragraph Required Value Measured Met Not
Value Met
For headers, which are
encoded at rate 1/8, four
copies of rate 1/2 Headers must Refer to
encoded blocks shall be have four copies | data
192 52.2403) combined prior to of 1/2 rate collection
decoding, using a encoded blocks. | form D-5.
technique called diversity
combining.
Legend:

MIL-STD - Military Standard
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C-6 SUBTEST 6. CYCLIC REDUNDANCY CHECK (CRC) VERIFICATION

C-6.1 Objective. To determine the extent of compliance to the requirements of Military
Standard (MIL-STD)-188-184 for CRC.

C-6.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 112-114, 117, 148-149, and 211.

C-6.3 Test Procedures

a. Test Equipment Required
(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4)  Satellite Simulator with noise generator
(5)  Encryption Device (5)
(6) Protocol Analyzer
(7) MIL-STD-188-184E Monitor Terminal
b. Test Configuration. Configure the equipment as shown in figure C-6.1.
Transmitting Receivin
Terminal Termina
Te[r)riti?]al i Co[r?targler Q:L;_":_‘VE':_"]“ :__R:_"E] ::RE“E]‘—’:‘E”:_’V_"_”"__”EQ CoEf'rtcﬁler <> Tel:r)riﬁal
N/
Simulor
ol / ﬁ \ e
:E}:;d" :'3_"' :EHZW%‘;'I
L__t__d L__t__d L__t_—b_d Protocol
Analyzer
t t Data

Data
Controller

v

184 Monitor
Terminal

Receiving
Terminal

Data
Controller

v

184 Monitor
Terminal

Receiving
Terminal

Controller

v

184 Monitor
Terminal

Monitor
Terminal

Figure C-6.1. Cyclic Redundancy Check Data Controller Network Configuration
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Table C-6.1. CRC Test Procedures (continued)

Step Action Settings/Action Result
16 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\Code_Combining 5K withARQ.txt
17 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ Code Combining 5K noARQ.ixt
Verify that PTP message is
received at 1/2 rate. Run check Record
sum program to verify data in Refer to table C-6.3 for an example of a results
18 received file matches transmitted properly transmitted PTP message. on data
file. View the message on the collection
protocol to verify CRC bits are form D-6.
present in the message.
Send a message with PTP with
19 text file 100-Kbyte.txt attached To be determined when UUT is identified.
(with ARQ).
20 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\Code_Combining_100K_withARQ.ixt
Record the message on the Save traffic log to file. Name file: protocol
21 protocol analyzer analyzer\
' Code_Combining_100K_withARQ.txt
Verify that PTP message is
received at 1/2 rate. Run check Record
sum program to verify data in Refer to table C-6.3 for an example of a results
22 received file matches transmitted properly transmitted PTP message. on data
file. View the message on the collection
protocol to verify CRC bits are form D-6.
present in the message.
Legend: CRC - Cyclic Redundancy Check PTP - Point-to-Point
ACK - Acknowledgment Burst FEC - Forward Error Correction txt - Text file extension
ARQ - Automatic Repeat Request ID - Identifier UUT - Unit Under Test
Table C-6.2. PTP Message with No CRC Example
Time Type Source Destinations Burst Mesg ID Comments
ID
BER 0% FEC 1/2 PACKETS 2
21:45:02 PTP 1 2 1 1 SOM EOM DESTUFF
Legend: EOM - End-of-Message Mesg - Message

BER - Bit Error Ratio

CRC - Cyclic Redundancy Check

PTP - Point-to-Point
SOM - Start-of-Message

FEC - Forward Error Correction
ID - Identifier

Table C-6.3. PTP Message with CRC Example

Time Type Source Destinations Burst Mesg ID Comments
ID
e BER 0% FEC 1/2 PACKETS 2
21:45:02 PTP 1 2 1 1 ARQ SOM EOM DESTUEE
Legend: CRC - Cyclic Redundancy Check Mesg - Message

ARQ - Automatic Repeat Request

BER - Bit Error Ratio

PTP - Point-to-Point
SOM - Start-of-Message

EOM - End-of-Message
ID - Identifier
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C-6.4 Presentation of Results. The results will be shown in a table similar to table C-
6.4 indicating the requirement and measured value or indications of capability.

Table C-6.4. CRC Test Results

Requirement | MIL-STD R — e e
L Paragraph Required Value [ EEETE Met ok
Value Met
Refer to
. CRC appends
112 5.1.2.2.2(1) | The CRC shall be applied | S " o' oio fielq | 988
only to the data field. of 4 messaqe collection
ge. form D-6.
The CRC shall be
formulated working left to Message must Refer to
e |srza |[EREE | heveCRownen [0
initial shift register value * | form D-6.
of zero.
The CRC shall be sentin | The CRC is sent
bit order from left to right, | in bit order from Refer to
with the first bit in the left to right, with data
114 5.1.2.2.2(3) | CRC field being the LSB | the first bit in the collection
of the 24-bit CRC (see CRC field being form D-6
figure 12 [of the MIL- the LSB of the '
STD])). 24-bit CRC.
A CRC shall be ACRC is Refer to
appended to the data appended to the data
117 5.1.2.2.2(6) | . . data field only .
field only when ARQ is when ARQ is collection
enabled. form D-6.
enabled.
For fixed-length headers, .
the CRC shall be The CRC s Refer to
computed using only 48- computed using data
148 5.1.2.5(6) P 9 ONlY %S | only 48-kernel .
kernel header information header collection
bits, as specified in figure | . f tion bit form D-6.
14 [of the MIL-STD]. ormation bits.
For headers with an The 24-bit CRC Refer to
extension, the 24-bit CRC | and the 8 flush data
149 5.1.2.5(7) and the 8 flush bits in the | bits in the kernel collection
kernel shall be initialized is initialized to all form D-6
to all zeros. Zeros. )
When ARQ is enabled, Refer to
the transmitting data Message must data
211 5.3.1.1(4) controller shall append a | have CRC when collection
CRC to each packet of ARQ is enabled. form D-6
the transmitted message. )
Legend: CRC - Cyclic Redundancy Check MIL-STD - Military Standard

ARQ - Automatic Repeat Request

LSB - Least Significant Bit
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C-7 SUBTEST 7. NON-RESPONDING DATA CONTROLLERS VERIFICATION

C-7.1 Objective. To determine the extent of compliance to the requirements of Military
Standard (MIL-STD)-188-184 for non-responding data controllers.

C-7.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 228, 237, and 257.

C-7.3 Test Procedures

a.

Test Equipment Required

Data Terminals (2)

Unit Under Test (UUT) (2)
MIL-STD-188-181 compliant radio (5)
Satellite Simulator

Encryption Device (5)

Protocol Analyzer

MIL-STD-188-184E Monitor Terminal

Test Configuration. Configure the equipment as shown in figure C-7.1.

Transmitting Receivin
Terminal Termina
Data Data [ =" —--" L Data Data
Terminal [*%| Controller [4% ! Encryption 10 :_Ra_“"’_ ! :_Rf'i _""'L Encryption 10 Controller | Terminal

N/

Satellite

__________________

# # ¢—> Protocol
Analyzer
Data Data Data
Controller Controller Controller
184 Monitor 184 Monitor 184 Monitor
Terminal Terminal Terminal
Receiving Receiving Monitor
Terminal Terminal Terminal

Figure C-7.1. Non-Responding Data Controller Network Configuration
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C. Test Conduct. The test procedures are listed in table C-7.1.

Table C-7.1. Non-Responding Data Controller Test Procedures

Step | Action | Settings/Action | Result
1 Connect the equipment. As shown in figure C-7.1.
Enter the transmitting terminal and receiving
2 Configure UUT to send an MC terminal station ID, probing, acknowledgment
message with ACK enabled. mode, FEC code rate, and compression
settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send an MC message (with ARQ)
5 to all terminal IDs in the network To be determined when UUT is identified.
and to one ID that does not exist.
6 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\Non_respondning_terminal.txt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ Non_respondning_terminal.ixt
Record
results
8 Verify that the MC message is Refer to table C-7.2 for an example of a on data
received properly transmitted MC message. collection
form D-7.
Record
View the message on the protocol results
: Refer to table C-7.2 for an example of a on data
9 analyzer to verify that that all . :
) . properly transmitted MC message. collection
terminals provide an ACK.
form D-7.
Record
. . . results
Verify the te”.“'”‘i" ID is removed Refer to table C-7.2 for an example of a on data
10 from the destinations of the next . .
) ; properly transmitted MC message. collection
burst once an ACK is received.
form D-7.
Verify the non-existent terminal ID
o . Record
stays on the destination list until
the maximum number of refries Refer to table C-7.2 for an example of a (r)isglat\fa
11 has been reached. (Refer to Table o P .
. . properly transmitted MC message. collection
Vllla to determine proper timeout
! form D-7.
times based on the slot number of
the terminal ID)
Record
Verify the UUT notifies the Observe UUT screen. Record notification of results
12 operator that the message was on data
aborted message. .
aborted collection
form D-7.
Legend: FEC - Forward Error Correction txt - Text file extension
ACK - Acknowledgment Burst ID - Identifier UUT - Unit Under Test
ARQ - Automatic Repeat Request MC - Multicast
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Table C-7.2. MC Message with Non-Responding Data Controller Example

Time Type
19:56:31 MC
19:57:31 ACK
19:57:43 MC
19:58:53 MC
20:00:04 MC
20:01:14 MC

20:02:09 ACK

20:02:16 MC

20:02:22 ACK

Source

Destinations  Burst
ID
3579 2
1 2
359 2
359 2
359 2
7 3
1 3
7 4
1 4

Mesg ID

15
15
15
15
15
15

15

15

15

Comments

BER 0% REPEATS 0 REQ 1
FLOW 256 ARQ

BER 0% REPEATS 0 REQ 1
FLOW 256

BER 0% FEC 1 REPEATS 0
PACKETS 256 ARQ

BER 0% FEC 1 REPEATS 0
PACKETS 256 ARQ

BER 0% FEC 1 REPEATS 0
PACKETS 256 ARQ

BER 0% FEC 1 REPEATS 0
PACKETS 256 ARQ

BER 0% REPEATS 0 REQ 1
FLOW 256

BER 0% FEC 1 REPEATS 0
PACKETS 49 ARQ EOM
DESTUFF

BER 0% REPEATS 0 REQ 1
FLOW 256

Legend:

ACK - Acknowledgment Burst
ARQ - Automatic Repeat Request
BER - Bit Error Ratio

EOM - End-of-Message

FEC - Forward Error Correction
ID - Identifier

MC - Multicast

Mesg - Message
REQ - Request
SOM - Start-of-Message

C-7.4 Presentation of Results. The results will be shown in a table similar to table
C-7.3 indicating the requirement and measured value or indications of capability.

C-41




Table C-7.3. Non-Responding Data Controller Test Results

Requirement | MIL-STD R e e T
Number Paragraph Required Value Mt\e;laslzzed Met Iu::

During message
transtr)n ission, dzs;inatiorr]\ N Destinations are Refer to
may be removed from the

228 5.3.1.2(6) | list of destinations: rAegz’ifeO”"e ggﬁz ston
therefore, the MC header received form D-7
shall be interpreted on a ’ '
burst-by-burst basis.
If after consecutive
retransmissions, greater
than the Maximum
Number of Retries, an Destinations are
ACK is still not received, removed once Refer to
the transmitting data the maximum data

237 5.3.1.2.2(3) | controller shall remove number of retries | collection
the non-responding data has been form D-7
controller(s) from the list exceeded '
of destinations for the '
current message and
should notify the
operator.
Upon completing this Nonresponsive
process, those . terminals are
destinations remaining removed from the Refer to

257 5.3.2.2(13) | non-reshonsive shalbe | gt of destination | 932

o addresses, and
destination addresses, the operatér is form D-7.
and the operator should notified
be notified. '
Legend:

ACK - Acknowledgement Burst

MC - Multicast

MIL-STD - Military Standard
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C-8

SUBTEST 8. MAXIMUM NUMBER OF RETRIES VERIFICATION

C-8.1 Objective. To determine the extent of compliance to the requirements of Military
Standard (MIL-STD)-188-184 for maximum number of retries.

C-8.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 28-30, 36, 37, 68-72, 221, 222, 235, and

236.

C-8.3 Test Procedures

a. Test Equipment Required

(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4)  Satellite Simulator
(5) Encryption Device (5)
(6) Protocol Analyzer
(7) MIL-STD-188-184E Monitor Terminal
b. Test Configuration. Configure the equipment as shown in figure C-8.1.
Transmitting Receivin
Terminal Termina
Te?r?lti?'nal - Co?ﬁ'gler 0:;_":2_"_“:: > :__R%’E] ::RE"E]‘_ﬁ_E”:_W:_“:_”]ﬂ Co%ﬁ'gler > Te?r?l%ﬁal
Satellite
/ Simulator X
=y & n ]
- - ¥
Lo Lo Lo
# ¢ :—P Protocol
Analyzer
Data Data Data
Controller Controller Controller
184 Nionitor 184 Nionitor 184 Monitor
Terminal Terminal Terminal
Receiving Receiving Monitor
Terminal Terminal Terminal

Figure C-8.1. Maximum Number of Retries Data Controller Network Configuration
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C. Test Conduct. The test procedures are listed in table C-8.1.

Table C-8.1. Maximum Number of Retries Test Procedures

Step | Action | Settings/Action | Result
1 Connect the equipment. As shown in figure C-8.1.
Enter the transmitting terminal and receiving
2 Configure UUT to send an MC terminal station ID, probing, acknowledgment
message with ACK enabled. mode, FEC code rate, and compression
settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send an MC message (with ARQ)
5 to all terminal IDs in the network To be determined when UUT is identified.
and to one ID that does not exist.
6 Record the message on the 184E | Save traffic log to file. Name file: 184E\Max_
console. retries.txt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ Max_retries.txt
Record
results
8 Verify that the MC message is Refer to table C-8.2 for an example of a on data
received properly transmitted PTP message. collection
form D-8.
Record
View the message on the protocol results
: Refer to table C-8.2 for an example of a on data
9 analyzer to verify that that all . :
) . properly transmitted PTP message. collection
terminals provide an ACK.
form D-8.
Record
. . . results
Verify the te”.“'”‘i" ID is removed Refer to table C-8.2 for an example of a on data
10 from the destinations of the next . .
) ; properly transmitted PTP message. collection
burst once an ACK is received.
form D-8.
Record
Verify the non-existent terminal ID results
stays on the destination list until Refer to table C-8.2 for an example of a on data
11 . . . ;
the maximum number of retries properly transmitted PTP message. collection
has been reached. form D-8.
Verify MC burst is repeated with rr\:aes?fl)trsd
same burst and message ID once | Refer to table Vllla of MIL-STD-188-184 for
12 . . on data
ACK timeouts are exceeded as MC slot timeouts. .
; collection
shown in table Vllla.
form D-8.
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Table C-8.1. Maximum Number of Retries Test Procedures (continued)

Step Action Settings/Action Result
Record
13 ?)/eggt:)hretr:; ?;2?222232 was Observe UUT screen. Record notification of ;?]Sggfa
P 9 aborted message. )
aborted collection
form D-8.
Legend: FEC - Forward Error Correction PTP - Point-to-Point
ACK - Acknowledgment Burst ID - Identifier txt - Text file extension
ARQ - Automatic Repeat Request MC - Multicast UUT - Unit Under Test

Table C-8.2. MC Message with Maximum Number of Retries Example

Time Type Source Destinations Burst Mesg ID Comments
ID
ER- BER 0% REPEATS 0 REQ 1
19:56:31 MC 1 3579 2 15 FLOW 256 ARQ
E7- BER 0% REPEATS 0 REQ 1
19:57:31 ACK 7 1 2 15 FLOW 256
- BER 0% FEC 1 REPEATS 0
19:57:43 MC 1 359 2 15 PACKETS 256 ARQ
EQ. BER 0% FEC 1 REPEATS 0
19:58:53 MC 1 359 2 15 PACKETS 256 ARQ
AA. BER 0% FEC 1 REPEATS 0
20:00:04 MC 1 359 2 15 PACKETS 256 ARQ
o BER 0% FEC 1 REPEATS 0
20:01:14 MC 1 7 3 15 PACKETS 256 ARQ
.09- BER 0% REPEATS 0 REQ 1
20:02:09 ACK 7 1 3 15 FLOW 256
BER 0% FEC 1 REPEATS 0
20:02:16 MC 1 7 4 15 PACKETS 49 ARQ EOM
DESTUFF
.09+ BER 0% REPEATS 0 REQ 1
20:02:22 ACK 7 1 4 15 FLOW 256
Legend: EOM - End-of-Message Mesg - Message
ACK - Acknowlegement FEC - Forward Error Correction REQ - Request
ARQ - Automatic Repeat Request ID - Identifier SOM - Start-of-Message

BER - Bit Error Ratio

MC - Multicast

C-8.4 Presentation of Results. The results will be shown in a table similar to table
C-8.3 indicating the requirement and measured value or indications of capability.
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Table C-8.3. Maximum Number of Retries Test Results

Requirement | MIL-STD R e e T
Number Paragraph Required Value Mt\e;laslzzed Met Iu::
If the transmitting data R
- efer to
controller does not Transmitting data
28 4.5.1.1.1(1) | receive an ACK, it shall terminal times collection
time-out, in accordance out. form D-8
with 5.3.1.1. '
...and shall retransmit the ll'\g(terzsni?:laitltse d Refer to
29 4511102) last transmitted burst without data
R without incrementing the incrementing collection
burst ID. b form D-8.
urst ID.
If after consecutive
retransmissions, greater
than the Maximum
Number of Retries, UUT notification Refer to
acknowledgment is still of aborted data
30 451.1.1Q) not received, the message is collection
transmitting data displayed. form D-8.
controller shall abort the
message and should
notify the operator.
If the transmitting data
controller does not - Refer to
. Transmitting
receive an ACK from all . . data
36 4.5.1.2.1(1) destinations, it shall time- Leur?unal times collection
out, in accordance with ’ form D-8.
5.3.1.2,...
Message is
...and shall retransmit the | retransmitted gaet?r to
37 4.5.1.2.1(2) | last burst without without collection
incrementing the burst ID. | incrementing f
orm D-8.
burst ID.
If an ACK is not received Message is
within a predetermined retransmitted Refer to
68 5.1.1(8) amount of time, the data without data
o controller shall resend the incrementing collection
original data burst with burst ID form D-8.

the same burst ID.
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Table C-8.3. Maximum Number of Retries Test Results (continued)

Requirement | MIL-STD R e e T
Number Paragraph Required Value ORI Met ok
Value Met
The data
controller
The data controller shall ?(;rr];l::r?w?ttt?we
continue to retransmit the original data Refer to
69 5.1.1(9) original data burst until -~ |\ 4 il either | 938
either an ACK is received an ACK is collection
or a maximum number of received or a form D-8.
retries is exceeded. .
maximum
number of retries
is exceeded.
In the event that a
maximum number of Refer to
70 5.1.1(10) retries is exceeded, the The message is data
o message shall be aborted. collection
aborted, as specified in form D-8.
5.3.1.1and 5.3.1.2.
If the ACK is received, The data Refer to
71 5.1.1(11) the data controller shall controller formats | data
n format and send the next | and sends the collection
burst. next burst. form D-8.
. Refer to
This process shall .
. . . Entire message data
2 5.1.1(12) ;Ogstg]aueetfgt#;:i fzprtg: is transferred. collection
9 ) form D-8.
The data
The data controller shall controller_ i Ref
retransmit until an ACK is retransmlts unt efer to
. . an ACK is data
221 5.3.1.1.3(2) | received or a maximum ved llecti
number of retries is rece_lve ora coflection
exceeded maximum form D-8.
) number of retries
is exceeded.
The message shall be .
aborted and the operator ;—Es rtn;gsassc??hles S:tger to
222 5.3.1.1.3(3) | should be notified if the . llecti
maximum number of opgrlator IS collection
notified. form D-8.

retries is exceeded.
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Table C-8.3. Maximum Number of Retries Test Results (continued)

Requirement | MIL-STD R e e T
Number Paragraph Required Value M(\e,asured Met ok
alue Met
In the event that a
e ven | The wansmiting | Eer©
235 5.3.1.2.2(1) ACK. the transmittin data controller lecti
’ 9 times out. collection
data controller shall time- form D-8.
out...
The previous MC
...and the previous MC burst is Refer to
burst shall be retransmitted, data
236 53.1.22(2) retransmitted, without without collection
incrementing the burst ID. | incrementing the | form D-8.
burst ID.
Legend: ID - Identifier MIL-STD - Military Standard
ACK - Acknowledgement Burst MC - Multicast UUT - Unit Under Test
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C-9 SUBTEST 9. RETRANSMISSION VERIFICATION

C-9.1 Objective. To determine the extent of compliance to the requirements of Military
Standard (MIL-STD)-188-184 for retransmission.

C-9.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 31-34, 38-40, and 42-47.

C-9.3 Test Procedures

a. Test Equipment Required

(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4) Satellite Simulator with noise generator
(5)  Encryption Device (5)
(6) Protocol Analyzer
(7) MIL-STD-188-184E Monitor Terminal
b. Test Configuration. Configure the equipment as shown in figure C-9.1.
Transmitting Receivin
Terminal Termina
Te[r)riti?\al i Co[r?targler Q:L;_":_WE':_"]” :__R:_"Ej ::REGE]‘—’:‘E”:_W_"_”"__”]Q Colﬁgtcﬁler g Tel:r)riﬁal
SSatellite
imulator
oy / ﬁ \ oy
é’ i’ é’
L__t__d L__t__d L__t_—b_d Protocol
Analyzer
Coa?rgler Co%?r%lller Co%tartgller
184 Monitor 184 Monitor 184 Monitor
Terminal Terminal Terminal
Receiving Receiving Monitor
Terminal Terminal Terminal
Figure C-9.1. Retransmission Data Controller Network Configuration
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C. Test Conduct. The test procedures are listed in table C-9.1.

Table C-9.1. Retransmission Test Procedures

Step | Action Settings/Action | Result
1 Connect the equipment. As shown in figure C-9.1.
Configure UUT to send a PTP Enter the transmitting terminal and receiving
2 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Setthe FEC rate to mode, FEC code rate, and compression
adaptive. settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Introduce noise on the channel to | Set noise generator to create enough noise
5 cause the UUT to transmita PTP | on the channel that forces the UUT to use
at a FEC rate of 1/2. FEC at 1/2 rate.
Send a PTP message (with ARQ)
6 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
7 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\Retransmission 5K.txt
8 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ Retransmission 5K.txt
Record
results
9 Verify that the PB, PA, PTP and Refer to table C-9.2 for an example of a on data
ACK bursts are received. properly transmitted PTP message. collection
form D-9.
Send a PTP message (with ARQ)
10 with a 100-Kbyte attachmentto a | To be determined when UUT is identified.
terminal ID in the network.
1 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\Retransmission_100K.txt
12 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ Retransmission 100K.txt
Record
. results
13 Verify that the PB, PA, PTP and Refer to table C'-9.2 for an example of a on data
ACK bursts are received. properly transmitted PTP message. )
collection
form D-9.
Legend: ID - Identifier PTP - Point-to-Point

ACK - Acknowledgment Burst
ARQ - Automatic Repeat Request
FEC - Forward Error Correction

Kbyte - Kilobyte
PA - Probe Acknowlegement
PB - Probe Burst

txt - Text file extension
UUT - Unit Under Test
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Table C-9.2. Retransmission Example

Time Type Source Destinations Burst Mesg ID Comments
16:26:10 PB 1 3 t 1 BER 2840% ARQ REV 1 PRI 0
16:26:13 PA 3 1 1 1 BER D REV 1 PRIOREQNOT
wwe w1 o1 SESrcimocs:
16:2620  ACK 3 1 1 5 oo sas CATS1REQTE
16:2623  PTP 1 3 2 5 e ACKETS
162627 ACK 3 2 5 AVALABLE FLOW 256 "
Legend: ID - Identifier PTP - Point-to-Point
ACK - Acknowledgement MC - Multicast REQ - Request

ARQ - Automatic Repeat Request

BER - Bit Error Ratio
EOM - End-of-Message
FEC - Forward Error Correction

Mesg - Message

PA - Probe Acknowledgement
PB - Probe Burst

PRI - Priority

REV - Revision
SOM - Start-of-Message

C-9.4 Presentation of Results. The results will be shown in a table similar to table
C-9.3 indicating the requirement and measured value or indications of capability.

Table C-9.3. Retransmission Test Results

Requirement | MIL-STD O — RS g
Number Paragraph Required Value Measured Met Not
Value Met
Packets incorrectly Packets are Ref
received shall be retransm|tteq first, efer to
31 4.5.1.1.2(1) | retransmitted first, in the | " the orderin data
order in which they were Wh'(.:h tllpey were fco ecEt)lon
originally transmitted. origina’ty orm D-9.
transmitted.
The remainder of the The remainder of S:t?r to
32 4.5.1.1.2(2) | burst shall be filled with the burst is filled collection
new packets. with new packets.
form D-9.
If the format (code rate .
and packet size) of the 'r\g?rZiigr]ﬁitltse d Refer to
burst is the same as the . data
33 4.5.1.1.2(3) without .
last burst, only those incrementing burst collection
packets received in error D 9 form D-9.
shall be retransmitted. )
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Table C-9.3. Retransmission Test Results (continued)

Requirement | MIL-STD Requirement R AT
Number Paragraph a Required Value ORI Met e
Value Met
If the format of the burst
co All packets after,
Eu?;ftfe;ﬁnpt;cr:?gtst,h;‘tgft and inclusive of, Refer to
34 45.1.1.2(4) | and inclusive of, the first | the first packet data
. : received in error collection
packet received in error .
. are retransmitted form D-9.
shall be retransmitted as
as new packets.
new packets.
Following receipt of Transmitting data
acknowledgment bursts, controller
the transmitting data retransmits packets | Refer to
38 451.2.2(1) controller shall retransmit Fhat were _ data .
packets that were incorrectly received | collection
incorrectly received by by any form D-9.
any acknowledging acknowledging
destinations. destinations.
If the current burst format
(tl:ode' rate and packet Transmitting data Refer to
size) is the same as the controller data
39 4.5.1.2.2(2) | last burst, the transmitting | retransmits the .
: collection
data controller shall union of all packets
) . ; . form D-9.
retransmit the union of all | received in error.
packets received in error.
If the current burst format .
is different from the last Al.l data startnjg
. with the data in the
burst, all data starting . Refer to
: ) ; first packet
with the data in the first . . . data
40 4.5.1.2.2(3) . : received in error is .
packet received in error . ; collection
. retransmitted using
shall be retransmitted form D-9.
. the new burst
using the new burst
format.
format.
Transmitting data
The transmitting data controller sets the
controller shall set the bits of the Packet
bits of the Packet Repeats field to Refer to
Repeats field to inform inform the data
42 451.2.3(@2) the destinations what destinations what collection
packets of the last packets of the last | form D-9.
acknowledged burst are acknowledged
retransmitted. burst are

retransmitted.
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Table C-9.3. Retransmission Test Results (continued)

Requirement | MIL-STD Requirement R AT
Number Paragraph Required Value Measured Met Not
Value Met
If the current burst format
is different from the last All bits in the Refer to
acknowledged burst, all Packet Repeats data
43 4.5.1.2.3(3) | bits in the Packet field following the collection
Repeats field following first packet in error f
. . orm D-9.
the first packet in error are set.
shall be set.
If the current burst format
is the same as the last Only those bits in
acknowledged burst, only | the Packet Repeats | Refer to
those bits in the Packet field corresponding | data
a4 4.51.2.3(4) Repeats field to the union of collection
corresponding to the packets received in | form D-9.
union of packets received | error are set.
in error shall be set.
If the union of packets
received in error includes Refer to
all packets of the last All bits in the field data
45 4512305 acknowledged burst, then | are set. collection
all bits in the field shall be form D-9.
set,...
Refer to
46 451.2.3(6) :..the burst ID shall be The burst ID is data _
incremented,... incremented. collection
form D-9.
Refer to
47 451.2.3(7) ...and aIIlpackets shall be | All packelts shall be | data _
retransmitted. retransmitted. collection
form D-9.
Legend:
ID - Identifier

MIL-STD - Military Standard
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C-10 SUBTEST 10. CHANNEL QUALITY VERIFICATION

C-10.1 Objective. To determine the extent of compliance to the requirements of
Military Standard (MIL-STD)-188-184 for channel quality.

C-10.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 7 and 260-264.

C-10.3 Test Procedures

a.

Figure C-10.1. Channel Quality Data Controller Network Configuration

Test Equipment Required
(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4) Satellite Simulator
(5) Encryption Device (5)
(6) Protocol Analyzer
(7) MIL-STD-188-184E Monitor Terminal

Test Configuration. Configure the equipment as shown in figure C-10.1.

Receivin
Termina

Transmitting
Terminal

| -4 -—-=
{@P> | Encryption |<—>: Radio |

—_———-

! a Dat:
1 ) ata
| Radio 1 Encryption | @B controller

Data

£ Data
Terminal

Data
4> Controller Terminal

<+p

____________

N/

Satellite
Simulator

__________________

Protocol
Analyzer

Data Data Data
Controller Controller Controller

v

184 Monitor
Terminal

Receiving
Terminal

v

184 Monitor
Terminal

Receiving
Terminal

v

184 Monitor
Terminal

Monitor
Terminal
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C.

Test Conduct. The test procedures are listed in table C-10.1.

Table C-10.1. Channel Quality Test Procedures

Step | Action | Settings/Action | Result
1 Connect the equipment. As shown in figure C-10.1.
Configure UUT to send a PTP Enter the transmitting terminal and receiving
2 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Setthe FEC rate to mode, FEC code rate, and compression
adaptive. settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send a PTP message (with ARQ)
5 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
Introduce noise on the channel to | Set noise generator to create enough noise
6 cause the UUT to transmita PTP | on the channel that forces the UUT to use
at a FEC rate of 1/2. FEC at 1/2 rate.
7 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\Channel_Quality 5K.txt
8 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ PTP_Channel_Quality 5K.txt
Record
results
. on data
9 Verify that the PB, PA, PTP and Refer to table C_—10.2 for an example of a collection
ACK bursts are received. properly transmitted PTP message. form D-
10.
Send a PTP message (with ARQ)
10 with a 100-Kbyte attachmentto a | To be determined when UUT is identified.
terminal ID in the network.
1 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\PTP_Channel_Quality _100K.ixt
12 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\PTP_Channel_Quality 100K.txt
Record
results
13 Verify that the PB, PA, PTP and Refer to table C-10.2 for an example of a on data
ACK bursts are received. properly transmitted PTP message. collection
form D-
10.
Reconfigure UUT to send an MC Enter the transmitting terminal and receiving
14 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Set the FEC rate to mode, FEC code rate, and compression
adaptive. settings.
15 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
16 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send an MC message (with ARQ)
17 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
18 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\MC_Channel_Quality 5K.txt
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Table C-10.1. Channel Quality Test Procedures (continued)

Step Action Settings/Action Result
19 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\MC_Channel_Quality 5K.txt
Record
results
20 Verify that the MPB, PA, MC and Refer to table C-10.3 for an example of a on data
ACK bursts are received. properly transmitted MC message. collection
form D-
10.
Send an MC message (with ARQ)
21 with a 100-Kbyte attachmenttoa | To be determined when UUT is identified.
terminal ID in the network.
29 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\MC_Channel_Quality 100K.txt
23 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\MC_Channel_Quality 100K.txt
Record
results
24 Verify that the MPB, PA, MC, and | Refer to table C-10.3 for an example of a on data
ACK bursts are received. properly transmitted MC message. collection
form D-
10.
Legend: Kbyte - Kilobyte PTP - Point-to-Point
ACK - Acknowledgment Burst MC - Multicast txt - Text file extension
ARQ - Automatic Repeat Reques MPB - Multicast Probe Burst UUT - Unit Under Test
FEC - Forward Error Correction PA - Probe Acknowledgement
ID - Identifier PB - Probe Burst
Table C-10.2. PTP Channel Quality Example
Time Type Source Destinations  Burst Mesg ID Comments
ID
16:26:10 PB 1 3 1 1 BER 2840% ARQ REV 1 PRI 0
. BER 0% REV 1 PRI 0 REQ NOT
16:26:13 PA 3 1 1 1 AVAILABLE
BER 3551% FEC 1 PACKETS 7
16:26:16  PTP 1 3 1 > ARQ SOM EOM DESTUFF
. BER 0% REPEATS 1 REQ 7/8
16:26:20 ACK 3 1 1 5 FLOW 256
BER 3267% FEC 7/8 PACKETS 5
16:26:23 PTP 1 3 2 5 ARQ EOM DESTUFF
e BER 0% REPEATS 0 REQ NOT
16:26:27 ACK ! 3 2 5 AVAILABLE FLOW 256
Legend: ID - Identifier PTP - Point-to-Point
ACK - Acknowledgment Burst MC - Multicast REQ - Request

ARQ - Automatic Repeat Reques
BER - Bit Error Ratio

EOM - End-of-Message

FEC - Forward Error Correction

Mesg - Message

PB - Probe Burst
PRI - Priority

PA - Probe Acknowledgement

REV - Revision
SOM - Start-of-Message
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Table C-10.3. MC Channel Quality Example

Time Type Source Destinations Burst Mesg ID Comments
ID
18:07:24 MPB 1 256789 8 1 BER 0% ARQ REV 1 PRI 0
18:07:25 PA 2 1 8 1 BER 0% REV 1 PRI 0 REQ 1
BER 0% FEC 1 REPEATS 0
18:07:44 MC 1 2 1 13 PACKETS 1 ARQ SOM EOM
DESTUFF
A BER 0% REPEATS 0 REQ 1
18:07:45 ACK 2 1 1 13 FLOW 256
Legend: FEC - Forward Error Correction PA - Probe Acknowledgement
ACK - Acknowledgement Burst ID - Identifier PRI - Priority
ARQ - Automatic Repeat Request MC - Multicast REQ - Request
BER - Bit Error Ratio Mesg - Message REV - Revision

EOM - End-of-Message

MPB - Multicast Probe Burst

SOM - Start-of-Message

C-10.4 Presentation of Results. The results will be shown in a table similar to table
C-10.4 indicating the requirement and measured value or indications of capability.

Table C-10.4. Channel Quality Test Results

Reference | MIL-STD R — " Finding
ey Paragraph Required Value [ EEETE Met ok
Value Met
Refer to
. . . data
7 4.2.4(2) FEC shall be adaptive. FEC is adaptive. .
collection
form D-10.
The receiving data
controller shall estimate the -
. The receiving
channel quality upon Refer to
. data controller
receiving a PTP or MC data
260 5.3.3(3) ; . requests a FEC .
burst and map this quality collection
. rate for the MC
to a desired code rate, as burst form D-10.
indicated in table Xl [of the )
MIL-STD].
The receiving data
controller shall use
sufficient hysteresis to The FEC rate Refer to
prevent the code rate from does not oscillate | data
261 5.3.3(4) o .
oscillating between two between two collection
rates when the bit error rates. form D-10.
ratio (BER) is near a
threshold.
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Table C-10.4. Channel Quality Test Results (continued)

Reference MIL-STD Requirement e e T
Number Paragraph Required Value ORI Met ok
Value Met
The hysteresis shall be
large enough to meet the Transmitting data
performance defined in controller that Refer to
section 5.5, when operating | immediately data
262 5.3.3(5) with a transmitting data adapts to the collection
controller that immediately | requested code form D-10.
adapts to the requested rate.
code rate.
When the receiving data
controller responds to the The receiving
o Refer to
transmitting data controller | data controller data
263 5.3.3(6) with an ACK, it shall specify | requests a FEC .
: : collection
the desired code rate in the | rate for the MC form D-10
Requested Code Rate field | burst. '
of the ACK header.
If the receiving data sgs:;;a'lgtggd in
controller is unable to the Re Eested
accurately estimate the q . Refer to
264 5.3.3(7) channel quality, it shall gfotiz iactﬁ field data
- insert the Not Available collection
. header when
code in the Requested channel qualit form D-10.
Code Rate field of the ACK quality
cannot be
header. .
determined.
Legend: FEC - Forward Error Correction MIL-STD - Military Standard

ACK - Acknowledgement Burst
BER - Bit Error Ratio

MC - Multicast

PTP - Point-to-Point
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C-11 SUBTEST 11. FORWARD ERROR CORRECTION VERIFICATION

C-11.1 Objective. To determine the extent of compliance to the requirements of
Military Standard (MIL-STD)-188-184 for forward error correction (FEC).

C-11.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 6, 57, 118-120, 122-137, 190, 191, 258, and

259.

C-11.3 Test Procedures

a. Test Equipment Required

(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4)  Satellite Simulator
(5) Encryption Device (5)
(6) Protocol Analyzer
(7) MIL-STD-188-184E Monitor Terminal
b. Test Configuration. Configure the equipment as shown in figure C-11.1.
T erminal Ferming
iR | cofier el ten ] R Tes e ol (4%t

N/

Satellite

______

____________

# # ¢—> Protocol
Analyzer

Data Data Data
Controller Controller Controller
184 Monitor 184 Monitor 184 Monitor

Terminal Terminal Terminal
Receiving Receiving Monitor
Terminal Terminal Terminal

Figure C-11.1. Forward Error Correction Data Controller Network Configuration
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C. Test Conduct. The test procedures are listed in table C-11.1.
Table C-11.1. Forward Error Correction Test Procedures
Step | Action | Settings/Action | Result
1 Connect the equipment. As shown in figure C-11.1.
Configure UUT to send a PTP Enter the transmitting terminal and receiving
2 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Setthe FEC rate to mode, FEC code rate, and compression
adaptive. settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send a PTP message (with ARQ)
5 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
6 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\PTP_Channel_Quality_5K.txt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ PTP_FEC 5K.ixt
Record
results
8 Verify that the PB, PA, PTP, and Refer to table C-11.2 for an example of a on data
ACK bursts are received. properly transmitted PTP message. collection
form D-
11.
Send a PTP message (with ARQ)
9 with a 100-Kbyte attachmenttoa | To be determined when UUT is identified.
terminal ID in the network.
10 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\PTP_FEC 100K.ixt
1 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\PTP_FEC_ 100K.txt
Record
results
12 Verify that the PB, PA, PTP, and Refer to table C-11.2 for an example of a on data
ACK bursts are received. properly transmitted PTP message. collection
form D-
11.
Reconfigure UUT to send an MC Enter the transmitting terminal and receiving
13 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Setthe FEC rate to mode, FEC code rate, and compression
adaptive. settings.
14 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
15 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send an MC message (with ARQ)
16 with a 5-Kbyte attachment to two To be determined when UUT is identified.
terminal IDs in the network.
17 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\MC_FEC 5K.ixt
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Table C-11.1. Forward Error Correction Test Procedures (continued)

Step Action Settings/Action Result
Save traffic log to file. Name file: protocol
18 s;‘igglt';ﬁarlnyisfge on the analyzerMC_FEC._ 5K.txt
Record
results
19 Verify that the MPB, PA, MC, and | Refer to table C-11.3 for an example of a on data
ACK bursts are received. properly transmitted MC message. collection
form D-
11.
Send an MC message (with ARQ)
20 with a 100-Kbyte attachmentto 2 | To be determined when UUT is identified.
terminal IDs in the network.
21 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\MC_Channel_Quality 100K.txt
29 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\MC_FEC_100K.txt
Record
results
23 Verify that the MPB, PA, MC, and | Refer to table C-11.3 for an example of a on data
ACK bursts are received. properly transmitted MC message. collection
form D-
11.
Reconfigure UUT to send an MC Enter the transmitting terminal and receiving
24 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Setthe FEC rate to mode, FEC code rate, and compression
adaptive. settings.
25 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
26 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send a BC message with a 5-
27 Kbyte attachment to 2 terminal To be determined when UUT is identified.
IDs in the network.
8 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\BC_Channel_Quality 5K.txt
29 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\BC_FEC 5K.txt
Record
results
30 Verify that the BC bursts are Refer to table C-11.4 for an example of a on data
received. properly transmitted BC message. collection
form D-
11.
Send a BC message with a 100-
31 Kbyte attachment to a terminal ID | To be determined when UUT is identified.
in the network.
32 Record the message on the 184E | Save traffic log to file. Name file:

console.

184E\BC_FEC_100K.txt
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Table C-11.1. Forward Error Correction Test Procedures (continued)

Step Action Settings/Action Result
33 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\BC FEC 100K.ixt
Record
results
34 Verify that the BC bursts are Refer to table C-11.4 for an example of a on data
received. properly transmitted BC message. collection
form D-
11.
Legend: ID - Identifier

ACK - Acknowledgment Burst
ARQ - Automatic Repeat Request

BC - Bro

adcast

FEC - Forward Error Correction

Kbyte - Kilobyte
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Table C-11.4. BC Forward Error Correction Example

Time Type Source Destinations Burst Mesg ID Comments
ID
0,
21-:45:02 BC 1 255 1 3 EETAO/O FEC 1 PACKETS 1 SOM
Legend: EOM - End-of-Message Mesg - Message

BC - Broadcast Message
BER - Bit Error Ratio

FEC - Forward Error Correction

ID - Identifier

SOM - Start-of-Message

C-11.4 Presentation of Results. The results will be shown in a table similar to table
C-11.5 indicating the requirement and measured value or indications of capability.

Table C-11.5. Forward Error Correction Test Results

Reference | MIL-STD O — ACETL Finding
L Paragraph Required Value I EEETE Met e
Value Met
FEC shall be used, as
defined in 5.1.2.3 and Refer to
6 4.2.4(1) 5.2.2.4, to provide improved | FEC is used in data
o bit error ratio (BER) transmission. collection
performance over noisy form D-11.
communications channels.
When ARQ is enabled, the "
FEC code rate shall be The transmitting Refer to
s data controller data
57 4.5.3(3) determlngd ona bur's't-by'- indicates the FEC collection
burst basis, as specified in rate in the header form D-11
5.3.3. ) '
To flush the encoder, the The data controller | Refer to
data controller shall append appends 8 zero bits | data
118 5.1.2.2.31) | 8 zero bits to the pgcket to the packet prior collection
prior to FEC encoding, as to FEC encoding form D-11
discussed in 5.1.2.3. '
Flush bits shall not be Flush bits are not E:t?r to
119 5.1.2.2.3(2) | appended to rate 1 appended to rate 1 collection
encoded packets. encoded packets. form D-11
Each received packet
(information and flush bits, :r?ggg;ap:ﬁoii?- Refer to
and CRC bits, if necessary) transmission at one | data
120 5.1.2.3(1) | shall be FEC-encoded prior of the followin collection
to transmission at one of code rates: 1/3 form D-11
the following code rates: 3/4. 7/8 or'1 ' '
1/2,3/4,7/8, or 1. T )
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Table C-11.5. Forward Error Correction Test Results (continued)

Reference MIL-STD Requirement e e T
Number Paragraph Required Value ORI Met e
Value Met
The transmitting data s
2 The transmitting
E%nérggzresgﬂ ;r;d&:::te the data controller Refer to
o . indicates the FEC data
122 5.1.2.3(3) receiving data controller via d te to th lecti
a field in the PTP, BC, or | c0¢€ rate fo ne coliection
T receiving data form D-11.
MC header, as described in troll
5.4.1 and 5.4.3. controfier.
. Refer to
. Convolutional
123 5.1.2.3.1(1) | Convolutional codes shall | ° 4o e Used for | 9318
be used for FEC. FEC collection
) form D-11.
The basic code shall be a
124 51.2.3.1(2) gg; (/géﬁgt”:;rf';‘z'zng;f Not testable
7).
The code tap positions shall
125  |51.23.1(@3) fheeal\jlsl_r_‘g%]'gr‘:'gure 1310 | Not testable
described below.
The encoder shall be
initialized to all zeros prior
126 5.1.2.3.1(4) to encoding each heazer Not testable
and each packet of data.
The encoder outputs, CO
and C1, shall provide the
127 5.1.23.1(5) | o5 4 Secorf’ i bits o be | Not testable
transmitted, respectively.
The process of shifting data
into the encoder and taking
data from the encoder
128 5.1.2.3.1(6) | Outputs CO and C1 shall Not testable
e then continue until each of
the flush bits marking the
end of the block has been
shifted into the encoder.
The highest-rate code used | The highest-rate gaet?r to
129 5.1.2.3.1(7) | for data packets shall be code used for data collection
rate 1. packets is rate 1.
form D-11.
For this rate, the The information bits Refer to
information bits and CRC and CRC bits in the data
130 5.1.2.3.1(8) | bits in the packet shall be packet are collection
transmitted without transmitted without form D-11

encoding.

encoding.
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Table C-11.5. Forward Error Correction Test Results (continued)

Reference
Number

MIL-STD
Paragraph

Requirement

Result

Finding

Required Value

Measured
Value

Not

Met Met

131

5.1.2.3.1(9)

Code rates lower than 1/2
shall be obtained from the
basic 1/2 code by repeating
blocks of rate 1/2 encoded
data.

Not testable

132

5.1.2.3.2(1)

From the rate 1/2 code,
higher rate 3/4 and 7/8
codes shall be constructed
by a technique known as
puncturing.

Not testable

133

5.1.2.3.2(2)

The puncturing pattern
used for these codes shall
be as given in table Il [of
the MIL-STD].

Not testable

134

5.1.2.3.2(3)

Only those bits identified
with a 1 in table Ill [of the
MIL-STD] shall be
transmitted.

Not testable

135

5.1.2.3.2(4)

They are transmitted in
pairs, as described above,
and shall be transmitted
from left to right.

Not testable

136

5.1.2.3.2(5)

The puncturing pattern shall
be reset following the
encoding of each separate
block (header or packet) of
information.

Not testable

137

5.1.2.3.3

The resulting encoded
packet size shall be as
specified in table IV [of the
MIL-STD].

Code rates match
those requirements
in table IV [of the
MIL-STD].

Refer to
data
collection
form D-11.

190

5.2.2.4(1)

The decoder shall insert
erasure bits in place of the
punctured bits prior to
decoding, as appropriate
for the decoder
implementation.

Not testable
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Table C-11.5. Forward Error Correction Test Results (continued)

Reference MIL-STD Requirement R AT
Number Paragraph Required Value ORI Met e
Value Met

However, for rate 7/8 with
No ARQ, the 3 bits

191 5.2.2.4(2) removed during packet Not testable
encoding (see 5.1.2.3.3)
shall be taken into account.
Although the DC waveform
provides separate fields for
selection of code rate and Code rate and Refer to
packet size, the waveform packet size match data

258 5.3.3(1) defined by this military those provided in collection
standard (MIL-STD) shall table X [of the MIL- form D-11
use fixed mapping, as STD]. '
shown in table X [of the
MIL-STD].

Transmitting data

The transmitting data contrl?llir] shal(lj
controller shall specify the f:t‘zcér{ d eaglzete Refer to

259 5.3.3(2) code rate and packet size size in thg Code data

" in the Code Rate and Rate and Packet collection
Packet Size fields of the Size fields of the form D-11.
PTP, BC, and MC headers. PTP. BC, and MC
headers.
Legend: BER - Bit Error Ratio MC - Multicast

ARQ- Automatic Repeat Request
BC - Broadcast Message

CRC - Cyclic Redundancy Check
FEC - Forward Error Correction

MIL-STD - Military Standard
PTP - Point-to-Point
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C-12 SUBTEST 12. COMPRESSION VERIFICATION

C-12.1 Obijective. To determine the extent of compliance to the requirements of
Military Standard (MIL-STD)-188-184 for compression.

C-12.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 3, 78, 80-94, and 204-206.

C-12.3 Test Procedures

a. Test Equipment Required
(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4) Satellite Simulator
(5) Encryption Device (5)
(6) Protocol Analyzer
(7) MIL-STD-188-184E Monitor Terminal

b. Test Configuration. Configure the equipment as shown in figure C-12.1.

Transmitting Receivin
Terminal Termina
Data Data 1====" oo (it PRI it Data Data
Terminal [*%| Controller ¥ 1 Encrpton 14| Radio | 1 Redo 1P Encopiion | 48| controller [ Terminal

a

Satellite

" Radio | " Radio | '

__________________

¢ ¢ ¢—> Protocol
Analyzer
Data Data Data
Controller Controller Controller

184 Monitor 184 Monitor 184 Monitor
Terminal Terminal Terminal

Receiving Receiving Monitor
Terminal Terminal Terminal

Figure C-12.1. Compression Network Configuration
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C. Test Conduct. The test procedures are listed in table C-12.1.

Table C-12.1. Compression Test Procedures

Step | Action Settings/Action Result
1 Connect the equipment. As shown in figure C-12.1.
Configure UUT to send a PTP Enter the transmitting terminal and receiving
2 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Setthe FEC rate to mode, FEC code rate, and compression
adaptive. settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send a PTP message (with ARQ)
5 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
6 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\PTP_Compression 5K.txt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ PTP_Compression 5K.txt
Record
g | Verify that the PB, PA, PTP, and | Refer to table C-12.2 for an example of a Lzst:'ts on
ACK bursts are received. properly transmitted PTP message. .
collection
form D-12.
Send a PTP message (with ARQ)
9 with a 100-Kbyte attachmenttoa | To be determined when UUT is identified.
terminal ID in the network.
10 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\PTP_Compression 100K.txt
11 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\PTP_Compression 100K.txt
Record
1o | Verify that the PB, PA, PTP, and | Refer to table C-12.2 for an example of a results on
ACK bursts are received. properly transmitted PTP message. data .
collection
form D-12.
Reconfigure UUT to send an MC Enter the transmitting terminal and receiving
13 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Set the FEC rate to mode, FEC code rate, and compression
adaptive. settings.
14 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
15 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send an MC message (with ARQ)
16 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
17 Record the message on the 184E | Save traffic log to file. Name file:

console.

184E\MC_Compression_5K.txt
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Table C-12.1. Compression Test Procedures (continued)

Step Action Settings/Action Result
Save traffic log to file. Name file: protocol
18 El%?gggltgﬁarrye;;.age on the analyzer\MC_Compression_5K.txt
Record
) Verify that the MPB, PA, MC, and | Refer to table C-12.3 for an example of a results on
9 ACK bursts are received ly t itted MC data
. properly transmitte message. .
collection
form D-12.
Send an MC message (with ARQ)
20 with a 100-Kbyte attachmentto 2 | To be determined when UUT is identified.
terminal IDs in the network.
21 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\MC_Compression_100K.txt
22 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\MC_Compression_100K.txt
Record
23 Verify that the MPB, PA, MC, and | Refer to table C-12.3 for an example of a results on
ACK bursts are received. properly transmitted MC message. data .
collection
form D-12.
Reconfigure UUT to send an MC Enter the transmitting terminal and receiving
o4 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Set the FEC rate to mode, FEC code rate, and compression
adaptive. settings.
25 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
26 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send a BC message with a 5-
27 Kbyte attachment to 2 terminal To be determined when UUT is identified.
IDs in the network.
8 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\BC_Compression 5K.txt
29 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\BC_Compression 5K.txt
Record
30 Verify that the BC bursts are Refer to table C-12.4 for an example of a f:{;lts on
received. properly transmitted BC message. .
collection
form D-12.
Send a BC message with a 100-
31 Kbyte attachment to a terminal ID | To be determined when UUT is identified.
in the network.
32 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\BC_Compression_100K.ixt
33 Record the message on the Save traffic log to file. Name file: protocol

protocol analyzer.

analyzer\BC_Compression_100K.txt
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Table C-12.1. Compression Test Procedures (continued)

Step Action Settings/Action Result
Record
34 Verify that the BC bursts are Refer to table C-12.4 for an example of a f:{;lts on
received. properly transmitted BC message. .
collection
form D-12.
Legend: ID - Identifier PB - Probe Burst
ACK - Acknowledgment Burst Kbyte - Kilobyte PTP - Point-to-Point
ARQ - Automatic Repeat Request MC - Multicast txt - Text file extension
BC - Broadcast Message MPB - Multicast Probe Burst UUT - Unit Under Test
FEC - Forward Error Correction PA - Probe Acknowledgement
Table C-12.2. PTP Compression Example
Time Type Source Destinations Burst Mesg ID Comments
ID
16:26:10 PB 1 3 1 1 BER 2840% ARQ REV 1 PRI 0
o BER 0% REV 1 PRI 0 REQ NOT
16:26:13 PA 3 1 1 1 AVAILABLE
~a. BER 3551% FEC 1 PACKETS 7
16:26:16  PTP 1 3 1 5> ARQ SOM EOM DESTUFF
9A- BER 0% REPEATS 1 REQ 7/8
16:26:20 ACK 3 1 1 5 FLOW 256
~A. BER 3267% FEC 7/8 PACKETS 5
16:26:23 PTP 1 3 2 5 ARQ EOM DESTUFE
9A- BER 0% REPEATS 0 REQ NOT
16:26:27 ACK ! 3 2 5 AVAILABLE FLOW 256
Legend: FEC - Forward Error Correction REQ - Request

ACK - Acknowledgement Burst

ARQ - Automatic Repeat Request
BER - Bit Error Ratio
EOM - End-of-Message

ID - Identifier

MC - Multicast
Mesg - Message
PTP - Point-to-Point

REV - Revision
SOM - Start-of-Message

Table C-12.3. MC Compression Example

Time Type Source Destinations Burst Mesg ID Comments
ID
18:07:24 MPB 1 256789 8 1 BER 0% ARQ REV 1 PRI O
18:07:25 PA 2 1 8 1 BER 0% REV 1 PRI 0 REQ 1
BER 0% FEC 1 REPEATS 0
18:07:44 MC 1 2 1 13 PACKETS 1 ARQ SOM EOM
DESTUFF
.07- BER 0% REPEATS 0 REQ 1
18:07:45 ACK 2 1 1 13 FLOW 256
Legend: ID - Identifier PTP - Point-to-Point
ACK - Acknowledgement Burst+ MC - Multicast REQ - Request

ARQ - Automatic Repeat Request
BER - Bit Error Ratio
EOM - End-of-Message

FEC - Forward Error Correction

Mesg - Message

MPB - Multicast Probe Burst
PA - Probe Acknowledgement
PRI - Priority

REV - Revision
SOM - Start-of-Message
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Table C-12.4. BC Compression Example

Time Type Source Destinations Burst Mesg ID Comments
ID
0,
21-:45:02 BC 1 255 1 3 EETAO/O FEC 1 PACKETS 1 SOM
Legend: EOM - End-of-Message Mesg - Message
BC - Broadcast Message FEC - Forward Error Correction SOM - Start-of-Message
BER - Bit Error Ratio ID - Identifier

C-12.4 Presentation of Results. The results will be shown in a table similar to table
C-12.5 indicating the requirement and measured value or indications of capability.

Table C-12.5. Compression Test Results

Reference | MIL-STD R — Rt Finding
ey Paragraph Required Value I EEETE Met ok
Value Met
A lossless data Compressed
compression algorithm, messages can be | Refer to
3 4.9 1 interoperable with the transmitted and data
- algorithm defined in 5.1.2.1 | received with collection
and 5.2.2.6, shall be used other data form D-12.
to improve throughput. controllers.
The compression bit in the
point-to-point (PTP), -
broadcast (BC), and The transmitting Refer to
multicast (MC) headers data controller data
78 5.1.2.1(1) e indicates whether .
shall indicate to the . collection
- the data is
receiving data controller form D-12.
compressed.
whether or not the message
data is compressed.
When compression is
enabled, a dictionary-based
algorithm interoperable with
80 5.1.2.1(3) the Lempel-Ziv algorithm Not Testable
[ZIV 77], with extensions
described in [BELL 86],
shall be used.
For the Data Control (DC) Refer to
f th i DC waveforms dat
81 5.1.2.1(4) | Wavelorm, ne paramerers | oets table 1 [of | 228
in table | [of the MIL-STD] the MIL-STD] collection
shall be used. ' form D-12.
For a character codeword,
the type field shall be bit
82 5.1.2.1(5) oosition 9, followed by the Not Testable
8-bit character field.
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Table C-12.5. Compression Test Results (continued)

Reference MIL-STD Requirement R AT
Number Paragraph Required Value Mt:,asured Met Not
alue Met
For a code-type codeword,
the type field shall be bit
83 5.1.2.1(6) position 16, followed by an | Not Testable
11-bit pointer field and a 4-
bit match length field.
The pointer field shall
84 5.1.2.1(7) contain the left pointer Not Testable
described in [BELL 86].
The match-length field shall
85 5.1.2.1(8) contain the longest match, Not Testable
as described in [BELL 86].
The match length shall be
between 3 (the minimum
86 5.1.2.1(9) match length) and 16 (the Not Testable
size of the look ahead
buffer).
The encoding of match-
length values shall be as
87 5.1.2.1(10) shown in table Il [of the Not Testable
MIL-STD].
The 4-bit match-length field
has 2 extra binary codes:
88 5.1.2.1(11) 1110 shall be used to signal Not Testable
the end-of-file, ...
89 5.1.2.1(12) | :-@nd 1111 shall be Not Testable
reserved for future use.
Data generated by the
compression algorithm shall
be partitioned into 8-bit
90 5.1.2.1(13) | bytes, beginning with the Not Testable
most significant bit (MSB)
of the first codeword and
continuing in bit order.
End-of-file code Refer to
The end-of-file code shall is used to data
91 5.1.2.1(14) | be used to indicate the end | indicate the end .
. collection
of the compressed file, of the f
. orm D-12.
compressed file
...and unused data bits in ﬂﬂﬁiﬁg;ﬁ:'}: ?aetfr to
92 5.1.2.1(15) | the I?St byte:'shalll be " considered "don't | collection
considered "don't care. "
care. form D-12.
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Table C-12.5. Compression Test Results (continued)

Reference MIL-STD Requirement —— e i
Number Paragraph Required Value Measured Met Not
Value Met

The match length shall also ;h:eﬂitggrlg?g:h ?aet]:r to

93 5.1.2.1(16) | be set to zero for an end-of- il llecti
file codeword an end-of-file collection

' codeword. form D-12.

The compressed data shall
then be transmitted in bit
order from left to right, -clj—gtz ?;)mpressed Refer to
starting with the least transmitted as data

94 5.1.2.1(17) | significant bit (LSB) of the h in fi llecti
first byte and continuing in shown In igure coflection
byte order, as shown in 12 [of the MIL- form D-12.
figure 12 [of the MIL-STD] ST}
and described in 5.1.2.2.
The c_iecompressmn The Refer to
algorithm shall be decompression data

204 5.2.2.6(1) interoperable with the al orithpm is collection
decompression algorithm a9 | ; D-12
described in [BELL 86]. interoperable orm =<
The decompression
parameters used shall be

205 |5226(2) |hesameasthe Not Testable
compression parameters
listed in table | [of the MIL-
STD].
The compression bit in the Zi??ng?ggzii'on
PTP, BC, and MC headers the receiving data Refer to
shall indicate to the 9 data

206 5.2.2.6(3) - controller .
receiving data controller whether or not collection
whether or not the message the message was form D-12.
was compressed. 9

compressed.
Legend: LSB - Least Significant Bit MSB - Most Significant Bit

BC - Broadcast Message
DC - Data Controller

MC - Multicast

MIL-STD - Military Standard

PTP -

Point-to-Point
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C-13 SUBTEST 13. PACKET STRUCTURE VERIFICATION

C-13.1 Objective. To determine the extent of compliance to the requirements of
Military Standard (MIL-STD)-188-184 for packet structure.

C-13.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 4, 12-15, 55, 56, and 96-107.

C-13.3 Test Procedures

a. Test Equipment Required
(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4)  Satellite Simulator
(5) Encryption Device (5)
(6) Protocol Analyzer

(7) MIL-STD-188-184E Monitor Terminal

b. Test Configuration. Configure the equipment as shown in figure C-13.1.
Receivin
Termina
Te?r?lti?'nal Coaﬁ'ﬁler > > Co[rzﬁ'gler > Te?r?l%ﬁal

Figure C-13.1. Packet Structure Network Configuration
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C. Test Conduct. The test procedures are listed in table C-13.1.

Table C-13.1. Packet Structure Test Procedures

Step | Action Settings/Action Result
1 Connect the equipment. As shown in figure C-13.1.
Configure UUT to send a PTP Enter the transmitting terminal and receiving
2 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Setthe FEC rate to mode, FEC code rate, and compression
adaptive. settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send a PTP message (with ARQ)
5 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
6 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\PTP_Packet Structure 5K.ixt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ PTP_Packet Structure 5K.txt
Record
g | Verify that the PB, PA, PTP, and | Refer to table C-13.2 for an example of a Lzst:'ts on
ACK bursts are received. properly transmitted PTP message. .
collection
form D-13.
Send a PTP message (with ARQ)
9 with a 100-Kbyte attachmenttoa | To be determined when UUT is identified.
terminal ID in the network.
10 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\PTP_Packet Structure 100K.txt
11 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\PTP_Packet Structure 100K.txt
Record
4o | Verify that the PB, PA, PTP, and | Refer to table C-13.2 for an example of a results on
ACK bursts are received. properly transmitted PTP message. data .
collection
form D-13.
Reconfigure UUT to send an MC Enter the transmitting terminal and receiving
13 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Set the FEC rate to mode, FEC code rate, and compression
adaptive. settings.
14 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
15 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send an MC message (with ARQ)
16 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
17 Record the message on the 184E | Save traffic log to file. Name file:

console.

184E\MC_Packet Structure 5K.ixt
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Table C-13.1. Packet Structure Test Procedures (continued)

Step Action Settings/Action Result
Save traffic log to file. Name file: protocol
18 El%?gggltgﬁarrye;;.age on the analyzer\MC_Packet_Structure_5K.txt
Record
) Verify that the MPB, PA, MC, and | Refer to table C-13.3 for an example of a results on
9 ACK bursts are received ly t itted MC data
. properly transmitte message. .
collection
form D-13.
Send an MC message (with ARQ)
20 with a 100-Kbyte attachmentto 2 | To be determined when UUT is identified.
terminal IDs in the network.
21 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\MC_Packet Structure 100K.txt
22 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\MC_Packet_Structure 100K.txt
Record
23 Verify that the MPB, PA, MC, and | Refer to table C-13.3 for an example of a results on
ACK bursts are received. properly transmitted MC message. data .
collection
form D-13.
Reconfigure UUT to send an MC Enter the transmitting terminal and receiving
o4 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Set the FEC rate to mode, FEC code rate, and compression
adaptive. settings.
25 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
26 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send a BC message with a 5-
27 Kbyte attachment to 2 terminal To be determined when UUT is identified.
IDs in the network.
8 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\BC Packet Structure 5K.txt
29 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\BC Packet_Structure 5K.txt
Record
30 Verify that the BC bursts are Refer to table C-13.4 for an example of a f:{;lts on
received. properly transmitted BC message. .
collection
form D-13.
Send a BC message with a 100-
31 Kbyte attachment to a terminal ID | To be determined when UUT is identified.
in the network.
32 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\BC Packet Structure 100K.txt
33 Record the message on the Save traffic log to file. Name file: protocol

protocol analyzer.

analyzer\BC_Packet_Structure_100K.txt
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Table C-13.1. Packet Structure Test Procedures (continued)

Step Action Settings/Action Result
Record
34 Verify that the BC bursts are Refer to table C-13.4 for an example of a f:{;lts on
received. properly transmitted BC message. .
collection
form D-13.
Legend: ID - Identifier PB - Probe Burst
ACK - Acknowledgment Burst Kbyte - Kilobyte PTP - Point-to-Point
ARQ - Automatic Repeat Request MC - Multicast txt - Text file extension
BC - Broadcast Message MPB - Multicast Probe Burst UUT - Unit Under Test
FEC - Forward Error Correction PA - Probe Acknowledgement
Table C-13.2. PTP Packet Structure Example
Time Type Source Destinations Burst Mesg ID Comments
ID
16:26:10 PB 1 3 1 1 BER 2840% ARQ REV 1 PRI 0
o BER 0% REV 1 PRI 0 REQ NOT
16:26:13 PA 3 1 1 1 AVAILABLE
~a. BER 3551% FEC 1 PACKETS 7
16:26:16  PTP 1 3 1 5> ARQ SOM EOM DESTUFF
9A- BER 0% REPEATS 1 REQ 7/8
16:26:20 ACK 3 1 1 5 FLOW 256
~A. BER 3267% FEC 7/8 PACKETS 5
16:26:23 PTP 1 3 2 5 ARQ EOM DESTUFE
9A- BER 0% REPEATS 0 REQ NOT
16:26:27 ACK ! 3 2 5 AVAILABLE FLOW 256
Legend: FEC - Forward Error Correction PTP - Point-to-Point

ACK - Acknowledgement
ARQ - Automatic Repeat Request
BER - Bit Error Ratio

EOM - End-of-Message

ID - Identifier

Mesg - Message

PA - Probe Acknowledgement
PB - Probe Burst

REQ - Request
REV - Revision
SOM - Start-of-Message

Table C-13.3. MC Packet Structure Example

Time Type Source Destinations Burst Mesg ID Comments
ID
18:07:24 MPB 1 256789 8 1 BER 0% ARQ REV 1 PRI O
18:07:25 PA 2 1 8 1 BER 0% REV 1 PRI 0 REQ 1
BER 0% FEC 1 REPEATS 0
18:07:44 MC 1 2 1 13 PACKETS 4 ARQ SOM EOM
DESTUFF
.07- BER 0% REPEATS 0 REQ 1
18:07:45 ACK 2 1 1 13 FLOW 256
Legend: ID - Identifier PTP - Point-to-Point
ACK - Acknowledgement MC - Multicast REQ - Request

ARQ - Automatic Repeat Request
BER - Bit Error Ratio
EOM - End-of-Message

FEC - Forward Error Correction

Mesg - Message

MPB - Multicast Probe Burst
PA - Probe Acknowledgement
PB - Probe Burst

REV - Revision
SOM - Start-of-Message
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Table C-13.4. BC Packet Structure Example

Time Type Source Destinations Burst Mesg ID Comments
ID
0,
21-:45:02 BC 255 1 3 EETAO/O FEC 1 PACKETS 1 SOM
Legend: EOM - End-of-Message Mesg - Message

BC - Broadcast Message

BER - Bit Error Ratio

FEC - Forward Error Correction

ID - Identifier

SOM - Start-of-Message

C-13.4 Presentation of Results. The results will be shown in a table similar to table
C-13.5 indicating the requirement and measured value or indications of capability.

Table C-13.5. Packet Structure Test Results

Requirement | MIL-STD R — " Finding
L Paragraph Required Value I EEETE Met ok
Value Met
e oreriurs | reert
Long messages shall be . data
4 422 L splits long .
split into packets. . collection
messages into
form D-13.
packets.
User data shall be Data is grouped ?aet]:r to
12 4.3.3(1) grouped into data packets | into data packets collection
for transmission. for transmission.
form D-13.
l—irt]sei:uenggﬁrp?cizta;izta Data bits in each | Refer to
13 433(2) | the chosen FEC rate shall | Packetancine | dawa
vary in accordance with chosen FEC rate fco ec|:t)|o1n
this military standard. vary. orm D-13.
All packets in a single Transmitted Refer to
burst shall have the same ackets are the data
14 4.3.3(3) length and use the same P | h and llecti
FEC rate, as described in | 22 ength an collection
533 ’ FEC in the burst. | form D-13.
All packets in a single Packets in a Refer to
burst shall have the same | single burst have data
14 4.3.3(3) length and use the same | the same length collection
FEC rate, as described in | and use the form D-13
5.3.3. same FEC rate '
The number of packets TQSkr;ltjsmbee}rc?;ta E:tfr to
15 4.3.3(4) per data burst shall be E pf 1 lecti
from 1 to 256 urst are from collection
) to 256. form D-13.
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Table C-13.5. Packet Structure Test Results (continued)

Requirement | MIL-STD Requirement R Finding
Number Paragraph Required Value ORI Met ok
Value Met
Allowable code rate and Code rate and ?aet]:r to
55 4.5.3(1) packet sizes shall be as packet sizes are collection
listed in 5.3.3. as listed in 5.3.3.
form D-13.
FEC code rate and FEC code rate
packet size shall be and packet size
indicated through the are indicated gaet?r to
56 4.5.3(2) PTP, BC, and MC header | through the collection
Code Rate and Packet header Code form D-13
Size fields, as described Rate and Packet )
in5.4.1 and 5.4.3. Size fields
Messages are transmitted Each burst Refer to
as data bursts. Each contains a data
96 5.1.2.2(1) burst shall contain a . .
maximum of 256 data maximum of 256 | collection
data packets. form D-13.
packets.
Data bits to be g?;jptgésii{g Refer to
97 5.1.2.2(2) | transmitted shall be individually data
grouped into individually collection
decodable data
decodable data packets. form D-13.
packets.
Each packet shall have a Each pgcket has Refer to
. : a data field that
98 5122 data field that contains a . . data
.1.2.2(3) . contains a fixed .
fixed number of data collection
bi number of data
its,... bits form D-13.
Data field is
...and, when necessary, followed by a
the data field shall be CRC field for Refer to
99 5.1.2.2(4) followed by a CRC field error detection data
T for error detection and a and a flush field collection
flush field that contains that contains form D-13.
encoder flush bits. encoder flush
bits.
. All packets in a Refer to
All packets in a burst
100 5.1.2.2(5) shall have the same burst have;he f daltla .
number of data bits same !‘“m ero collection
data bits. form D-13.
...and shall be FEC- Refer to
encoded at the same Packets are FEC- data
101 5.1.2.2(6) rate; however, packet encoded at the collection
sizes and FEC may vary | same rate. form D-13

from burst to burst.
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Table C-13.5. Packet Structure Test Results (continued)

Requirement | MIL-STD R e e T
Number Paragraph Required Value ORI Met ok
Value Met
. Packet sizes are | Refer to
Data packet sizes shall P=512 760 data
102 5.1.2.2(7) be P =512, 760, 864, or 4 1 24’ llecti
1024 data bits 8_6 , or 1024 data | collection
' bits. form D-13.
" Packet size and
The transmitting data
controller shall select the FEQ che rate
. are indicate to Refer to
packet size and FEC the receiving data | data
103 5.1.2.2(8) code rate and indicate 9 .
. - controller by collection
this to the receiving data : .
) 4 fields in the PTP, | form D-13.
controller by fields in the BC. or MC
PTP, BC, or MC header. '
header.
When ARQ is enabled, The transmitting
the transmitting data data controller
controller shall select the | selects the Refer to
packet size and FEC packet size and data
104 5.1.2.2(9) code rate, based on FEC code rate, .
collection
feedback from the based on form D-13
receiving data controller, | feedback from '
as described in 4.5.3 and | the receiving data
5.3.3. controller.
Packets shgll be. en_coded Packets are Refer to
and transmitted in bit encoded and data
105 5.1.2.2.1(1) | order, left to right (see . oo .
! transmitted in bit | collection
figure 12 [of the MIL- order, left to right. | form D-13
STD]). ’ gnt. :
The data field
The data field shall come | comes first, with Refer to
106 5.1.2.2.1(2) f|r§t, with the L'SBlof byte t_he LSB of byte 1 | data .
1 first and continuing in first and collection
byte order. continuing in byte | form D-13.
order.
Legend: CRC - Cyclic Redundancy Check MC - Multicast

ARQ - Automatic Repeat Request
BC - Broadcast Message

FEC - Forward Error Correction
LSB - Least Significant Bit

MIL-STD - Military Standard

PTP - Point-to-Point
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C-14 SUBTEST 14. MODE AND BURST TYPE VERIFICATION

C-14.1 Objective. To determine the extent of compliance to the requirements of
Military Standard (MIL-STD)-188-184 for mode and burst type.

C-14.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 16 and 21.

C-14.3 Test Procedures

a. Test Equipment Required
(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4)  Satellite Simulator
(5) Encryption Device (5)
(6) Protocol Analyzer
(7) MIL-STD-188-184E Monitor Terminal

b. Test Configuration. Configure the equipment as shown in figure C-14.1.

Transmitting Receivin
Terminal Termina
Data Data | —--- et L Data Data
Terminal [*%| Controller [*% ! Eneryption 10 :_Ra_d'i B | Radio €= Enerypion | 4> Controller || Terminal

N/

Satellite

/ i \

Radio | Radio | | Radio !
—a—a —a—a e
|“¢"| r-i--n |'_¢“I
1 Encryption | | Encryption | 1 Encryption |

____________

# ¢ ¢—> Protocol
Analyzer

______

Data Data Data
Controller Controller Controller
184 Monitor 184 Monitor 184 Monitor

Terminal Terminal Terminal
Receiving Receiving Monitor
Terminal Terminal Terminal

Figure C-14.1. Mode and Burst Type Data Controller Network Configuration
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C. Test Conduct. The test procedures are listed in table C-14.1.

Table C-14.1. Mode and Burst Type Test Procedures

Step | Action Settings/Action Result
1 Connect the equipment. As shown in figure C-14.1.
Configure UUT to send a PTP Enter the transmitting terminal and receiving
2 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Setthe FEC rate to mode, FEC code rate, and compression
adaptive. settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send a PTP message (with ARQ)
5 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
6 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\PTP_Mode Burst 5K.ixt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ PTP_ Mode Burst 5K.ixt
Record
g | Verify that the PB, PA, PTP, and | Refer to table C-14.2 for an example of a Lzst:'ts on
ACK bursts are received. properly transmitted PTP message. .
collection
form D-14.
Send a PTP message (with ARQ)
9 with a 100-Kbyte attachmenttoa | To be determined when UUT is identified.
terminal ID in the network.
10 Record the message on the 184E | Save traffic log to file. Name file: 184E\PTP_
console. Mode Burst 100K.txt
11 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\PTP_ Mode Burst 100K.ixt
Record
4o | Verify that the PB, PA, PTP, and | Refer to table C-14.2 for an example of a results on
ACK bursts are received. properly transmitted PTP message. data .
collection
form D-14.
Reconfigure UUT to send an MC Enter the transmitting terminal and receiving
13 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Set the FEC rate to mode, FEC code rate, and compression
adaptive. settings.
14 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
15 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send an MC message (with ARQ)
16 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
17 Record the message on the 184E | Save traffic log to file. Name file: 184E\MC_

console.

Mode Burst 5K.txt
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Table C-14.1. Mode and Burst Type Test Procedures (continued)

Step Action Settings/Action Result
Save traffic log to file. Name file: protocol
18 El%?gggltgﬁarrye;;.age on the analyzer\MC_ Mode_Burst _5K.txt
Record
) Verify that the MPB, PA, MC, and | Refer to table C-14.3 for an example of a results on
9 ACK bursts are received ly t itted MC data
. properly transmitte message. .
collection
form D-14.
Send an MC message (with ARQ)
20 with a 100-Kbyte attachmentto 2 | To be determined when UUT is identified.
terminal IDs in the network.
21 Record the message on the 184E | Save traffic log to file. Name file: 184E\MC_
console. Mode Burst 100K.ixt
22 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\MC_ Mode Burst 100K.ixt
Record
23 Verify that the MPB, PA, MC, and | Refer to table C-14.3 for an example of a results on
ACK bursts are received. properly transmitted MC message. data .
collection
form D-14.
Reconfigure UUT to send an MC Enter the transmitting terminal and receiving
o4 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Set the FEC rate to mode, FEC code rate, and compression
adaptive. settings.
25 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
26 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send a BC message with a 5-
27 Kbyte attachment to 2 terminal To be determined when UUT is identified.
IDs in the network.
8 Record the message on the 184E | Save traffic log to file. Name file: 184E\BC_
console. Mode Burst 5K.ixt
29 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\BC Packet_Structure 5K.txt
Record
30 Verify that the BC bursts are Refer to table C-14.4 for an example of a f:{;lts on
received. properly transmitted BC message. .
collection
form D-14.
Send a BC message with a 100-
31 Kbyte attachment to a terminal ID | To be determined when UUT is identified.
in the network.
32 Record the message on the 184E | Save traffic log to file. Name file: 184E\BC _
console. Mode Burst 100K.txt
33 Record the message on the Save traffic log to file. Name file: protocol

protocol analyzer.

analyzer\BC__ Mode_Burst _100K.txt
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Table C-14.1. Mode and Burst Type Test Procedures (continued)

Step Action Settings/Action Result
Record
34 Verify that the BC bursts are Refer to table C-14.4 for an example of a f:{;lts on
received. properly transmitted BC message. .
collection
form D-14.
Legend: ID - Identifier PTP - Point-to-Point
ACK - Acknowledgment Burst Kbyte - Kilobyte txt - Text file extension
ARQ - Automatic Repeat Request MC - Multicast UUT - Unit Under Test
BC - Broadcast Message PA - Probe Acknowledgement
FEC - Forward Error Correction PB - Probe Burst
Table C-14.2. PTP Mode and Burst Type Example
Time Type Source Destinations Burst Mesg ID Comments
ID
16:26:10 PB 1 3 1 1 BER 2840% ARQ REV 1 PRI 0
o BER 0% REV 1 PRI 0 REQ NOT
16:26:13 PA 3 1 1 1 AVAILABLE
~A. BER 3551% FEC 1 PACKETS 7
16:26:16  PTP 1 3 1 5> ARQ SOM EOM DESTUFF
9A- BER 0% REPEATS 1 REQ 7/8
16:26:20 ACK 3 1 1 5 FLOW 256
~A. BER 3267% FEC 7/8 PACKETS 5
16:26:23 PTP 1 3 2 5 ARQ EOM DESTUFE
9A- BER 0% REPEATS 0 REQ NOT
16:26:27  ACK ! 3 2 5 AVAILABLE FLOW 256
Legend: ID - Identifier PTP - Point-to-Point
ACK - Acknowledgement Burst MC - Multicast REQ - Request

ARQ - Automatic Repeat Request
BER - Bit Error Ratio

EOM - End-of-Message
FEC - Forward Error Correction

Mesg - Message

PA - Probe Acknowledgement
PB - Probe Burst

PRI - Priority

REV - Revision
SOM - Start-of-Message

Table C-14.3. MC Mode and Burst Type Example

Time Type Source Destinations  Burst Mesg ID Comments
ID
18:07:24 MPB 1 256789 8 1 BER 0% ARQ REV 1 PRI 0
18:07:25 PA 2 1 8 1 BER 0% REV 1 PRI 0 REQ 1
BER 0% FEC 1 REPEATS 0
18:07:44 MC 1 2 1 13 PACKETS 4 ARQ SOM EOM
DESTUFF
A BER 0% REPEATS 0 REQ 1
18:07:45 ACK 2 1 1 13 FLOW 256
Legend: FEC - Forward Error Correction REQ - Request

ACK - Acknowledgement Burst ID - Identifier REV - Revision

ARQ - Automatic Repeat Request MC - Multicast SOM - Start-of-Message
BER - Bit Error Ratio Mesg - Message

EOM - End-of-Message PRI - Priority
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Table C-14.4. BC Mode and Burst Type Example

Time Type Source Destinations Burst Mesg ID Comments
ID
0,
21-:45:02 BC 1 255 1 3 EETAO/O FEC 1 PACKETS 1 SOM
Legend: EOM - End-of-Message Mesg - Message
BC - Broadcast Message FEC - Forward Error Correction SOM - Start-of-Message
BER - Bit Error Ratio ID - Identifier

C-14.4 Presentation of Results. The results will be shown in a table similar to table
C-14.5 indicating the requirement and measured value or indications of capability.

Table C-14.5. Mode and Burst Type Test Results

Requirement | MIL-STD R — e e
L Paragraph Required Value Mt:,asured Met ok
alue Met
The communications Listed in MIL- Refer to
16 4.41 modes described in STD-188-184 data .
o 4.4.1.1 through 4.4.1.3 4.4.1.1 through collection
shall be supported. 44.1.3 form D-14.
The following burst types | Transmitted Refer to
21 442 shall be used to support packets are the data
o connectivity of the three same length and | collection
communications modes: FEC in the burst. | form D-14.
Legend:
MIL-STD - Military Standard
FEC - Forward Error Correction
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C-15 SUBTEST 15. BURST AND MESSAGE IDENTIFIER VERIFICATION

C-15.1 Objective. To determine the extent of compliance to the requirements of
Military Standard (MIL-STD)-188-184 for burst and message identifiers (ID).

C-15.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 269-280, 321, and 322.

C-15.3 Test Procedures

a. Test Equipment Required
(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4)  Satellite Simulator
(5)  Encryption Device (5)
(6) Protocol Analyzer
(7) MIL-STD-188-184E Monitor Terminal
b. Test Configuration. Configure the equipment as shown in figure C-15.1.
Transmitting Receivin
Terminal Termina
Te[r)riti?]al i Co[r?targaller Q:L;_":_‘VE':_"]“ :__R:_"E] ::RE“E]‘—’: _E”:_’V_"_”"__”]ﬂ CoEf'rtcﬁler <> Tel:r)riﬁal
N/
Simulor
oy / ﬁ \ oy
:E}:;d" :E:Z;:;" :EHZW%‘;'I
L__t__d L__t__d L__t_—b_d Protocol
Analyzer
t t Data

Data
Controller

v

184 Monitor
Terminal

Receiving
Terminal

Data
Controller

v

184 Monitor
Terminal

Receiving
Terminal

Controller

v

184 Monitor
Terminal
Monitor
Terminal

Figure C-15.1. Burst and Message Identifier Network Configuration
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C. Test Conduct. The test procedures are listed in table C-15.1.
Table C-15.1. Burst and Message Identifier Test Procedures

] Step Action Settings/Action Result
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Table C-15.1. Burst and Message Identifier Test Procedures (continued)

Step Action Settings/Action Result
Save traffic log to file. Name file: protocol
18 El%?ggltgﬁarryezse?ge on the analyzer\MC_ Burst_Message_ID _5K.txt
Record
) Verify that the MPB, PA, MC, and | Refer to table C-15.3 for an example of a results on
9 ACK bursts are received ly t itted MC data
. properly transmitte message. .
collection
form D-15.
Send an MC message (with ARQ)
20 with a 100-Kbyte attachmentto 2 | To be determined when UUT is identified.
terminal IDs in the network.
21 Record the message on the 184E | Save traffic log to file. Name file: 184E\MC_
console. Burst Message ID 100K.txt
22 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\MC_ Burst Message ID 100K.ixt
Record
23 Verify that the MPB, PA, MC, and | Refer to table C-15.3 for an example of a results on
ACK bursts are received. properly transmitted MC message. data .
collection
form D-15.
Reconfigure UUT to send an MC Enter the transmitting terminal and receiving
o4 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Set the FEC rate to mode, FEC code rate, and compression
adaptive. settings.
25 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
26 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
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Table C-15.1. Burst and Message Identifier Test Procedures (continued)

Step Action Settings/Action Result
Record
34 Verify that the BC bursts are Refer to table C-15.4 for an example of a f:{;lts on
received. properly transmitted BC message. .
collection
form D-15.
Legend: ID - Identifier PB - Probe Burst
ACK - Acknowledgment Burst Kbyte - Kilobyte PTP - Point-to-Point
ARQ - Automatic Repeat Request MC - Multicast txt - Text file extension
BC - Broadcast Message MPB - Multicast Probe Burst UUT - Unit Under Test
FEC - Forward Error Correction PA - Probe Acknowledgement
Table C-15.2. PTP Burst and Message Identifier Example
Time Type Source Destinations Burst Mesg ID Comments
ID
16:26:10 PB 1 3 1 1 BER 2840% ARQ REV 1 PRI 0
o BER 0% REV 1 PRI 0 REQ NOT
16:26:13 PA 3 1 1 1 AVAILABLE
~a. BER 3551% FEC 1 PACKETS 7
16:26:16  PTP 1 3 1 5> ARQ SOM EOM DESTUFF
9A- BER 0% REPEATS 1 REQ 7/8
16:26:20 ACK 3 1 1 5 FLOW 256
~A. BER 3267% FEC 7/8 PACKETS 5
16:26:23 PTP 1 3 2 5 ARQ EOM DESTUFE
9A- BER 0% REPEATS 0 REQ NOT
16:26:27 ACK ! 3 2 5 AVAILABLE FLOW 256
Legend: ID - Identifier PTP - Point-to-Point
ACK - Acknowledgement Burst MC - Multicast REQ - Request

ARQ - Automatic Repeat Request
BER - Bit Error Ratio
EOM - End-of-Message

FEC - Forward Error Correction

Mesg - Message

PA - Probe Acknowledgement
PB - Probe Burst

PRI - Priority

REV - Revision
SOM - Start-of-Message

Table C-15.3. MC Burst and Message Identifier Example
Time Type Source Destinations  Burst Mesg ID Comments
ID
18:07:24 MPB 1 256789 8 1 BER 0% ARQ REV 1 PRI 0
18:07:25 PA 2 1 8 1 BER 0% REV 1 PRI 0 REQ 1
BER 0% FEC 1 REPEATS 0
18:07:44 MC 1 2 1 13 PACKETS 4 ARQ SOM EOM
DESTUFF
.07 BER 0% REPEATS 0 REQ 1
18:07:45 ACK 2 1 1 13 FLOW 256
Legend: ID - Identifier REQ - Request
ACK - Acknowledgement Burst MC - Multicast REV - Multicast

ARQ - Automatic Repeat Request
BER - Bit Error Ratio
EOM - End-of-Message

FEC - Forward Error Correction

Mesg - Message

MPB - Multicast Probe Burst
PA - Probe Acknowledgement
PRI - Priority

SOM - Start-of-Message
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Table C-15.4. BC Burst and Message ldentifier Example

Time Type Source Destinations Burst Mesg ID Comments
ID
0,
21-:45:02 BC 255 1 3 EETAO/O FEC 1 PACKETS 1 SOM
Legend: EOM - End-of-Message Mesg - Message

BC - Broadcast Message

BER - Bit Error Ratio

FEC - Forward Error Correction

ID - Identifier

SOM - Start-of-Message

C-15.4 Presentation of Results. The results will be shown in a table similar to table

C-15.5 indicating the requirement and measured value or indications of capability.

Table C-15.5. Burst and Message Identifier Test Results

Requirement | MIL-STD R — e e
Number Paragraph Required Value Mt:,aaslﬂzed Met I'\‘IJIZ:
To maintain proper The transmitting Refer to
269 537 synchronization, burst data controller data
3.7(1) ) o .
and message counters identifies bursts collection
shall be used. with counters. form D-15.
The Burst ID and -
270 5.3.7(2) provided in the PTP, BC, | . o .
identifies bursts collection
and MC headers shall be .
! with counters. form D-15.
used for this purpose.
Refer to
271 5.3.7(3) :-ehereBsLérr?tt ;th?i?ltlaurst Burst ID has a 4- | data
" P bit burst counter. | collection
counter. form D-15
Burst ID is Refer to
It shall be incremented incremented data
272 5.3.7(4) modulo 16 for every new | modulo 16 for .
: collection
burst in the message,... every new burst form D-15
in the message. '
...and shall be reset to Burst ID is reset c?aet]:r to
273 5.3.7(5) zero for each new to zero for each .
collection
message. new message. form D-15.
It shall not be ﬁmiitnigr:tseg?‘tm Refer to
274 5.3.7(6) incremented for bursts bursts repeated data _
repeated due to lack of collection
due to lack of
acknowledgment. form D-15.
acknowledgment.
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Table C-15.5. Burst and Message Identifier Test Results (continued)

Requirement | MIL-STD R e e T
Number Paragraph Required Value ORI Met ok
Value Met
The Message ID field xefjsgﬁtgffgt ?aetf:r to
275 5.3.7(7) shall represent a 4-bit P lecti
message counter message collection
' counter. form D-15.
Message ID is
It shall be incremented incremented (Ij?aet?r to
276 5.3.7(8) modulo 16 for each new modulo 16 for .
collection
message,... each new
form D-15.
message
Message ID
...and it shall remain the remains the gaet?r to
277 5.3.7(9) same for every burst of same for every .
collection
the message. burst of the
form D-15.
message.
Each transmitting
Each transmitting data data controller Refer to
controller shall maintain maintains its data
28 5.3.7(10) its own independent independent collection
message counter. message form D-15.
counter.
Burst and
Burst and Message ID Message ID Refer to
fields shall also be fields are data
279 53.7(11) | provided in the ACK, PA, | provided inthe | collection
and RSYNC headers. ACK, PA, and form D-15.
RSYNC headers.
ACK refers to the Refer to
These fields shall refer to | burst and data
280 5.3.7(12) the burst and message message IDs .
; ; collection
IDs being acknowledged. | being
form D-15.
acknowledged.
Burst ID. This 4-bit field .
represents the burst Burst ID 'f’ d Refer to
count. It shall be incremente data
321 5.4.11(1) ; : modulo 16 for .
incremented modulo 16 collection
. every new burst
for every new burst in the | . form D-15.
in the message.
message, ...
...and it shall be reset to Burst ID is reset gaet?r to
322 5.4.11(2) zero for each new to zero for each .
message new message collection
ge. ge. form D-15.
Legend: ID - Identifier PA - Probe Acknowledgement
ACK - Acknowledgement Burst MC - Multicast PTP - Point-to-Point

BC - Broadcast Message

MIL-STD - Military Standard

RSYNC - Resynchronization Burst

C-96




C-16 SUBTEST 16. TRANSMIT PROCESS VERIFICATION

C-16.1 Objective. To determine the extent of compliance to the requirements of
Military Standard (MIL-STD)-188-184 for burst and message identifiers (ID).

C-16.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 73-77, and 121.

C-16.3 Test Procedures

a. Test Equipment Required
(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4)  Satellite Simulator
(5) Encryption Device (5)
(6) Protocol Analyzer

(7) MIL-STD-188-184E Monitor Terminal

b. Test Configuration. Configure the equipment as shown in figure C-16.1.
Transmitting Receivin
Terminal Termina
Teraal ¥ Conotdor ‘*:E_":f_'f:j-:‘* | Rl | ::RE"E"_’:L_E”:_’V:_“:_“]ﬁ Contigler |4 » T2,

a

Satellite
o 1 o 1 '

______

____________

¢ ¢ ¢—> Protocol
Analyzer
Data Data Data
Controller Controller Controller

184 Monitor 184 Monitor 184 Monitor
Terminal Terminal Terminal

Receiving Receiving Monitor
Terminal Terminal Terminal

Figure C-16.1. Transmit Process Network Configuration
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C. Test Conduct. The test procedures are listed in table C-16.1.

Table C-16.1. Transmit Process Test Procedures

Step | Action Settings/Action Result
1 Connect the equipment. As shown in figure C-16.1.
Configure UUT to send a PTP Enter the transmitting terminal and receiving
2 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Setthe FEC rate to mode, FEC code rate, and compression
adaptive. settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send a PTP message (with ARQ)
5 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
6 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\PTP_Transmit Process 5K.txt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ PTP_ Transmit Process 5K.txt
Record
g | Verify that the PB, PA, PTP, and | Refer to table C-13.2 for an example of a Lzst:'ts on
ACK bursts are received. properly transmitted PTP message. .
collection
form D-16.
Send a PTP message (with ARQ)
9 with a 100-Kbyte attachmenttoa | To be determined when UUT is identified.
terminal ID in the network.
10 Record the message on the 184E | Save traffic log to file. Name file: 184E\PTP_
console. Transmit_Process _100K.txt
11 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\PTP_ Transmit Process 100K.ixt
Record
4o | Verify that the PB, PA, PTP, and | Refer to table C-16.2 for an example of a results on
ACK bursts are received. properly transmitted PTP message. data .
collection
form D-16.
Reconfigure UUT to send an MC Enter the transmitting terminal and receiving
13 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Set the FEC rate to mode, FEC code rate, and compression
adaptive. settings.
14 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
15 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send an MC message (with ARQ)
16 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
17 Record the message on the 184E | Save traffic log to file. Name file: 184E\MC_

console.

Transmit Process 5K.txt
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Table C-16.1. Transmit Process Test Procedures (continued)

Step Action Settings/Action Result
Save traffic log to file. Name file: protocol
Record the message on the :
18 protocol analyzer. analyzer\MC__ Transmit_Process _5K.txt
Record
Verify that the MPB, PA, MC, and | Refer to table C-16.3 for an example of a results on
19 . . data
ACK bursts are received. properly transmitted MC message. .
collection
form D-16.
Send an MC message (with ARQ)
20 with a 100-Kbyte attachmentto 2 | To be determined when UUT is identified.
terminal IDs in the network.
Record the message on the 184E | Save traffic log to file. Name file: 184E\MC _
21 i
console. Transmit_Process 100K.txt
22 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\MC_ Transmit_Process _100K.txt
Record
Verify that the MPB, PA, MC, and | Refer to table C-16.3 for an example of a results on
23 . . data
ACK bursts are received. properly transmitted MC message. .
collection
form D-16.
Reconfigure UUT to send an MC Enter the transmitting terminal and receiving
o4 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Set the FEC rate to mode, FEC code rate, and compression
adaptive. settings.
25 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
26 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send a BC message with a 5-
27 Kbyte attachment to 2 terminal To be determined when UUT is identified.
IDs in the network.
Record the message on the 184E | Save traffic log to file. Name file: 184E\BC_
28 i
console. Transmit_Process 5K.txt
29 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\BC _Transmit Process 5K.txt
Record
30 Verify that the BC bursts are Refer to table C-16.4 for an example of a f:{;lts on
received. properly transmitted BC message. .
collection
form D-16.
Send a BC message with a 100-
31 Kbyte attachment to a terminal ID | To be determined when UUT is identified.
in the network.
Record the message on the 184E | Save traffic log to file. Name file: 184E\BC _
32 i
console. Transmit_Process _100K.txt
33 Record the message on the Save traffic log to file. Name file: protocol

protocol analyzer.

analyzer\BC _ Transmit_Process _100K.txt
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Table C-16.1. Transmit Process Test Procedures (continued)

Step Action Settings/Action Result
Record
34 Verify that the BC bursts are Refer to table C-16.4 for an example of a f:{;lts on
received. properly transmitted BC message. .
collection
form D-16.
Legend: ID - Identifier PB - Probe Burst
ACK - Acknowledgment Burst Kbyte - Kilobyte PTP - Point-to-Point
ARQ - Automatic Repeat Request MC - Multicast txt - Text file extension
BC - Broadcast Message MPB - Multicast Probe Burst UUT - Unit Under Test
FEC - Forward Error Correction PA - Probe Acknowledgement
Table C-16.2. PTP Transmit Process Example
Time Type Source Destinations Burst Mesg ID Comments
ID
16:26:10 PB 1 3 1 1 BER 2840% ARQ REV 1 PRI 0
Py BER 0% REV 1 PRI 0 REQ NOT
16:26:13 PA 3 1 1 1 AVAILABLE
. BER 3551% FEC 1 PACKETS 7
16:26:16 PTP 1 3 1 ®>  ARQ SOM EOM DESTUFF
9R- BER 0% REPEATS 1 REQ 7/8
16:26:20 ACK 3 1 1 5 FLOW 256
. BER 3267% FEC 7/8 PACKETS 5
16:26:23 PTP 1 3 2 5 ARQ EOM DESTUFF
9R- BER 0% REPEATS 0 REQ NOT
16:26:27  ACK ! 3 2 5 AVAILABLE FLOW 256
Legend: ID - Identifier PRI - Priority
ARQ - Automatic Repeat Request MC - Multicast PTP - Point-to-Point

BER - Bit Error Ratio
EOM - End-of-Message

FEC - Forward Error Correction

Mesg - Message
PA - Probe Acknowledgement
PB - Probe Burst

REQ - Request
REV - Revision
SOM - Start-of-Message

Table C-16.3. MC Transmit Process Example

Time

18:07:24
18:07:25

18:07:44

18:07:45

Type

MPB
PA

MC

ACK

Source Destinations Burst
ID
1 256789 8
2 1 8
1 2 1
2 1 1

C-100

Mesg ID

1
1

13

13

Comments

BER 0% ARQ REV 1 PRI 0
BER 0% REV 1 PRI 0 REQ 1
BER 0% FEC 1 REPEATS 0
PACKETS 4 ARQ SOM EOM
DESTUFF




Table C-16.4. BC Transmit Process Example

Time Type Source Destinations Burst Mesg ID Comments
ID
0,
21-:45:02 BC 255 1 3 EETAO/O FEC 1 PACKETS 1 SOM
Legend: EOM - End-of-Message Mesg - Message

BC - Broadcast Message

BER - Bit Error Ratio

FEC - Forward Error Correction

ID - Identifier

SOM - Start-of-Message

C-16.4 Presentation of Results. The results will be shown in a table similar to table
C-16.5 indicating the requirement and measured value or indications of capability.

Table C-16.5. Transmit Process Test Results

Requirement
Number

MIL-STD
Paragraph

Requirement

Result

Finding

Required Value

Measured
Value

Not

Met Met

73

5.1.2(1)

A message received from
the data terminal shall be
compressed, if
compression is enabled,
and should be buffered
until there is enough data
to fill an entire data burst,
or the end of the
message is reached.

74

5.1.1(2)

At this point, a header
shall be formatted and
encoded.

75

5.1.2(3)

The received data shall
be packetized, and, when
necessary, cyclic
redundancy check
(CRC)- and FEC-
encoded in preparation
for transmission.

76

5.1.2(4)

The burst transmission
shall begin with the start-
of-message (SOM), then
the header, followed by
data packets.

The transmitting
data controller
sends all required
components in
the message.

Refer to
data
collection
form D-16.
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Table C-16.5. Transmit Process Test Results (continued)

Requirement | MIL-STD R — e e
Number Paragraph Required Value Mt:lasured Met Not
alue Met
The transmitting
This process shall data controller_ Refer to
77 5.1.2(5) continue until all data sends all reqplred data .
ackets have been sent. components in all | collection
P bursts of the form D-16.
message.
The code rate shall be
determined by the
transmitting data
121 51.2.3(2) controller, based on
feedback from the
receiving data controller.
Legend: FEC - Forward Error Correction SOM - Start-of-Message

CRC - Cyclic Redundancy Check

MIL-STD - Military Standard
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C-17 SUBTEST 17. RECEIVE PROCESS VERIFICATION

C-17.1 Objective. To determine the extent of compliance to the requirements of

Military Standard (MIL-STD)-188-184 for the receive process.

C-17.2 Criteria. The system under test must meet the following requirements stated in

MIL-STD-188-184 as listed in appendix B: 2 and 155-189.

C-17.3 Test Procedures

a. Test Equipment Required
(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3)  MIL-STD-188-181 compliant radio (5)
(4)  Satellite Simulator with noise generator
(5)  Encryption Device (5)
(6) Protocol Analyzer
(7) MIL-STD-188-184E Monitor Terminal
b. Test Configuration. Configure the equipment as shown in figure C-17.1.
Transmitting Receivin
Terminal Termina
Teraal ¥ Conotdor ‘*:E_":LV_F‘_“’j 14> | Rl | ::RE"E"_’:L_E”:_’V:_“:_“]ﬁ Contigler |4 » T2,
Satellite
/ Simulator X
| EHZ%E | Encypton | | EHZ%;':
__5_ __5_ __5—»_ Protocol
Analyzer
Data Data Data
Controller Controller Controller
184 Monitor 184 Monitor
Terminal Terminal Terminal
Receiving Receiving Monitor
Terminal Terminal Terminal

Figure C-17.1. Receive Process Data Controller Network Configuration
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C. Test Conduct. The test procedures are listed in table C-17.1.

Table C-17.1. Receive Process Test Procedures

Step | Action Settings/Action Result
1 Connect the equipment. As shown in figure C-17.1.
Configure UUT to send a PTP Enter the transmitting terminal and receiving
2 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Setthe FEC rate to mode, FEC code rate, and compression
adaptive. settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send a PTP message (with ARQ)
5 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
6 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\PTP_Receive Process 5K.txt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ PTP_ Receive Process 5K.txt
Record
g | Verify that the PB, PA, PTP, and | Refer to table C-17.2 for an example of a Lzst:'ts on
ACK bursts are received. properly transmitted PTP message. .
collection
form D-17.
Send a PTP message (with ARQ)
9 with a 100-Kbyte attachmenttoa | To be determined when UUT is identified.
terminal ID in the network.
10 Record the message on the 184E | Save traffic log to file. Name file: 184E\PTP_
console. Receive Process 100K.txt
11 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\PTP_Receive Process 100K.ixt
Record
1o | Verify that the PB, PA, PTP, and | Refer to table C-17.2 for an example of a results on
ACK bursts are received. properly transmitted PTP message. data .
collection
form D-17.
Reconfigure UUT to send an MC Enter the transmitting terminal and receiving
13 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Set the FEC rate to mode, FEC code rate, and compression
adaptive. settings.
14 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
15 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send an MC message (with ARQ)
16 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
17 Record the message on the 184E | Save traffic log to file. Name file: 184E\MC_

console.

Receive Process 5K.txt
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Table C-17.1. Receive Process Test Procedures (continued)

Step Action Settings/Action Result
Save traffic log to file. Name file: protocol
18 Er%?ggtgﬁarryi?fge on the analyzer\MC__ Receive _Process _5K.ixt
Record
) Verify that the MPB, PA, MC, and | Refer to table C-17.3 for an example of a results on
9 ACK bursts are received ly t itted MC data
. properly transmitte message. .
collection
form D-17.
Send an MC message (with ARQ)
20 with a 100-Kbyte attachmentto 2 | To be determined when UUT is identified.
terminal IDs in the network.
21 Record the message on the 184E | Save traffic log to file. Name file: 184E\MC_
console. Receive Process 100K.txt
22 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\MC_ Receive Process 100K.txt
Record
23 Verify that the MPB, PA, MC, and | Refer to table C-17.3 for an example of a results on
ACK bursts are received. properly transmitted MC message. data .
collection
form D-17.
Reconfigure UUT to send an MC Enter the transmitting terminal and receiving
o4 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Set the FEC rate to mode, FEC code rate, and compression
adaptive. settings.
25 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
26 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send a BC message with a 5-
27 Kbyte attachment to 2 terminal To be determined when UUT is identified.
IDs in the network.
8 Record the message on the 184E | Save traffic log to file. Name file: 184E\BC_
console. Receive Process 5K.txt
29 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\BC _Receive Process 5K.txt
Record
30 Verify that the BC bursts are Refer to table C-17.4 for an example of a f:{;lts on
received. properly transmitted BC message. .
collection
form D-17.
Send a BC message with a 100-
31 Kbyte attachment to a terminal ID | To be determined when UUT is identified.
in the network.
32 Record the message on the 184E | Save traffic log to file. Name file: 184E\BC _
console. Receive Process 100K.txt
33 Record the message on the Save traffic log to file. Name file: protocol

protocol analyzer.

analyzer\BC _ Receive _Process _100K.txt
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Table C-17.1. Receive Process Test Procedures (continued)

Step Action Settings/Action Result
Record
34 Verify that the BC bursts are Refer to table C-17.4 for an example of a f:{;lts on
received. properly transmitted BC message. .
collection
form D-17.
Legend: ID - Identifier PB - Probe Burst
ACK - Acknowledgment Burst Kbyte - Kilobyte PTP - Point-to-Point
ARQ - Automatic Repeat Request MC - Multicast txt - Text file extension
BC - Broadcast Message MPB - Multicast Probe Burst UUT - Unit Under Test
FEC - Forward Error Correction PA - Probe Acknowledgement
Table C-17.2. PTP Receive Process Example
Time Type Source Destinations Burst Mesg ID Comments
ID
16:26:10 PB 1 3 1 1 BER 2840% ARQ REV 1 PRI 0
Py BER 0% REV 1 PRI 0 REQ NOT
16:26:13 PA 3 1 1 1 AVAILABLE
. BER 3551% FEC 1 PACKETS 7
16:26:16  PTP 1 3 1 > ARQ SOM EOM DESTUFF
9R- BER 0% REPEATS 1 REQ 7/8
16:26:20 ACK 3 1 1 5 FLOW 256
. BER 3267% FEC 7/8 PACKETS 5
16:26:23 PTP 1 3 2 5 ARQ EOM DESTUFF
9R- BER 0% REPEATS 0 REQ NOT
16:26:27 ACK ! 3 2 5 AVAILABLE FLOW 256
Legend: ID - Identifier PTP - Point-to-Point
ACK - Acknowledgement Burst MC - Multicast REQ - Request

ARQ - Automatic Repeat Request
BER - Bit Error Ratio

EOM - End-of-Message

FEC - Forward Error Correction

Mesg - Message

PA - Probe Acknowledgement
PB - Probe Burst

PRI - Priority

REV - Revision
SOM - Start-of-Message

Table C-17.3. MC Receive Process Example

Time Type Source Destinations  Burst Mesg ID Comments
ID
18:07:24 MPB 1 256789 8 1 BER 0% ARQ REV 1 PRI 0
18:07:25 PA 2 1 8 1 BER 0% REV 1 PRI 0 REQ 1
BER 0% FEC 1 REPEATS 0
18:07:44 MC 1 2 1 13 PACKETS 4 ARQ SOM EOM
DESTUFF
. BER 0% REPEATS 0 REQ 1
18:07:45 ACK 2 1 1 13 FLOW 256
Legend: FEC - Forward Error Correction PA - Probe Acknowledgement
ACK - Acknowledgement Burst ID - Identifier PRI - Priority
ARQ - Automatic Repeat Request MC - Multicast REQ - Request
BER - Bit Error Ratio Mesg - Message REV - Revision

EOM - End-of-Message

MPB - Multicast Probe Burst

SOM - Start-of-Message
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Table C-17.4. BC Receive Process Example

Time Type Source Destinations Burst Mesg ID Comments
ID
0,
21-:45:02 BC 255 1 3 EETAO/O FEC 1 PACKETS 1 SOM
Legend: EOM - End-of-Message Mesg - Message

BC - Broadcast Message

BER - Bit Error Ratio

FEC - Forward Error Correction

ID - Identifier

SOM - Start-of-Message

C-17.4 Presentation of Results. The results will be shown in a table similar to table
C-17.5 indicating the requirement and measured value or indications of capability.

Table C-17.5. Receive Process Test Results

Requirement | MIL-STD R — Result it
Number Paragraph Required Value Measured Met Not
Value Met
The data controller shall -clz—gl?trdcj‘lfr S:tf:r to
155 5.2.1(2) process the header th lecti
kernel. processes the collection
header kernel. form D-17.
If the header type field
indicates the presence of Igstg?lfr shall Refer to
156 5.2.1(3) a header extension, the process the data _
data controller shall header extension collection
process the header as well form D-17.
extension as well. )
If the header CRC is -
. . The receiving
invalid or the header
destination field does not giastsa?ggtroller E:t?r to
157 5.2.1(4) match the receiving data that d lecti
controller's network 1D messages nat do | co ection
the burst shall be ’ not match its ID form D-17.
. the message.
discarded.
If the header CRC and
the destination field are ;li—gli ts’[;:"t tt));pe gaetfr to
158 5.2.1(5) valid, the burst type field decoded and lecti
shall be decoded and ecoded an collection
acted upon acted upon. form D-17.
If the burst type is a PB or
MPB, the receiving data The receiving Refer to
controller shall send a data controller data
159 52.1(6) PA, provided the sends the collection
receiving data controller required ACK. form D-17.
is not busy...
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Table C-17.5. Receive Process Test Results (continued)

Requirement | MIL-STD S E— —— e i
Number Paragraph Required Value Measured Met Not
Value Met
.(if itis busy, it shall RSYNC is sent if ?aetf:r to
160 5.2.1(7) respond with an RSYNC | data controller is .
burst) bus collection
) Y- form D-17.
If the burst type is a data o
burst (PTP, BC, or MC | € receiving Refer to
o data controller
burst), the receiving data data
161 5.2.1(8) processes the .
controller shall process collection
data packets that
the data packets that form D-17.
follow the header.
follow the header.
If the PTP, BC, or MC
header's No ARQ bit is Refer to
cleared, the receiving ACK is data
162 52.1(9) data controller shall transmitted. collection
formulate and transmit an form D-17.
ACK, as described in 5.4.
PA and ACK burst Eﬁr ;”dr(fcizsin S:tf:" to
163 5.2.1(10) processing shall be as . rfp d 9 llecti
specified in 5.1.1. IS performed as coflection
specified in 5.1.1. | form D-17.
If a SOM is detected, the Refer to
o Data controller
receiving data controller data
164 5.2.2(1) . . processes the .
shall begin processing header collection
the header. ) form D-17.
Four copies of the kernel Four copies of Refer to
. X the kernel and
and extension (if present) , data
165 5.2.2(2) . extension are .
shall be combined and combined and collection
FEC-decoded,... FEC-decoded. form D-17.
Refer to
...and the header CRC . data
166 52.2(3) shall be checked. CRC s checked. collection
form D-17.
If the CRC or the Receiving data Refer to
destination ID are invalid, | controller data
167 52.2(4) the burst shall be discards invalid collection
discarded. IDs. form D-17.
Header
Otherwise, the header information is Refer to
information shall be interpreted to data
168 52.2(5) interpreted to determine determine the collection
the content of the burst. content of the form D-17.
burst.
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Table C-17.5. Receive Process Test Results (continued)

Requirement | MIL-STD R e e T
Number Paragraph Required Value ORI Met ok
Value Met
e Jaaes
169 522(6) | shall be assembled and, | Datd packetsare | data
FEC-decoded. collection
for code rates other than form D-17
1, FEC-decoded. '
The decoded packets Packets are Refer to
shall then be decompressed to data
170 5.2.2(7) decompressed, if retrieve the .
. . collection
necessary, to retrieve the | transmitted
! form D-17.
transmitted message. message.
If the format of the current
burst is different than the | Encoded packets Refer to
previous burst, encoded are FEC-decoded data
171 5.2.2(8) packets shall be FEC- and previously .
. ; collection
decoded, and previously | received packets
! . . form D-17.
received packets, if any, are discarded.
should be discarded.
A CRC shall also be ACRCis Refer to
performed on the performed on the data
172 5.2.2(9) decoded packets .
decoded packets when when ARQ is collection
ARQ is enabled. form D-17.
enabled.
Correctly received
packets shall then be E;%r;ﬁ;t(ljy ackets ?aet?r to
173 5.2.2(10) | decompressed, if P .
. are collection
necessary, to retrieve the decompressed form D-17
transmitted information. P ' '
Once a burst has been Refer to
174 5.22(11) | Processed,an ACKshall | ) oy is sent. | 9218
be sent, as described in collection
5.3.1. form D-17.
The ACK shall identify
any packets in error, as The ACK Refer to
described in 4.5.1, and includes packet data
175 5.2.2(12) the desired code rate as error and code collection
determined by the rate information. form D-17.

receiving data controller.
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Table C-17.5. Receive Process Test Results (continued)

Requirement | MIL-STD R e AT
Number Paragraph Required Value Mt:,asured Met Not
alue Met
Channel quality shall be
determined and mapped Channel quality is ?aet?r to
176 5.2.2(13) to one of the four possible | mapped collection
g(r)ci(.a rates: 1/2, 3/4, 7/8, | correctly. form D-17.
The desired code
The desired code rate rate is sent to the
shall then be sent to the transmitting data | Refer to
transmitting data controller, using data
77 5.2.2(14) controller, using the the Requested collection
Requested Code Rate Code Rate field form D-17.
field of the ACK header. of the ACK
header.
The burst type
The burst type field of the field of the Refer to
decoded kernel
179 5.222(1) | decoded kernel shal indicates the data
indicate the existence of . collection
a header extension. existence of a form D-17.
header
extension.
If so, the extension The extension Refer to
repeats shall be repeats are data
180 5.2.2.2(2) combined and FEC- combined and collection
decoded. FEC-decoded. form D-17.
The header CRC
The header CRC shall is checked Refer to
then be checked against  against the kernel data
181 5.2.2.2(3) the kernel and extension  and extension to .
. .. . collection
to determine the validity determine the form D-17

of the burst.
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Table C-17.5. Receive Process Test Results (continued)

Requirement | MIL-STD S E— R AL
Number Paragraph Required Value Measured Met Not
Value Met
The packet format,
specifically the packet
size, ARQ, and code rate | The incoming Refer to
specified in the header, encoded packets | data
183 5.2.2.3(1) shall be used to are reconstructed | collection
reconstruct the encoded properly. form D-17.
packets from the
incoming bit stream.
The resulting encoded Packet size is as gaet?r to
184 5.2.2.3(2) packet size shall be as described in collection
described in 5.1.2.3.3. 5.1.2.3.3.
form D-17.
If ARQ is disabled, for Packets are FEC- | Refer to
code rates other than 1, decoded. as data
185 5.2.2.3(3) received packets shall be e .
specified in collection
FEC-decoded, as 5224 form D-17
specified in 5.2.2.4. e :
The decoded packets The decoded ?aetfr to
186 5.2.2.3(4) shall then be packets are .
depacketized depacketized collection
) ) form D-17.
For a code rate of 1, or
upon completion of FEC The receiving
; o Refer to
decoding, the receiving data controller data
187 5.2.2.3(5) data controller shall then | performs a CRC .
e collection
perform a CRC verification of the form D-17
verification of the packets. '
packets.
. Refer to
Packets that pass this
188 5.2.2.3(6) | check shall then be Packets are data
. depacketized. collection
depacketized.
form D-17.
Once all of the packets in The receivin
the data burst are 9 Refer to
rocessed, the receivin data controller data
189 5223(7) |P ’ 9 | formats and .
data controller shall . collection
. transmits an ACK
format and transmit an burst form D-17.
ACK burst. '
Data controllers
Data controllers shall process and
2 42(2) process and respond to respond to all

all bursts that contain
their network ID.
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Table C-17.5. Receive Process Test Results (continued)

Requirement | MIL-STD Requirement e A e
Number Paragraph Required Value Measured Met Not
Value Met
...(if it is busy, it shall RSYNC burst is ?aetf:r to
160 5.2.1(7) respond with an RSYNC | transmitted when lecti
burst) busy collection
' ' form D-17.
Legend: FEC - Forward Error Correction PA - Probe Acknowledgement

ACK - Acknowledgment Burst
ARQ - Automatic Repeat Request
BC - Broadcast Message

CRC - Cyclic Redundancy Check

ID - Identifier
MC - Multicast

MIL-STD - Military Standard
MPB - Multicast Probe Burst

PB - Probe Burst

PTP - Point-to-Point

RSYNC - Resynchronization Burst
SOM - Start-of-Message
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C-18 SUBTEST 18. FLOW CONTROL VERIFICATION

C-18.1 Objective. To determine the extent of compliance to the requirements of
Military Standard (MIL-STD)-188-184 for the receive process.

C-18.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 58 and 265-268.

C-18.3 Test Procedures

a. Test Equipment Required

(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4) Satellite Simulator with noise generator
(5)  Encryption Device (5)
(6) Protocol Analyzer
(7) MIL-STD-188-184E Monitor Terminal
b. Test Configuration. Configure the equipment as shown in figure C-18.1.
Transmitting Receivin
Terminal Termina
Teroaal ¥ Conatd ‘*:E_":LV:j:Q-:‘* :__R;_"< ::R%‘Ei"_”lzj%;’i:j-:*’ Contidler |4 ® Tora,
Satellite
/ Simulator \
: Er;?;m:n-: : En:r?m;\-: : ;n:?ﬂi:"-:
__5_ __5_ __5—»_ Protocol
Analyzer
Data Data Data
Controller Controller Controller
184 Monitor 184 Monitor
Terminal Terminal Terminal
Receiving Receiving Monitor
Terminal Terminal Terminal

Figure C-18.1. Flow Control Data Controller Network Configuration
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C. Test Conduct. The test procedures are listed in table C-18.1.

Table C-18.1. Flow Control Test Procedures

Step | Action Settings/Action Result
1 Connect the equipment. As shown in figure C-18.1.
Configure UUT to send a PTP Enter the transmitting terminal and receiving
2 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Setthe FEC rate to mode, FEC code rate, and compression
adaptive. settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send a PTP message (with ARQ)
5 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
6 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\PTP_Flow Control 5K.txt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ PTP_ Flow Control 5K.txt
Record
g | Verify that the PB, PA, PTP, and | Refer to table C-18.2 for an example of a Lzst:'ts on
ACK bursts are received. properly transmitted PTP message. .
collection
form D-18.
Send a PTP message (with ARQ)
9 with a 100-Kbyte attachmenttoa | To be determined when UUT is identified.
terminal ID in the network.
10 Record the message on the 184E | Save traffic log to file. Name file: 184E\PTP_
console. Flow Control 100K.txt
11 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\PTP_ Flow Control 100K.txt
Record
1o | Verify that the PB, PA, PTP, and | Refer to table C-18.2 for an example of a results on
ACK bursts are received. properly transmitted PTP message. data .
collection
form D-18.
Reconfigure UUT to send anMC Enter the transmitting terminal and receiving
13 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Set the FEC rate to mode, FEC code rate, and compression
adaptive. settings.
14 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
15 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send an MC message (with ARQ)
16 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
17 Record the message on the 184E | Save traffic log to file. Name file: 184E\MC_

console.

Flow Control 5K.txt
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Table C-18.1. Flow Control Test Procedures (continued)

Step Action Settings/Action Result
Record the message on the Save traffic log to file. Name file: protocol
18 analyzer\MC_ Flow_Control _5K.ixt
protocol analyzer.
Record
19 Verify that the MPB, PA, MC, and | Refer to table C-18.3 for an example of a results on
. . data
ACK bursts are received. properly transmitted MC message. .
collection
form D-18.
Send an MC message (with ARQ)
20 with a 100-Kbyte attachmentto 2 | To be determined when UUT is identified.
terminal IDs in the network.
21 Record the message on the 184E | Save traffic log to file. Name file: 184E\MC _
console. Flow Control 100K.txt
22 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\MC_ Flow Control _100K.txt
Record
o3 | Verify that the MPB, PA, MC, and | Refer to table C-18.3 for an example of a results on
3 ACK bursts are received ly t itted MC data
. properly transmitte message. .
collection
form D-18.
Reconfigure UUT to send an MC Enter the transmitting terminal and receiving
o4 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Setthe FEC rate to mode, FEC code rate, and compression
adaptive. settings.
25 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
26 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send a BC message with a 5-
27 Kbyte attachment to 2 terminal To be determined when UUT is identified.
IDs in the network.
8 Record the message on the 184E | Save traffic log to file. Name file: 184E\BC _
console. Flow Control 5K.txt
29 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\BC _Flow_ Control 5K.txt
Record
30 Verify that the BC bursts are Refer to table C-18.4 for an example of a ;zstglts on
received. properly transmitted BC message. .
collection
form D-18.
Send a BC message with a 100-
31 Kbyte attachment to a terminal ID | To be determined when UUT is identified.
in the network.
32 Record the message on the 184E | Save traffic log to file. Name file: 184E\BC_
console. Flow Control _100K.txt
33 Record the message on the Save traffic log to file. Name file: protocol

protocol analyzer.

analyzer\BC _Flow_Control 100K.txt
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Table C-18.1. Flow Control Test Procedures (continued)

Step Action Settings/Action Result
Record
34 Verify that the BC bursts are Refer to table C-18.4 for an example of a gzstglts on
received. properly transmitted BC message. .
collection
form D-18.
Legend: ID - Identifier PTP - Point-to-Point
ACK - Acknowledgment Burst Kbyte - Kilobyte txt - Text file extension
ARQ - Automatic Repeat Request MPB - Multicast Probe Burst UUT - Unit Under Test
BC - Broadcast Message PA - Probe Acknowledgement
FEC - Forward Error Correction PB - Probe Burst
Table C-18.2. PTP Flow Control Example
Time Type Source Destinations Burst Mesg ID Comments
ID
16:26:10 PB 3 1 1 BER 2840% ARQ REV 1 PRI 0
OR- BER 0% REV 1 PRI 0 REQ NOT
16:26:13 PA 3 1 1 1 AVAILABLE
~A. BER 3551% FEC 1 PACKETS 7
16:26:16  PTP ! 3 1 ®  ARQSOM EOM DESTUFF
e BER 0% REPEATS 1 REQ 7/8
16:26:20 ACK 3 1 1 5 FLOW 256
A, BER 3267% FEC 7/8 PACKETS 5
16:26:23 PTP 1 3 2 5 ARQ EOM DESTUFF
HA. BER 0% REPEATS 0 REQ NOT
162627 ACK ! 3 2 °  AVAILABLE FLOW 256
Legend: ID - Identifier PTP- Point-to-Point
ACK - Acknowledgement Burst MC - Multicast REQ - Request

ARQ - Automatic Repeat Request
BER - Bit Error Ratio

EOM - End-of-Message

FEC - Forward Error Correction

Mesg - Message
PA - Probe Acknowledgement
PB - Probe Burst

PRI - Priority

REV - Revision
SOM - Start-of-Message

Table C-18.3. MC Flow Control Example

Time Type Source Destinations Burst Mesg ID Comments
ID
18:07:24 MPB 1 256789 8 1 BER 0% ARQ REV 1 PRI 0
18:07:25 PA 2 1 8 1 BER 0% REV 1 PRI 0 REQ 1
BER 0% FEC 1 REPEATS 0
18:07:44 MC 1 2 1 13 PACKETS 4 ARQ SOM EOM
DESTUFF
.07- BER 0% REPEATS 0 REQ 1
18:07:45 ACK 2 1 1 13 FLOW 256
Legend: FEC - Forward Error Correction PA - Probe Acknowledgement

ACK - Acknowledgement Burst
ARQ - Automatic Repeat Request
BER - Bit Error Ratio

EOM - End-of-Message

ID - Identifier PRI - Priority
MC - Multicast REQ - Request
Mesg - Message REV - Revision

MPB - Multicast Probe Burst

SOM - Start-of-Message
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Table C-18.4. MC Flow Control Example

Time Type Source Destinations Burst Mesg ID Comments
ID
0,
21:45:02 BC 1 255 1 3 Egl;{/lO/o FEC 1 PACKETS 1 SOM
Legend: EOM - End-of-Message MC - Multicast

FEC - Forward Error Correction
ID - Identifier

BC - Broadcast Message
BER - Bit Error Ratio

Mesg - Message
SOM - Start-of-Message

C-18.4 Presentation of Results. The results will be shown in a table similar to table
C-18.5 indicating the requirement and measured value or indications of capability.

Table C-18.5. Flow Control Test Results

Requirement | MIL-STD R — e e
L Paragraph Required Value I EEETE Met ok
Value Met
Flow control shall be The receiving
supported through the data controller Refer to
58 456 Number of Requested requests the data
" Packets field in the ACK number of collection
header, as described in packets to be form D-18.
54.2. sent in the ACK
The ACK shall contain The receiving
the Number of Requested | data controller Refer to
265 5.3.6(1) Packets field for this requests the data _
purpose. number of collection
packets to be form D-18.
sent in the ACK
The 3-bit field
This 3-bit field shall indicates the Refer to
indicate the number of number of new data
266 5.3.6(2) new packets requested packets .
o collection
by the receiving data requested by the
L form D-18.
controller. receiving data
controller.
C The value in this
The valu.e in this field field is interpreted | Refer to
shall be interpreted .
; according to data
267 5.3.6(3) according to paragraph .
paragraph 5.4.2, collection
5.4.2, table XVIII [of the le XVIII Tof th f D-18
MIL-STD] table [of the | form D-18.
) MIL-STD].
For MC bursts, the Tgcekgl;?b;r;ufrst
number of packets per |ps detern?ined b Refer to
268 5.3.6(4) burst shall be determined the destination Y | data
" by the destination requesting the collection
requesting the fewest q 9 form D-18.
fewest number of
number of packets.
packets.
Legend: MC - Multicast MIL-STD - Military Standard
ACK - Acknowledgement Burst
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C-19 SUBTEST 19. PROBE BURST HEADER VERIFICATION

C-19.1 Objective. To determine the extent of compliance to the requirements of
Military Standard (MIL-STD)-188-184 for probe burst header verification.

C-19.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 393-409.

C-19.3 Test Procedures

a. Test Equipment Required

(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4) Satellite Simulator with noise generator
(5)  Encryption Device (5)
(6) Protocol Analyzer
(7) MIL-STD-188-184E Monitor Terminal
b. Test Configuration. Configure the equipment as shown in figure C-19.1.
Transmitting Receivin
Terminal Termina
Teroaal ¥ Conatd ‘*:E_":LV:j:Q-:‘* :__R;_"< ::R%‘Ei"_”lzj%;’i:j-:*’ Contidler |4 ® Tora,
Satellite
/ Simulator \
: Er;?;m:n-: : En:r?m;\-: : ;n:?ﬂi:"-:
__5_ __5_ __5—»_ Protocol
Analyzer
Data Data Data
Controller Controller Controller
184 Monitor 184 Monitor
Terminal Terminal Terminal
Receiving Receiving Monitor
Terminal Terminal Terminal

Figure C-19.1. Probe Burst Header Data Controller Network Configuration
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C. Test Conduct. The test procedures are listed in table C-19.1.

Table C-19.1. Probe Burst Header Test Procedures

Step | Action Settings/Action Result
1 Connect the equipment. As shown in figure C-19.1.
Configure UUT to send a PTP Enter the transmitting terminal and receiving
2 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Setthe FEC rate to mode, FEC code rate, and compression
adaptive. settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send a PTP message (with ARQ)
5 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
6 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\PTP_Probe Burst Header 5K.ixt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ PTP_ Probe Burst Header 5K.ixt
Record
g | Verify that the PB, PA, PTP, and | Refer to table C-19.2 for an example of a Lzst:'ts on
ACK bursts are received. properly transmitted PTP message. .
collection
form D-19.
Send a PTP message (with ARQ)
9 with a 100-Kbyte attachmenttoa | To be determined when UUT is identified.
terminal ID in the network.
10 Record the message on the 184E | Save traffic log to file. Name file: 184E\PTP_
console. Probe Burst Header 100K.txt
Record the message on the Save traffic log to file. Name file: protocol
11 protocol analyzer analyzer\PTP_ Probe Burst Header
) _100K.txt
Record
4o | Verify that the PB, PA, PTP, and | Refer to table C-19.2 for an example of a results on
ACK bursts are received. properly transmitted PTP message. data .
collection
form D-19.
Legend: ID - Identifier PTP - Point-to-Point
ACK - Acknowledgment Burst Kbyte - Kilobyte txt - Text file extension
ARQ - Automatic Repeat Request PA - Probe Acknowledgement UUT - Unit Under Test
FEC - Forward Error Correction PB - Probe Burst
Table C-19.2. PTP Probe Burst Header Example
Time Type Source Destinations Burst Mesg ID Comments
ID
16:26:10 PB 1 3 1 1 BER 2840% ARQ REV 1 PRI 0
e BER 0% REV 1 PRI 0 REQ NOT
16:26:13 PA 3 1 1 1 AVAILABLE
0,
16:26:16 PTP 1 3 y 5 BER 3551% FEC 1 PACKETS 7

ARQ SOM EOM DESTUFF
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Table C-19.2. PTP Probe Burst Header Example (continued)

Time Type Source Destinations Burst Mesg ID Comments
ID
9A- BER 0% REPEATS 1 REQ 7/8
16:26:20 ACK 3 1 1 5 FLOW 256
~A. BER 3267% FEC 7/8 PACKETS 5
16:26:23 PTP 1 3 2 5 ARQ EOM DESTUFF
~a. BER 0% REPEATS 0 REQ NOT
16:2627 ACK ! 3 2 S AVAILABLE FLOW 256
Legend: ID - Identifier PTP - Point-to-Point
ACK - Acknowledgement Burst MC - Multicast REQ - Request

ARQ - Automatic Repeat Request

BER - Bit Error Ratio
EOM - End-of-Message
FEC - Forward Error Correction

Mesg - Message

PA - Probe Acknowledgement
PB - Probe Burst

PRI - Priority

REV - Revision
SOM - Start-of-Message

C-19.4 Presentation of Results. The results will be shown in a table similar to table
C-19.3 indicating the requirement and measured value or indications of capability.

Table C-19.3. Probe Burst Header Test Results

Requirement | MIL-STD R e AT
Number Paragraph Required Value ORI Met ok
Value Met
The transmitting Refer to
The PB shall be used to data controller data
393 5.4.4(1) capture a channel prior to | captures the collection
sending PTP bursts. channel prior to form D-19
the PTP burst. '
PBs also shall be used by | The transmitting Refer to
394 5.4.4(2) data controlle_rs_ to data controller data _
exchange revision-level sends the collection
information. revision level. form D-19.
These fields are not
allocated; they should be Bits are treated
Note for set to zero by the as "don't care” Refer to
395 table XX [of | transmitting data bits by the data
the MIL- controller and shall be receiv)?n data collection
STD] treated as "don't care" 9 form D-19.
. I, controller.
bits by the receiving data
controller.
Burst Type. This 4-bit
field shall identify the Burst type is ?aet]:r to
396 5.4.4a burst type as Probe, identified as a .
: collection
according to table XIII [of | Probe. form D-19
the MIL-STD]. '
No ARQ. This bit shall be | No ARQ bit is set | Refer to
set when message when message data
397 5.4.4b ) .
acknowledgment is not acknowledgment | collection
enabled. is not enabled. form D-19.
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Table C-19.3. Probe Burst Header Test Results (continued)

Requirement | MIL-STD R e e T
Number Paragraph Required Value ORI Met ok
Value Met
Priority. This byte shall
398 5.4.4c be reserved for future Not testable.
use.
Revision Level. This 8-bit | Revision Level Refer to
399 5.4.4d(1) field §ha|l be used to field identifies the | data .
specify the waveform waveform collection
revision level. revision level. form D-19.
This field shall be 0 for Refer to
data controllers built to Field is set to data
400 5.4.4d(2) this revision of the MIL- Zero. collection
STD. form D-19.
Destination. This 8-bit Destination field Refer to
401 5.4.4¢(1) field shall contain the contains the data
o network 1D of the burst network ID of the | collection
destination. burst destination. | form D-19.
Refer to
Values from 1 to 64 shall | Values from 1 to data
402 5.4.4¢(2) be valid. 64 are accepted. | collection
form D-19.
Source. This 8-bit field ?g:t':isﬁ(targ gaetf:" to
403 5.4.4f(1) shall contain the network .
network ID of the | collection
ID of the burst source.
burst source. form D-19.
Refer to
Values from 1 to 64 shall | Values from 1 to data
404 5.4.41(2) be valid. 64 are accepted. | collection
form D-19.
Burst ID. This 4-bit field Burst ID field is Refer to
represents the burst .
incremented data
405 5.4.49 count. It shall be .
. modulo 16 for collection
incremented modulo 16
f every new probe. | form D-19.
or every new probe.
e e notused. This. Refer to
. : Message ID field | data
406 5.4.4h field shall pe set to all set to all zeros. collection
zeros and is reserved for
form D-19.
future use.
CRC field Refer to
CRC. This field shall consists of 3 data
407 5.4.4i(1) consist of 3 bytes: CRC bytes: CRC lo, collection
lo, CRC mid, and CRC hi. | CRC mid, and f D-19
CRC hi. orm L-19.
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Table C-19.3. Probe Burst Header Test Results (continued)

Requirement | MIL-STD Requirement Result Finding
Number Paragraph Required Value Measured Met Not
Value Met

The 24-bit field is | Refer to
the header CRC: | data
LSB first, MSB collection

The 24-bit field shall be
408 5.4.4i(2) the header CRC: LSB
first, MSB last.

last. form D-19.
Flush. This 8-bit field Refer to
. shall be filled with zeros, Flush field is filled | data
409 5.4.4 . ) .

and these bits are the with zeros. collection

encoder flush bits. form D-19.
Legend: ID - Identifier MSB - Most Significant Bit
ARQ - Automatic Repeat Request LSB - Least Significant Bit PB - Probe Burst
CRC - Cyclic Redundancy Check MIL-STD - Military Standard PTP - Point-to-Point
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C-20 SUBTEST 20. PROBE ACKNOWLEDGEMENT VERIFICATION

C-20.1 Obijective. To determine the extent of compliance to the requirements of
Military Standard (MIL-STD)-188-184 for the probe acknowledgement (PA).

C-20.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 53, 54, 64, and 410-424.

C-20.3 Test Procedures

a. Test Equipment Required
(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4)  Satellite Simulator with noise generator
(5) Encryption Device (5)
(6) Protocol Analyzer
(7) MIL-STD-188-184E Monitor Terminal

b. Test Configuration. Configure the equipment as shown in figure C-20.1.

Transmitting Receivin
Terminal Termina

—_———- —_———-

! 1 Data Data
.N_h Encryption | @8> controller |4 Terminal

Data Data ! ~ 1 i [
Terminal [*®| Controller [€P>1 Encryption 1€ Radio | 1 Radio

______

______

__________________

# # #—P Protocol
Analyzer
Data Data Data
Controller Controller Controller
184 Monitor 184 Monitor 184 Monitor
Terminal Terminal Terminal
Receiving Receiving Monitor
Terminal Terminal Terminal

Figure C-20.1. Probe Acknowledgement Header Data Controller Network
Configuration
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C.

Test Conduct. The test procedures are listed in table C-20.1.

Table C-20.1. Probe Acknowledgement Header Test Procedures

Step | Action | Settings/Action | Result
1 Connect the equipment. As shown in figure C-20.1.
Configure UUT to send a PTP Enter the transmitting terminal and receiving
2 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Setthe FEC rate to mode, FEC code rate, and compression
adaptive. settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send a PTP message (with ARQ)
5 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
6 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\PTP_Probe ACK Header 5K.txt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ PTP_Probe ACK Header 5K.ixt
Record
results
. on data
8 Verify that the PB, PA, PTP, and Refer to table C-20.2 for an example of a collection
ACK bursts are received. properly transmitted PTP message. form D-
20.
Legend: ID - Identifier PB - Probe Burst
ACK - Acknowledgment Burst Kbyte - Kilobyte PTP - Point-to-Point
ARQ - Automatic Repeat Request MC - Multicast txt - Text file extension
FEC - Forward Error Correction PA - Probe Acknowledgement UUT - Unit Under Test
Table C-20.2. Probe Acknowledgement Header Example
Time Type Source Destinations Burst Mesg ID Comments
ID
ER- BER 0% REPEATS 0 REQ 1
19:56:31 MC 1 3579 2 15 FLOW 256 ARQ
E7- BER 0% REPEATS 0 REQ 1
19:57:31 ACK 7 1 2 15 FLOW 256
o BER 0% FEC 1 REPEATS 0
19:57:43 MC 1 359 2 15 PACKETS 256 ARQ
Ea. BER 0% FEC 1 REPEATS 0
19:58:53 MC 1 359 2 15 PACKETS 256 ARQ
An. BER 0% FEC 1 REPEATS 0
20:00:04 MC 1 359 2 15 PACKETS 256 ARQ
o BER 0% FEC 1 REPEATS 0
20:01:14 MC 1 7 3 15 PACKETS 256 ARQ
.09 BER 0% REPEATS 0 REQ 1
20:02:09 ACK 7 1 3 15 FLOW 256
BER 0% FEC 1 REPEATS 0
20:02:16 MC 1 7 4 15 PACKETS 49 ARQ EOM

DESTUFF
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Table C-20.2. Probe Acknowledgement Header Example (continued)

Time Type Source Destinations Burst Mesg ID Comments
ID
.09- BER 0% REPEATS 0 REQ 1
20:02:22 ACK 7 1 4 15 FLOW 256
Legend: EOM - End-of-Message Mesg - Mesg

ACK - Acknowledgement Burst
ARQ - Automatic Repeat Request
BER - Bit Error Ratio

FEC - Forward Error Correction

ID - Identifier
MC - Multicast

REQ - Request
SOM - Start-of-Message

C-20.4 Presentation of Results. The results will be shown in a table similar to table
C-20.3 indicating the requirement and measured value or indications of capability.

Table C-20.3. Probe Acknowledgement Header Test Results

Reference | MIL-STD R — " e
Number Paragraph Required Value Measured Met Not
Value Met
Receiving data controllers 5:;?2{;2? data E:tf:r to
53 4.5.2.2(5) shall respond to a PB or ds with llecti
MPB with a PA responds with a collection
) PA to PB. form D-20.
When a PA is not received, | The transmitting Refer to
the transmitting data data controller data
54 4.5.2.2(6) controller shall wait a waits a random collection
random backoff period backoff period form D-20
before retrying. before retrying. '
The data
. . controller uses
If a PA is not received, the the backoff Refer to
data controller shall again alaorithm to data
64 5.1.1(4) use the backoff algorithm to 9 . .
. .. | determine when collection
determine when to transmit : f D-20
another PB or MPB o transmit orm D-L.
’ another PB or
MPB.
The PA shall be used to Receiving data Refer to
410 545 | respondtoa PB oran controller data
MPB responds with a collection
' PA to PB. form D-20.
The PA shall be used to Receiving data Refer to
controller data
410 5.4.5 'r\c/la;%ond toaPBoran responds with a collection
' PA to PB. form D-20.
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Table C-20.3. Probe Acknowledgement Header Test Results (continued)

Reference MIL-STD Requirement R AL
Number Paragraph a Required Value ORI Met ok
9 Value Met
These fields are not
Note for allocated; they should be Refer to
table XXI set to Zero by the Fields are set to data
411 transmitting data controller .
[of the MIL- zero. collection
STD] and shall be treated as form D-20
"don't care" bits by the '
receiving data controller.
Burst Type. This 4-bit field )
shall identify the burst type gugzig'};ﬁﬁ f'te;d dRaetgar to
412 5.4.5a as Probe-Acknowledgment, 9 .
) table XIII [of the collection
according to table XIlII [of MIL-STD] form D-20
the MIL-STD]. ) '

Requested Code
Rate specifies

Requested Code Rate. the desired code

This 4-bitfield shall specify rate of the Refer to
413 5.4 5b the desired code rate of the receiving data data
o receiving data controller, as controller. as collection
given in table XVII [of the : L) form D-20.
MIL-STD. given in table
XVII [of the MIL-
STD.
Revision Level. This field Revision Level is | Refer to
414 5.4 5¢c shall be 0 for data set to zero by data
o controllers built to this transmitting data | collection
revision of the MIL-STD. controller. form D-20.
Destination. This 8-bit field | Dosinaton field | Referto

415 5.4.5d(1) shall contain the network ID

of the burst destination. network ID of the | collection

burst destination. | form D-20.

Values from 1 to 64 shall be Data controller cI?aetf:r ©
416 5.4.5d(2) . accepts IDs from .
valid. 110 64 collection
) form D-20.
Source. This 8-bit field Source field Referto
417 5.4.5e(1) shall contain the network 1D K ID of th llecti
of the burst source networ of the | collection
) burst source. form D-20.
Values from 1 to 64 shall be Data controller cI?aetf:r ©
418 5.4.5e(2) . accepts IDs from .
valid. collection
1to 64.
form D-20.
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Table C-20.3. Probe Acknowledgement Header Test Results (continued)

Reference MIL-STD Requirement Result Finding
Number Paragraph Required Value Measured Met Not
Value Met
Burst ID. This 4-bit field .
represents the burst count. al:aritulrgtITDsif‘ to ?:t]:r to
419 5.4.5f It shall be set to the burst he PB bei llecti
ID of the PB being the being collection
acknowledged acknowledged. form D-20.
. I Refer to
Message ID. This 4-bit field .
420 5459(1) | is notused. This field shall M‘ﬁsage IDis daltla .
be set to all zeros setlo zero. collection
form D-20.
421 5.4.59(2) %Jti?g i‘:" be reserved for |\t Testable.
- Refer to
CRC. This field shall .
422 | 5.4.5n(1) | consist of 3 bytes: CRC lo, &RC Sonsists of daltla .
CRC mid, and CRC hi ree bytes. collection
’ ) form D-20.
The 24-bit field shall be the | 2401 fleld s the | Refertto
423 5.4.5h(2) header CRC: LSB first, LSB fi MéB llecti
MSB last irst, collection
) last. form D-20.
Legend: LSB - Least Significant Bit MSB - Most Significant Bit

CRC - Cyclic Redundancy Check

ID - Identifier

MIL-STD - Military Standard
MPB - Multicast Probe Burst

PA - Probe Acknowledgment

PB - Probe Burst
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C-21 SUBTEST 21. MULTICAST PROBE HEADER VERIFICATION

C-21.1 Objective. To determine the extent of compliance to the requirements of
Military Standard (MIL-STD)-188-184 for multicast probe headers.

C-21.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 2 and 155-189.

C-21.3 Test Procedures

a. Test Equipment Required
(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4)  Satellite Simulator with noise generator
(5)  Encryption Device (5)
(6) Protocol Analyzer
(7) MIL-STD-188-184E Monitor Terminal
b. Test Configuration. Configure the equipment as shown in figure C-21.1.
Transmitting Receivin
Terminal Termina
Te[r)riti?]al i Co[r?targler Q:L;_":_‘VE':_"]“ :__R:_"E] ::RE“E]‘—’:‘E”:_’V_"_”"__”EQ CoEf'rtcﬁler <> Tel:r)riﬁal
N/
Simulor
ol / ﬁ \ e
:E}:;d" :'3_"' :EHZW%‘;'I
L__t__d L__t__d L__t_—b_d Protocol
Analyzer
t t Data

Data
Controller

v

184 Monitor
Terminal

Receiving
Terminal

Data
Controller

v

184 Monitor
Terminal

Receiving
Terminal

Controller

v

184 Monitor
Terminal

Monitor
Terminal

Figure C-21.1. Multicast Probe Header Data Controller Network Configuration
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c. Test Conduct. The test procedures are listed in table C-21.1.

Table C-21.1. Multicast Probe Header Test Procedures

Step | Action | Settings/Action | Result
Reconfigure UUT to send an MC Enter the transmitting terminal and receiving
13 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Set the FEC rate to mode, FEC code rate, and compression
adaptive. settings.
14 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
15 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send an MC message (with ARQ)
16 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
17 Record the message on the 184E | Save traffic log to file. Name file: 184E\
console. MC_Probe Header 5K.ixt
Record the messade on the Save traffic log to file. Name file: protocol
18 9 analyzer\ MC_Probe_Header 5K.txt
protocol analyzer.
Record
Verify that the MPB, PA, MC, and | Refer to table C-21.3 for an example of a results on
19 . . data
ACK bursts are received. properly transmitted MC message. .
collection
form D-21.
Send an MC message (with ARQ)
20 with a 100-Kbyte attachmentto 2 | To be determined when UUT is identified.
terminal IDs in the network.
21 Record the message on the 184E | Save traffic log to file. Name file: 184E\
console. MC_Probe Header 100K.ixt
22 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ MC_Probe Header 100K.txt
Record
Verify that the MPB, PA, MC, and | Refer to table C-21.3 for an example of a results on
23 . . data
ACK bursts are received. properly transmitted MC message. .
collection
form D-21.
Legend: ID - Identifier PA - Probe Acknowledgement
ACK - Acknowledgment Burst Kbyte - Kilobyte PTP - Point-to-Point
ARQ - Automatic Repeat Request MC - Multicast txt - Text file extension
FEC - Forward Error Correction MPB - Multicast Probe Burst UUT - Unit Under Test

Table C-21.2. Multicast Probe Header Example

Time Type Source Destinations Burst Mesg ID Comments
ID
18:07:24 MPB 1 256789 8 1 BER 0% ARQ REV 1 PRI 0
18:07:25 PA 2 1 8 1 BER 0% REV 1 PRI 0 REQ 1
BER 0% FEC 1 REPEATS 0
18:07:44 MC 1 2 1 13 PACKETS 4 ARQ SOM EOM

DESTUFF
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Table C-21.2. Multicast Probe Header Example (continued)

Time Type Source Destinations  Burst Mesg ID Comments
ID
BER 0% REPEATS 0 REQ 1
18:07:45 ACK 2 1 1 13
FLOW 256
Legend: FEC - Forward Error Correction PA - Probe Acknowledgement
ACK - Acknowledgement Burst ID - Identifier PRI - Priority
ARQ - Automatic Repeat Request MC - Multicast REQ - Request
BER - Bit Error Ratio Mesg - Message REV - Revision
EOM - End-of-Message MPB - Multicast Probe Burst SOM - Start-of-Message

C-21.4 Presentation of Results. The results will be shown in a table similar to table
C-21.3 indicating the requirement and measured value or indications of capability.

Table C-21.3. Multicast Probe Header Test Results

Requirement | MIL-STD R e AT
Number Paragraph Required Value Measured Met Not
Value Met
The MPB shall be used to | Recelving data | Refer to
425 5.4.6(1) capture a channel prior to controller . data .
sending an MC burst. responds with a collection
PA to MPB. form D-21.
If after consecutive
retransmissions, greater
than the Maximum
Number of Retries, Receiving data Refer to
acknowledgment is still controller data
426 5.4.6(2) not received, the responds with a collection
transmitting data PA to MPB. form D-21.
controller shall abort the
message and should
notify the operator.
: . Burst type field
Burst Type. This 4-bit . -
field shall identify the ffrgtt'ft'esetgi saetf:r to
427 5.4.6a.1 burst type as MPB, VPR ggcor i colaction
according to table XllII [of ’ g
the MIL-STD]. to table XIII [of form D-21.
the MIL-STD].
These fields are not
allocated; they should be
Note for set to zero by the Fields are set to Refer to
498 table XXII transmitting data zero by the data
[of the MIL- | controller and shall be transmitting data | collection
STD] treated as "don't care" controller form D-21.
bits by the receiving data
controller.
No ARQ. This bit shall be | This bit is set Refer to
set when message when message data
429 5.4.6a.2 acknowledgment is not acknowledgment | collection
enabled. is not enabled. form D-21.
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Table C-21.3. Multicast Probe Header Test Results (continued)

Requirement | MIL-STD R e e T
Number Paragraph Required Value ORI Met ok
Value Met
Priority. This byte shall
430 5.4.6a.3 be reserved for future Not testable.
use.
Revision Level. This 8-bit Refer to
field shall be used to Revision level is data
431 5.4.6a.4(1) specify the waveform identified. collection
revision level. form D-21.
This field shall be 0 for Refer to
data controllers built to Field is set to data
432 5.4.624(2) this revision of the MIL- Zero. collection
STD. form D-21.
Source, This 8-bitfield | Field contains the Saetfaer to
433 5.4.6a.5(1) | shall contain the network | network ID of the collection
ID of the burst source. burst source.
form D-21.
Values from 1 to Refer to
Values from 1 to 64 shall 64 are valid and data
434 5.4.6a.5(2) ; those outside of .
be valid. ) collection
this range are
. form D-21.
rejected.
Burst ID. This 4-bit field Burst ID is Refer to
represents the burst incremented data
435 5.4.6a.6 count. It shall be .
incremented modulo 16 modulo 16 for collection
for every new probe every new probe. | form D-21.
Message ID. This 4-bit Refer to
field is not used. This Message ID field | data
436 54.6a.7(1) field shall be set to all is set to zero. collection
ZEeros... form D-21.
437 5.4.6a.7(2) | ;-andshallbereserved |\ i ostaple.
for future use.
CRC field Refer to
CRC. This field shall consists of 3 data
438 5.4.6a.8(1) | consist of 3 bytes: CRC bytes: CRC lo, collection
lo, CRC mid, and CRC hi. | CRC mid, and form D-21
CRC hi. '
The 24-bit field shall be Eg‘;‘; gﬁc- ?aetf:r to
439 5.4.6a.8(2) | the header CRC: LSB i X .
first. MSB last LSB first, MSB collection
’ ) last. form D-21.
The CRC shall be applied | 1" CRC s Refer to
applied to the data
440 5.4.6a.8(3) | to the header kernel and header k | lecti
extension eader kerne collection
’ and extension. form D-21.
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Table C-21.3. Multicast Probe Header Test Results (continued)

Requirement | MIL-STD Reauirement e e T
Number Paragraph a Required Value ORI Met ok
9 Value Met

Flush. This 8-bit field Refer to
shall be filled with zeros, 8-bit field is filled | data

441 5.4.6a.9 and these bits are the with zeros collection
encoder flush bits. form D-21.

64-bit field

Destinations. This 64-bit | specifies the Refer to

442 5.4.6b.1(1) field shalll specn‘_y the message’s data .
message's multiple multiple collection
destination network ID. destination form D-21.

network ID.

Each bit in this bitmapped
field shall represent the Each bit in this Refer to
network ID of a field represents data

443 5.4.60.1(3) destination (the first bit = | the network ID of | collection
ID #1, the second bit = ID | a destination. form D-21.
#2, and so on).
No more than 10 bits No more than 10 S:t?r to

444 5.4.6b.1(3) | shall be set for an MC bits are set for an collection
message. MC message. form D-21.
Flush. This 8-bit field Refer to
shall be filled with zeros, Flush field is filled | data

445 5.4.6b.2 and these bits are the with zeros. collection
encoder flush bits. form D-21.

Legend: LSB - Least Significant Bit MPB - Multicast Probe Burst

ARQ - Automatic Repeat Request
CRC - Cyclic Redundancy Check
ID - Identifier

MIL-STD - Military Standard

MC - Multicast
MSB - Most Significant Bit

PA -Probe Acknowledgement
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C-22 SUBTEST 22. POINT-TO-POINT AND BROADCAST HEADER
VERIFICATION

C-22.1 Objective. To determine the extent of compliance to the requirements of
Military Standard (MIL-STD)-188-184 for point-to-point and broadcast headers.

C-22.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 304-320 and 323-328.

C-22.3 Test Procedures

a. Test Equipment Required
(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4)  Satellite Simulator with noise generator
(5) Encryption Device (5)
(6) Protocol Analyzer
(7) MIL-STD-188-184E Monitor Terminal
b. Test Configuration. Configure the equipment as shown in figure C-22.1.
Transmitting Receivin
Terminal Termina
Te?r?wtiﬁal i Colag't:l‘ler Q:L;_”:_'V:_""__”]o :__R:_GEE ::R%Ej"—ﬁ;_r‘:_ry_f':_"]ﬂ Cotrztargaller g Te[r)r?]‘iﬂa|
Satellite
/ Simulator X
= ﬁ ey
I“i_'l I__i_j I“i_'l
L Eroeten | L Eremeen 1 L Ereeten |
# # ¢—> Protocol
Analyzer
Data Data Data
Controller Controller Controller
184 Monitor 184 Monitor 184 Monitor
Terminal Terminal Terminal
Receiving Receiving Monitor
Terminal Terminal Terminal

Figure C-22.1.

Point-to-Point and Broadcast Header Data Controller Network
Configuration
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C. Test Conduct. The test procedures are listed in table C-22.1.

Table C-22.1. Point-to-Point and Broadcast Header Test Procedures

Step | Action Settings/Action Result
1 Connect the equipment. As shown in figure C-22.1.
Configure UUT to send a PTP Enter the transmitting terminal and receiving
2 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Setthe FEC rate to mode, FEC code rate, and compression
adaptive. settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send a PTP message (with ARQ)
5 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
6 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\PTP_Header 5K.txt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ PTP_ Header 5K.txt
Record
g | Verify that the PB, PA, PTP, and | Refer to table C-18.2 for an example of a Lzst:'ts on
ACK bursts are received. properly transmitted PTP message. .
collection
form D-22.
Send a PTP message (with ARQ)
9 with a 100-Kbyte attachmenttoa | To be determined when UUT is identified.
terminal ID in the network.
10 Record the message on the 184E | Save traffic log to file. Name file: 184E\PTP_
console. Header 100K.txt
11 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\PTP_ Header 100K.txt
Record
4o | Verify that the PB, PA, PTP, and | Refer to table C-22.2 for an example of a results on
ACK bursts are received. properly transmitted PTP message. data .
collection
form D-22.
Enter the transmitting terminal and receiving
13 Reconfigure UUT to send a BC terminal station ID, probing, acknowledgment
message. mode, FEC code rate, and compression
settings.
14 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
15 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send a BC message with a 5-
16 Kbyte attachment to 2 terminal To be determined when UUT is identified.
IDs in the network.
17 Record the message on the 184E | Save traffic log to file. Name file: 184E\BC_

console.

Header 5K.ixt
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Table C-22.1. Point-to-Point and Broadcast Header Test Procedures (continued)

Step Action Settings/Action Result
Save traffic log to file. Name file: protocol
Record the message on the
18 protocol analyzer. analyzer\BC_ Header _5K.txt
Record
19 Verify that the BC bursts are Refer to table C-22.3 for an example of a gzstglts on
received. properly transmitted BC message. .
collection
form D-22.
Send a BC message with a 100-
20 Kbyte attachment to a terminal ID | To be determined when UUT is identified.
in the network.
Record the message on the 184E | Save traffic log to file. Name file: 184E\BC_
21
console. Header 100K.txt
22 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\BC _Header 100K.txt
Record
23 Verify that the BC bursts are Refer to table C-22.3 for an example of a f:{;lts on
received. properly transmitted BC message. .
collection
form D-22.
Legend: FEC - Forward Error Correction PB - Probe Burst
ACK - Acknowledgment Burst ID - Identifier PTP - Point-to-Point
ARQ - Automatic Repeat Request Kbyte - Kilobyte txt - Text file extension
BC - Broadcast Message PA - Probe Acknowledgement UUT - Unit Under Test
Table C-22.2. PTP Header Example
Time Type Source Destinations  Burst Mesg ID Comments
ID
16:26:10 PB 1 3 1 1 BER 2840% ARQ REV 1 PRI 0
. BER 0% REV 1 PRI 0 REQ NOT
16:26:13 PA 3 1 1 1 AVAILABLE
~a. BER 3551% FEC 1 PACKETS 7
16:26:16 PTP 1 3 1 5> ARQ SOM EOM DESTUFF
OR- BER 0% REPEATS 1 REQ 7/8
16:26:20 ACK 3 1 1 5 FLOW 256
~a. BER 3267% FEC 7/8 PACKETS 5
16:26:23 PTP 1 3 2 5 ARQ EOM DESTUFF
e BER 0% REPEATS 0 REQ NOT
16:2627 ACK ! 3 2 S AVAILABLE FLOW 256
Legend: ID - Identifier PTP - Point-to-Point
ACK - Acknowledgement Burst MC - Multicast REQ - Request

ARQ - Automatic Repeat Request
BER - Bit Error Ratio

EOM - End-of-Message

FEC - Forward Error Correction

Mesg - Message

PA - Probe Acknowledgement
PB - Probe Burst

PRI - Priority

REV - Revision
SOM - Start-of-Message
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Table C-22.3. BC Header Example

Time Type Source Destinations Burst Mesg ID Comments
ID
0,
21-:45:02 BC 255 1 3 EETAO/O FEC 1 PACKETS 1 SOM
Legend: EOM - End-of-Message Mesg - Message

BC - Broadcast Message

BER - Bit Error Ratio

FEC - Forward Error Correction

ID - Identifier

SOM - Start-of-Message

C-22.4 Presentation of Results. The results will be shown in a table similar to table
C-22.4 indicating the requirement and measured value or indications of capability.

Table C-22.4. Point-to-Point and Broadcast Header Test Results

Requirement | MIL-STD O — RS Finding
Number Paragraph Required Value Measured Met Not
Value Met
Broadcast messages are Broadcast Refer to
destined to all members data
18 4412 messages are not .
of the network and shall acknowledaed collection
not be acknowledged. ged. form D-22.
A PTP header shall be Acknowledgement
used to send message is received when Refer to
data to a single ACK is requested data
304 5.4.1(1) destination, with or and not received collection
without an when not form D-22.
acknowledgment. requested.
A BC header shall be BC header sonds | et
used to send message messagedatatoa deerto
305 541(2) | data to all network networkc -
destinations, without an gstlnatlons, collection
acknowled ;nent without an form D-22.
9 | acknowledgment.
A Burst type field
%ﬁ;gf ?hzlt identifies the burst | Refer to
y type as PTP and data
306 54.1a burst type as PTP and : llecti
BC, according to table BC, according to collection
XIII’ [of the MIL-STD] table XIII [of the form D-22.
) MIL-STD].
No ARQ. This bit shall be | ARQ bit shall be Refer to
307 5.4.1b set when message set when message | data
o acknowledgment is not acknowledgment is | collection
enabled. not enabled. form D-22.
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Table C-22.4. Point-to-Point and Broadcast Header Test Results (continued)

Requirement | MIL-STD Requirement R AT
Number Paragraph Required Value Mt\e,aaslzzed Met 'r\\lncé:
Compression. This bit Compression bitis | Refer to
308 54 1c shall be set only if set only if message | data .
message data has been data has been collection
compressed. compressed. form D-22.
These fields are not
allocated; they should be
Note for set to zero by the Fields are set to Refer to
309 table XII [of | transmitting data zero by the data
the MIL- controller and shall be transmitting data collection
STD] treated as "don't care” controller. form D-22.
bits by the receiving data
controller.
. SOM bit is set for
Sltart-of-Messaqe. This the first burst of a Refer to
it shall be set for the first message and data
310 54.1d burst of a message and I dgf I lecti
cleared for all subsequent c esre ora fco e0D|02n2
bursts of the message. subsequent bursts | form D-22.
of the message.
End-of-Message. This bit | EOM bit is cleared Refer to
311 54 1e shall be cleared for all for all bursts except | data
o bursts except the last the last burst of a collection
burst of a message. message. form D-22.
. . Code rate field
Code Rate. This 3-bit o
field shall specify the FEC Spgc'f'ets the ';EC chetfe" to
312 5.4 1f code rate used, according ggcsr:jai]nz lﬁ?at’)le cgll?action
oy v terhe Mk v fof the MIL- | form D-22.
) STD].
Packet Size. This 3-bit | L aoket size field
field shall specify the nﬁmber  f data bits | Refer o
number of data bits in a . data
313 54.1g d . in a data packet, .
ata packet, according to according to table collection
table XV [of the MIL- form D-22.
STD]. XV [of the MIL-
STD].
De-Stuff. This bit shall be | De-stuff bit is setin | Refer to
314 5.4.1h set in the last burst of the | the last burst of the | data
o message if the last message if the last | collection
packet is stuffed. packet is stuffed. form D-22.
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Table C-22.4. Point-to-Point and Broadcast Header Test Results (continued)

Requirement | MIL-STD Requirement R AT
Number Paragraph a Required Value ORI Met e
q Value Met
Number of Packets. This | Number of packets Refer to
8-bit field shall indicate field indicates the data
315 5.4.1i the number of data number of data collection
packets in the burst, less | packets in the form D-22
1. burst, less 1. )
Destination. This 8-bit | Destinationfield 1} o ¢ o
TR contains the
316 5.4.1j(1) field shall contain the network ID of the data _
n network ID of the messaqe collection
message destination. sage form D-22.
destination.
Refer to
. Values from 1 to 64 shall Values from 1 to 64 data
317 5.4 1j(2) L are accepted PTP .
be PTP destinations. o collection
destinations.
form D-22.
. Refer to
. The value 255 shall The value 255 is data
318 5.4.1j(3) g accepted as a BC .
signify BC. message collection
ge. form D-22.
Source. This 8-bit field Source field Refer to
shall contain the network | contains the data
319 5.4.1k(1) ID of the message network ID of the collection
source. message source. form D-22.
Refer to
Values from 1 to 64 shall | Values from 1 to 64 | data
320 54.1k@) | pe valid, are valid. collection
form D-22.
Message ID. This 4-bit
field represents the Message ID is Refer to
message counter. It shall | incremented data
323 54.1m(1) be incremented modulo modulo 16 for each | collection
16 for each new new message. form D-22.
message, ...
...and it shall remain the m(;?:ii%irl]z same (Ij?aetf:r to
324 5.4.1m(2) same for every burst of f burst of lecti
the message. or every burst o collection
the message. form D-22.
Each transmitting data Each transmitting Refer to
S data controller
controller shall maintain e data
325 5.4.1m(3) . . maintains its own .
its own independent independent collection
message counter. P form D-22.

message counter.
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Table C-22.4. Point-to-Point and Broadcast Header Test Results (continued)

Requirement | MIL-STD Requirement R AT
Number Paragraph Required Value ORI Met e
Value Met
CRC. This field shall CRC fleld'con3|sts Refer to
_— . of 3 bytes: CRC lo, | data
326 5.4.1n(1) consist of 3 bytes: CRC R ) R lecti
lo. CRC mid. and CRC hi. | CRC mid, and CRC | collection
’ ’ " | hi. form D-22.
The 24-bit field shallbe | The 24-bit field is ?aetf:r to
327 5.4.1n(2) the header CRC: LSB the header CRC: collection
first, MSB last. LSB first, MSB last.
form D-22.
Flush. This 8-bit field Refer to
308 5410 shall be filled with zeros, Flush field is filled data
n and these bits are the with zeros collection
encoder flush bits. form D-22.
Legend: EOM - End-of-Message MIL-STD - Military Standard

ACK - Acknowledgement Burst
ARQ - Automatic Repeat Request
BC - Broadcast Message

CRC - Cyclic Redundancy Check

FEC - Forward Error Correction

ID - Identifier
LSB - Least Significant Bit

MSB - Most Significant Bit
PTP - Point-to-Point
SOM - Start-of-Message
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C-23 SUBTEST 23. ACKNOWLEDGEMENT HEADER VERIFICATION

C-23.1 Objective. To determine the extent of compliance to the requirements of
Military Standard (MIL-STD)-188-184 for acknowledgement headers.

C-23.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 5, 26, 27, 35, 212, 213, and 329-256.

C-23.3 Test Procedures

a. Test Equipment Required
(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4)  Satellite Simulator with noise generator
(5) Encryption Device (5)
(6) Protocol Analyzer
(7) MIL-STD-188-184E Monitor Terminal

b. Test Configuration. Configure the equipment as shown in figure C-23.1.

Transmitting Receivin
Terminal Termina
Data Data ===~ - - - - L Data Data
Terminal | Controller [P 1 Enenpion 4P | Redio | | Raio 14— 1 Enoryption 1 4| Conroller | 4| Terminal

N/

Satellite

Radio ! ! Radio 1 | _Radio 1
i 120 _Q_d
I__i_'l I__i_'l [ |

1

| Encryption | | Encryption |

__________________

# ¢ #—b Protocol
Analyzer
Data Data Data
Controller Controller Controller

184 Monitor 184 Monitor 184 Monitor
Terminal Terminal Terminal

Receiving Receiving Monitor
Terminal Terminal Terminal

Figure C-23.1. Acknowledgement Header Data Controller Network Configuration
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c. Test Conduct. The test procedures are listed in table C-23.1.

Table C-23.1. Acknowledgement Header Test Procedures

Step | Action Settings/Action | Result
1 Connect the equipment. As shown in figure C-23.1.
Configure UUT to send a PTP Enter the transmitting terminal and receiving
2 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Setthe FEC rate to mode, FEC code rate, and compression
adaptive. settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send a PTP message (with ARQ)
5 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
6 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\PTP_Acknowledgement Header 5K.txt
Record the message on the Save traffic log to file. Name file: protocol
7 analyzer\PTP_Acknowledgement_Header
protocol analyzer. 5K txt
Record
results
Veri on data
8 erify that the PB, PA, PTP, and Refer to table C_—23.2 for an example of a collection
ACK bursts are received. properly transmitted PTP message. form D-
23.
Send a PTP message (with ARQ)
9 with a 100-Kbyte attachmenttoa | To be determined when UUT is identified.
terminal ID in the network.
10 Record the message on the 184E | Save traffic log to file. Name file: 184E\
console. PTP_Acknowledgement Header 5K.ixt
Record the message on the Save traffic log to file. Name file: protocol
11 analyzer\ PTP_Acknowledgement_Header
protocol analyzer. 5K txt
Record
results
. on data
12 Verify that the PB, PA, PTP, and Refer to table C_—23.2 for an example of a collection
ACK bursts are received. properly transmitted PTP message. form D-
23.
Send an MC message (with ARQ)
13 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
14 Record the message on the 184E | Save traffic log to file. Name file: 184E\
console. MC_Probe Header 5K.ixt
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Table C-23.1. Acknowledgement Header Test Procedures (continued)

Step Action Settings/Action Result
Save traffic log to file. Name file: protocol
Record the message on the
15 protocol analyzer. analyzer\ MC_Probe_Header 5K.txt
Record
results
. on data
Verify that the MPB, PA, MC, and | Refer to table C-23.3 for an example of a .
16 . . collection
ACK bursts are received. properly transmitted MC message. form D-
23.
Send an MC message (with ARQ)
17 with a 100-Kbyte attachment to 2 To be determined when UUT is identified.
terminal IDs in the network.
Save traffic log to file. Name file: 184E\
18 Record the message on the 184E MC_Probe_Header 100K.xt
console.
19 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ MC_Probe Header 100K.txt
Record
results
. on data
Verify that the MPB, PA, MC, and | Refer to table C-23.3 for an example of a .
20 . . collection
ACK bursts are received. properly transmitted MC message. form D-
23.
Legend: Kbyte - Kilobyte PTP - Point-to-Point
ACK - Acknowledgment Burst MC - Multicast txt - Text file extension
ARQ - Automatic Repeat Request MPB - Multicast Probe Burst UUT - Unit Under Test
FEC - Forward Error Correction PA - Probe Acknowledgement
ID - Identifier PB - Probe Burst
Table C-23.2. PTP Acknowledgement Header Example
Time Type Source Destinations  Burst Mesg ID Comments
ID
16:26:10 PB 1 3 1 1 BER 2840% ARQ REV 1 PRI 0
. BER 0% REV 1 PRI 0 REQ NOT
16:26:13 PA 3 1 1 1 AVAILABLE
~a. BER 3551% FEC 1 PACKETS 7
16:26:16 PTP 1 3 1 5 ARQ SOM EOM DESTUFF
OR- BER 0% REPEATS 1 REQ 7/8
16:26:20 ACK 3 1 1 5 FLOW 256
. BER 3267% FEC 7/8 PACKETS 5
16:26:23 PTP 1 3 2 5 ARQ EOM DESTUFF
~a. BER 0% REPEATS 0 REQ NOT
16:2627 ACK ! 3 2 S AVAILABLE FLOW 256
Legend: ID - Identifier PTP - Point-to-Point
ACK - Acknowledgement Burst MC - Multicast REQ - Request

ARQ - Automatic Repeat Request
BER - Bit Error Ratio

EOM - End-of-Message

FEC - Forward Error Correction

Mesg - Message

PB - Probe Burst
PRI - Priority

PA - Probe Acknowledgement

REV - Revision
SOM - Start-of-Message
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Table C-23.3. MC Acknowledgement Header Example

Time Type Source Destinations Burst Mesg ID Comments
ID

ER- BER 0% REPEATS 0 REQ 1
19:56:31 MC 3579 2 15 FLOW 256 ARQ

E7- BER 0% REPEATS 0 REQ 1
19:57:31 ACK 1 2 15 FLOW 256

o BER 0% FEC 1 REPEATS 0
19:57:43 MC 359 2 15 PACKETS 256 ARQ

o BER 0% FEC 1 REPEATS 0
19:58:53 MC 359 2 15 PACKETS 256 ARQ

AA. BER 0% FEC 1 REPEATS 0
20:00:04 MC 359 2 15 PACKETS 256 ARQ

o BER 0% FEC 1 REPEATS 0
20:01:14 MC 7 3 15 PACKETS 256 ARQ

.09- BER 0% REPEATS 0 REQ 1
20:02:09 ACK 1 3 15 FLOW 256

BER 0% FEC 1 REPEATS 0
20:02:16 MC 7 4 15 PACKETS 49 ARQ EOM
DESTUFF

A, BER 0% REPEATS 0 REQ 1

20:02:22 ACK 1 4 15 FLOW 256
Legend: EOM - End-of-Message Mesg - Message

ACK - Acknowledgement Burst
ARQ - Automatic Repeat Request
BER - Bit Error Ratio

FEC - Forward Error Correction

ID - Identifier
MC - Multicast

REQ - Request
SOM - Start-of-Message

C-23.4 Presentation of Results. The results will be shown in a table similar to table
C-23.4 indicating the requirement and measured value or indications of capability.

Table C-23.4. Acknowledgement Header Test Results

Requirement | MIL-STD Requirement Rl e T
Number Paragraph Required Value Mt:;laslzzed Met 'r\\lncé:
win ARQonabed, | SRS R0
receiving data controllers feedback topthe Refer to
shall provide feedback to transmitting data data
5 4.2.3 the transmitting data . .
controller, using the ARQ controller, using the | collection
; . ARQ protocol form D-23.
protocol defined in 4.5.1 defined in 4.5.1 and
and 5.3.1. 531 "
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Table C-23.4.

Acknowledgement Header Test Results (continued)

Requirement | MIL-STD Requirement R AT
Number Paragraph Required Value ORI Met e
Value Met
The PTP ACK protocol,
illustrated in figure 7 [of The PTP ACK Refer to
26 451.1(1) the MIL-STD], shall be protocol, illustrated | data
e used to provide error-free | in figure 7 [of the collection
delivery to a single MIL-STD] is used. form D-23.
destination.
After transmission of
each data burst, the
receiving data controller Receiving data Refer to
shall reply with an ACK, g date data
27 451.12) | . ) controller replies .
indicating receipt of the with an ACK collection
data burst and which ' form D-23.
packets, if any, were
received in error.
Acknowledgment
Acknowledgment slots
shall follow the end of the z:‘ottr?ef?jlgot\;v éﬁ?;?: cl?aet]:r to
35 451.2 data burst in ascending . .
o ascending order, by | collection
order, by destination L
destination form D-23.
address.
address.
The receiving data The receiving data
Refer to
controller shall use the controller uses the data
212 5.3.1.1(5) CRC to determine if CRC to determine if .
: : collection
packets were received in | packets were
) . form D-23.
error. received in error.
The receiving data The receiving data Refer to
controller shall respond to | controller responds data
213 5.3.1.1(6) the transmitting data to the transmitting .
; ) collection
controller with an ACK, as | data controller with form D-23
described in 4.5.1.1. an ACK. '
An ACK shall be sent in An ACK is sentin E:t?r to
329 5.4.2(1) response to a PTP or MC | response to a PTP .
collection
burst. or MC burst.
form D-23.
330 5.4.2(2)
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Table C-23.4. Acknowledgement Header Test Results (continued)
Requirement | MIL-STD Requirement R AT
Number Paragraph Required Value M(\e,asured Met e
alue Met
_..and shall be specified | 2 1S sbectied | Referto
332 5.4.2(4) in the header kernel field, field. Extensi llecti
Extension ACK Bytes. ie'¢, extension cotiection
ACK Bytes. form D-23.
These fields are not
allocated; they should be
Note for set to zero by the Refer to
333 table XVI transmitting data Fields are set to data
[of the MIL- | controller and shall be Zero. collection
STD] treated as "don't care” form D-23.
bits by the receiving data
controller.
. . Burst type field
Burst Type. This 4-bit . e
field shall identify the identifies the burst | pofer 1o
burst type as type as data
334 5.4.2a.1 Acknowledgment, Acknoyvledgmer}t, collection
according to table XIlII [of ;(I:I(I:ordmg to table form D-23.
the MIL-STD]. [of the MIL-
STD].
Requested Code Rate. Requested Code
This 4-bit field shall Rate field specifies
specify to the transmitting | to the transmitting Refer to
335 54242 data controller the data controller the data
e desired code rate of the desired code rate collection
next burst, as given in of the next burst, as | form D-23.
table XVII [of the MIL- given in table XVII
STD]. [of the MIL-STD].
Number of
Number of Requested Requested Packets
Packets. This 3-bit field field indicates the
shall indicate the maximum number Refer to
maximum number of new | of new packets data
336 54.2a.3(1) packets requested by the | requested by the collection
receiving data controller, | receiving data form D-23.
in addition to any controller, in
repeated packets. addition to any
repeated packets.
The value in this field The value infield is | o g
shall be interpreted as interpreted as data
337 5.4.2a.3(2) . shown in table .
shown in table XVIII [of XVIII [of the MIL- collection
the MIL-STD]. form D-23.

STD].
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Table C-23.4. Acknowledgement Header Test Results (continued)
Requirement | MIL-STD Requirement R AT
Number Paragraph Required Value ORI Met e
Value Met
. Extension ACK
Eﬁ:?ﬁ?@%ﬁﬁgfs' bytes field indicate | Refer to
338 5.4.2a.4(1) | indicate the number of Lhﬁel“’;biﬁrtﬁg ggltlzction
g]é’ttﬁz ﬁe;g;?z)ﬁgf;;f'd ACKs field of the | form D-23.
) header extension.
The extension field shall The extension field | Refer to
339 5.4.2a.4(2) | contain between 1 and cogtggg _bz’m_w3en|1 daltla .
256 individual ACK bits, | 2Nd 296 individual | collection
) ACK bits. form D-23.
Destination. This 8-bit Destination field Refer to
field shall contain the contains the data
340 54.2a.5(1) network ID of the burst network ID of the collection
destination. burst destination. form D-23.
Refer to
Values from 1 to 64 shall | Values from 1 to 64 | data
341 54.2a.5(2) be valid. are accepted. collection
form D-23.
Source. This 8-bitfield | Source field Referto
342 5.4.2a.6(1) | shall contain the network twork ID of th lecti
ID of the burst source. networ otthe cotiection
burst source. form D-23.
Refer to
Values from 1 to 64 shall | Values from 1 to 64 | data
343 54.2a.6(2) be valid. are accepted. collection
form D-23.
Burst ID. This 4-bit field N
represents the burst E)utrr?; lt?u?setlclleso?et Refer to
344 5.42a7 | count ltshalibesetto | "0 p st data
the burst ID of the data bein collection
burst being K 9 ledaed form D-23.
acknowledged. acknowledged.
Message ID. This 4-bit i
field represents the gﬂeetstiatﬂee Eefézlgéz Refer to
345 5.42a8 | Mmessagecount ltshall 5 cip o ot purst | 9318
be set to the message ID bein collection
of the data burst being K 9 ledaed form D-23.
acknowledged. acknowledged.
CRC. This field shall CRC field consists Refer to
346 5.4.2a.9(1) | consist of 3 bytes: CRC CC)f;bet%S: CSCCIISC daltla .
lo, CRC mid, and CRC hi, | &RC mid, an collection
’ ’ " | hi. form D-23.
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Table C-23.4. Acknowledgement Header Test Results (continued)
Requirement | MIL-STD Requirement R AT
Number Paragraph Required Value ORI Met e
Value Met
The 24-bit field shallbe | The 24-bit field is ?aetf:r to
347 5.4.2a.9(2) | the header CRC: LSB the header CRC: collection
first, MSB last. LSB first, MSB last. form D-23.
The CRC shall be applied ;h;gﬁgagefpp“ed ?aetf:r to
348 5.4.2a.9(3) | to the header kernel and kernel and collection
extension. .
extension. form D-23.
Flush. This 8-bit field Refer to
shall be filled with zeros, Flush field is filled data
349 54.2a.10 and these bits are the with zeros collection
encoder flush bits. form D-23.
ACKs. This variable-
length field is a sequence
of packet
acknowledgment bits (bit
350 5.4.2b.1(1) map). The bit map shall

contain an
acknowledgment bit for
each packet in the
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Table C-23.4. Acknowledgement Header Test Results (continued)
Requirement | MIL-STD Requirement R AT
Number Paragraph Required Value ORI Met e
Value Met
Flush. This 8-bit field Refer to
shall be filled with zeros, Flush field is filled data
356 5.4.2b.2 and these bits are the with zeros. collection
encoder flush bits. form D-23.
Acknowledgment
Acknowledgment slots
shall follow the end of the slots follow the er_1d Refer to
. . of the data burstin | data
35 451.2 data burst in ascending . .
S ascending order, by | collection
order, by destination S
destination form D-23.
address.
address.
The receiving data The receiving data
Refer to
controller shall use the controller uses the data
212 5.3.1.1(5) CRC to determine if CRC to determine if .
. . collection
packets were received in | packets were
) . form D-23.
error. received in error.
Legend: ID - Identifier MSB - Most Significant Bit

ACK - Acknowledgement Burst
ARQ - Automatic Repeat Request
CRC - Cyclic Redundancy Check

LSB - Least Significant Bit

MC - Multicast

PTP - Point-to-Point

MIL-STD - Military Standard
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C-24 SUBTEST 24. MULTICAST HEADER VERIFICATION

C-24.1 Objective. To determine the extent of compliance to the requirements of
Military Standard (MIL-STD)-188-184 for multicast headers.

C-24.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 357-392.

C-24.3 Test Procedures

a. Test Equipment Required

(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4) Satellite Simulator with noise generator
(5)  Encryption Device (5)
(6) Protocol Analyzer
(7) MIL-STD-188-184E Monitor Terminal
b. Test Configuration. Configure the equipment as shown in figure C-24.1.
Transmitting Receivin
Terminal Termina
Teroaal ¥ Conatd ‘*:E_":LV:j:Q-:‘* :__R;_"< ::R%‘Ei"_”lzj%;’i:j-:*’ Contidler |4 ® Tora,
Satellite
/ Simulator \
: Er;?;m:n-: : En:r?m;\-: : ;n:?ﬂi:"-:
__5_ __5_ __5—»_ Protocol
Analyzer
Data Data Data
Controller Controller Controller
184 Monitor 184 Monitor
Terminal Terminal Terminal
Receiving Receiving Monitor
Terminal Terminal Terminal

Figure C-24.1. Multicast Header Data Controller Network Configuration
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c. Test Conduct. The test procedures are listed in table C-24.1.

Table C-24.1. Multicast Header Test Procedures

Step | Action Settings/Action | Result
1 Connect the equipment. As shown in figure C-24.1.
Configure UUT to send an MC Enter the transmitting terminal and receiving
2 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Setthe FEC rate to mode, FEC code rate, and compression
adaptive. settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send an MC message (with ARQ)
5 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
6 Record the message on the 184E | Save traffic log to file. Name file: 184E\ MC _
console. Header 5K.ixt
Save traffic log to file. Name file: protocol
7 Record the message on the analyzer\ MC_Header 5K.ixt
protocol analyzer.
Record
results
Veri on data
8 erify that the MPB, PA, MC, and | Refer to table C-24.2 for an example of a collection
ACK bursts are received. properly transmitted MC message. form D-
24,
Send an MC message (with ARQ)
9 with a 100-Kbyte attachmentto 2 | To be determined when UUT is identified.
terminal IDs in the network.
Save traffic log to file. Name file: 184E\ MC_
10 Record the message on the 184E Header 100K txt
console.
11 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ MC_ Header 100K.ixt
Record
results
Veri on data
12 erify that the MPB, PA, MC, and | Refer to table C-24.3 for an example of a collection
ACK bursts are received. properly transmitted MC message. form D-
24,
Legend: ID - Identifier txt - Text file extension
ACK - Acknowledgment Burst MC - Multicast UUT - Unit Under Test

ARQ - Automatic Repeat Request
FEC - Forward Error Correction

MPB - Multicast Probe Burst
PA - Probe Acknowledgemetn
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Table C-24.2. Multicast Header Example

Time Type Source Destinations Burst Mesg ID Comments
ID
ER- BER 0% REPEATS 0 REQ 1
19:56:31 MC 1 3579 2 15 FLOW 256 ARQ
E7- BER 0% REPEATS 0 REQ 1
19:57:31 ACK 7 1 2 15 FLOW 256
B BER 0% FEC 1 REPEATS 0
19:57:43 MC 1 359 2 15 PACKETS 256 ARQ
o BER 0% FEC 1 REPEATS 0
19:58:53 MC 1 359 2 15 PACKETS 256 ARQ
AA. BER 0% FEC 1 REPEATS 0
20:00:04 MC 1 359 2 15 PACKETS 256 ARQ
Aq. BER 0% FEC 1 REPEATS 0
20:01:14 MC 1 7 3 15 PACKETS 256 ARQ
.09- BER 0% REPEATS 0 REQ 1
20:02:09 ACK 7 1 3 15 FLOW 256
BER 0% FEC 1 REPEATS 0
20:02:16 MC 1 7 4 15 PACKETS 49 ARQ EOM
DESTUFF
A~ BER 0% REPEATS 0 REQ 1
20:02:22 ACK 7 1 4 15 FLOW 256
Legend: EOM - End-of-Message Mesg - Message
ACK - Acknowledgement Burst FEC - Forward Error Correction REQ - Request

ARQ - Automatic Repeat Request
BER - Bit Error Ratio

ID - Identifier
MC - Multicast

SOM - Start-of-Message

C-24.4 Presentation of Results. The results will be shown in a table similar to table

C-24.3 indicating the requirement and measured value or indications of capability.

Table C-24.3. Multicast Header Test Results

Requirement MIL-STD Requirement e A e
Number Paragraph Required Value Measured Met Not
Value Met
Multicast messages mglstg::;és accept Refer to
19 4.4.1.3(1) shall be addressed to 10 addresses data .
as many as 10 net - collection
when transmitting
members. form D-24.
to net members.
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Table C-24.3. Multicast Header Test Results (continued)

Requirement | MIL-STD R e e T
Number Paragraph Required Value ORI Met ok
Value Met
The MC header
The MC header ﬁ:gﬁlrés‘;:r; bit-
extension shall include mapped Packet Refer to
a bit-mapped Packet .
41 45123(1) | Repeats field that has 1 E:f?a;ist ‘;‘c‘fr'd that Sgﬁz ston
bit for every packet of )
every packet of form D-24.
the last acknowledged
burst the last
’ acknowledged
burst.
MC headers are
MC bursts shall be attached when Refer to
used to send message | UUT is data
357 5-4.3(1) data to multiple configured to collection
destinations (up to 10). | send an MC form D-24.
burst.
This header shall have MC headers are
an ex.tenS|or? that attached when Refer to
contains 2 bit-mapped UUT is data
358 5.4.3(2) fields: the fixed-length ) .
S X configured to collection
Destinations field, and
: send an MC form D-24.
the variable-length burst
Packet Repeats field. '
These fields are not
allocated; they should
Note for table be set to zero by the Refer to
359 XIX [of the transmitting data Fields are set to data
MIL-STD] controller and shall be zero. collection
treated as "don't care"” form D-24.
bits by the receiving
data controller.
A Burst type field
Burst Type. This 4-bit | ;40 vifies the Refer to
field shall identify the burst type as MC, | data
360 5.4.3a.1 burst type as MC, according to table | collection
according to table XIlII XIIl [of the MIL- form D-24
[of the MIL-STD]. STD] '
No ARQ. This bit shall | No ARQ bit is set | Refer to
361 54332 be set when message when message data
T acknowledgment is not | acknowledgment | collection
enabled. is not enabled. form D-24.
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Table C-24.3. Multicast Header Test Results (continued)

H Result || Finding ||

Required Value ORI Met
Value

H Requirement H MIL-STD H

Number Paragraph Requirement
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Table C-24.3. Multicast Header Test Results (continued)

Requirement | MIL-STD R e e T
Number Paragraph Required Value Measured Met Not
Value Met
Number of
Number of Repeats. Repeats field
This 8-bit field shall specifies the Refer to
specify the number of number of bytes, | data
369 5.4.3a.10 bytes, n, in the Packet n, in the Packet collection
Repeats field of the Repeats field of form D-24.
header extension. the header
extension.
Source. This 8-bit field | Source field Refer to
shall contain the contains the data
370 5.4.3a.11(1) network ID of the network ID of the | collection
message source. message source. | form D-24.
Refer to
Values from 1 to 64 Values from 1to | data
371 5.4.3a.11(2) shall be valid. 64 are accepted. | collection
form D-24.
Burst ID. This 4-bit Burst ID is
field represents the . Refer to
burst count. It shall be incremented data
372 5.4.3a.12(1) . modulo 16 for .
incremented modulo 16 collection
for every new burst in every new burst form D-24
in the message. ’
the message,...
...and it shall be reset Burst ID is reset (Ij?aet?r to
373 5.4.3a.12(2) | to zero for each new to zero for each collection
message. new message. form D-24.
Message ID. This 4-bit .
field represents the M essage ID is Refer to
374 5.4 3a.13(1 message count. It shall mcr;npeqée? data
4.3a.13(1) be incremented modulo :a%hunoew or collection
16 for each new form D-24.
message.
message,...
. . Message ID is Refer to
...and it shall remain the same for data
375 5.4.3a.13(2) the same for every every burst of the | collection
burst of the message. y
message. form D-24.
Each transmitting
Each transmitting data | data controller Refer to
376 5.4.3a.13(3) lcontrollc_er shall maintain _maintains its own | data .
its own independent independent collection
message counter. message form D-24.
counter.
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Table C-24.3. Multicast Header Test Results (continued)

Requirement | MIL-STD R e e T
Number Paragraph Required Value ORI Met ok
Value Met
CRC. This field shall | SXOTeld Refer to
consist of 3 bytes: CRC - data
377 5.4.3a.14(1) X bytes: CRC lo, .
lo, CRC mid, and CRC ; collection
hi CRC mid, and
i. CRC hi. form D-24.
The 24-bit field shall be | " teld 924 | Referto
378 5.4.3a.14(2) | the header CRC: LSB CRC: LSB first llecti
first, MSB last. ' Irst, coflection
' MSB last. form D-24.
Flush. This 8-bit field Refer to
shall be filled with Flush field is filled | data
380 5.4.3a.15 zeros, and these bits ith .
are the encoder flush with zeros collection
bits form D-24.
Destinations. This 64-
bit field (8 bytes)
specifies the message's L '
multiple-destination DeSt'.?.at'c;ES field Refer t
network IDs. Each bit spec |es' © de*ter °
A ) message's ata
381 5.4.3b.1(1 in this bit-mapped field ; .
™ shall represeﬁ?the multiple- collection
network 1D of a destination form D-24.
destination (the first bit | "etWork IDs.
= |D#1, the second bit =
ID #2, and so on).
No more than 10 bits No more than 10 saet]:r to
382 5.4.3b.1(2) shall be set for an MC bits are set for an collection
message. MC message. form D-24.
Packet Repeats. This Packet Repeats Refer to
variable-length field field is between 1 | data
383 5.4.30.2(1) shall be between 1 and | and 32 bytes collection
32 bytes long. long. form D-24.
Repeat field
provides a bit-
The field shall provide a | mapped
bit-mapped indication of | indication of ?aet]:r to
384 5.4.3b.2(2) those packets from the | those packets collection
previous burst that are from the previous form D-24

repeated in this burst.

burst that are
repeated in this
burst.
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Table C-24.3. Multicast Header Test Results (continued)

Requirement | MIL-STD R e e T
Number Paragraph Required Value Mt\e;laslzzed Met Iu::
The bit map shall The b.lt map. Refer to
contain a bit for each contains a bit for data
385 5.4.3b.2(3) . ; each packet in .
packet in the previous the orevious data collection
data burst. P form D-24.
burst.
) . ) . Refer to
The first bit shall The first bit data
386 5.4.3b.2(4) correspond to the first corresponds to collection
packet,... the first packet. form D-24
...and the last bit shall | The last bit Eaetf:" to
387 5.4.3b.2(5) correspond to the last corresponds to collection
packet. the last packet. form D-24
A bit is set to Refer to
A bit shall be set to signify that the data
388 5.4.3b.2(6) signify that the packet packet is collection
is repeated in this burst. | repeated in this
form D-24.
burst.
The bit shall be cleared | 110 Pt 1S cleared | Referto
389 54.3b.2(7) | to signify that the kg o i
acket is not repeated. packet1s no cotiection
P repeated. form D-24.
The length the
The length of this field field is as Refer to
shall be as specified in | specified in the data
390 5.4.3b.2(8) the Number of Repeats | Number of collection
field in the kernel Repeats field in form D-24
header. the kernel )
header.
Unused bits in the last Unused bits in ?aet]:r to
391 5.4.3b.2(9) byte shall be set to the last byte are collection
zero. set to zero. form D-24
Flush. This 8-bit field Refer to
shall be filled with N,
392 5.4.3b.3 zeros, and these bits | T ush fieldis filled | data
with zeros. collection
are the encoder flush
bits form D-24.
Legend: FEC - Forward Error Correction MC - Multicast

ARQ - Automatic Repeat Request
CRC - Cyclic Redundancy Check

ID - Identifier
LSB - Least Significant Bit

MIL-STD - Military Standard
MSB - Most Significant Bit
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C-25 SUBTEST 25. RESYNCHRONIZATION HEADER VERIFICATION

C-25.1 Objective. To determine the extent of compliance to the requirements of
Military Standard (MIL-STD)-188-184 for resynchronization headers.

C-25.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 59, 60, 215, 281-301, and 446-459.

C-25.3 Test Procedures

a. Test Equipment Required
(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4)  Satellite Simulator with noise generator
(5) Encryption Device (5)
(6) Protocol Analyzer
(7) MIL-STD-188-184E Monitor Terminal

b. Test Configuration. Configure the equipment as shown in figure C-25.1.

Transmitting Receivin
Terminal Termina
Data Data === oo (it PRI it Data Data
Terminal [*%| Controller ¥ 1 Encrpton 14| Radio | 1 Redo 1P Encopiion | 48| controller [ Terminal

a

Satellite
o 1 o 1 '

______

____________

¢ ¢ ¢—> Protocol
Analyzer
Data Data Data
Controller Controller Controller

184 Monitor 184 Monitor 184 Monitor
Terminal Terminal Terminal

Receiving Receiving Monitor
Terminal Terminal Terminal

Figure C-25.1. Resynchronization Header Data Controller Network Configuration
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c. Test Conduct. The test procedures are listed in table C-25.1.

Table C-25.1. Resynchronization Header Test Procedures

Step | Action | Settings/Action | Result
1 Connect the equipment. As shown in figure C-25.1.
Configure UUT to send a PTP Enter the transmitting terminal and receiving
2 message with no probing and terminal station ID, probing, acknowledgment
ACK enabled. Set the FEC rate mode, FEC code rate, and compression
to adaptive. settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send a PTP message (with ARQ)
5 with a 5-Kbyte attachment to a To be determined when UUT is identified.

terminal ID in the network.

Record the message on the 184E | Save traffic log to file. Name file:

console. 184E\PTP_Resynch_Header 5K.ixt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ PTP_Resynch_Header 5K.ixt
Record
results
. on data
8 Verify that the PB, PA, PTP and Refer to table C-25.2 for an example of a collection
ACK bursts are received. properly transmitted PTP message. form D-
25.
Legend: ID - Identifier PB - Probe Burst
ACK - Acknowledgment Burst Kbyte - Kilobyte PTP - Point-to-Point
ARQ - Automatic Repeat Request MC - Multicast txt - Text file extension
FEC - Forward Error Correction PA - Probe Acknowledgement UUT - Unit Under Test
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Table C-25.2. Resynchronization Header Example

Time Type Source Destinations Burst Mesg ID Comments
ID
-00- BER 0% FEC 1/2 PACKETS 256
15:00:12 PTP 1 1 11 ARQ SOM
.01- BER 0% REPEATS 0 REQ 3/4
15:01:11 ACK 2 1 11 FLOW 256
0,
15:01:20 PTP 1 2 1 igl; 0% FEC 1/2 PACKETS 256
. BER 0% REPEATS 0 REQ 3/4
15:02:20 ACK 2 2 11 FLOW 256
15:02:28 PTP 1 3 1 igl; 0% FEC 1/2 PACKETS 256
.02- BER 0% REPEATS 0 REQ 3/4
15:03:28 ACK 2 3 11 FLOW 256
0,
15:03:37 PTP 1 4 1 iggo % FEC 1/2 PACKETS 256
0,
15:04:36 RSYNC 1 4 1 BER 0% REV 1 WHY Unexpected
Burst ID
Legend: FEC - Forward Error Correction REV - Revision
ACK - Acknowledgement Burst ID - Identifier RSYNC - Resynchronization Burst
ARQ - Automatic Repeat Request MC - Multicast SOM - Start-of-Message

BER - Bit Error Ratio
EOM - End-of-Message

Mesg - Message
REQ - Request

C-25.4 Presentation of Results. The results will be shown in a table similar to table
C-25.3 indicating the requirement and measured value or indications of capability.

Table C-25.3. Resynchronization Header Test Results

Requirement | MIL-STD Requirement R AT
ey Paragraph Required Value [ EEETE Met L
Value Met
When a receiving data
controller detects a
message or burst
o o Refer to
synchronization error, or The receiving data
59 4.5.7(1) one of several other terminal sends a collection
errors described in 5.3.7, | RSYNC. form D-25
an RSYNC burst shall be '
transmitted to signal the
error condition.
The RSYNC burst shall | The receiving ?aetf:r to
60 4.5.7(2) be sent in lieu of an ACK | terminal sends a .
collection
burst. RSYNC.
form D-25.
. Refer to
216 5.3.1.1(9) fon of o ACK for se | ARSYNC is sent in | data
R lieu of an ACK. collection
errors.
form D-25
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Table C-25.3. Resynchronization Header Test Results (continued)
Requirement | MIL-STD . R AT
Number Paragraph RETITET Measured Not
grap Required Value Met
Value Met
If a burst with an
improper ID is received,
and if an ACK is required, | The receiving E:t?r to
281 5.3.7(13) | the receiving data terminal sends a collection
controller shall reply with | RSYNC. form D-25
an RSYNC to signal the '
error condition.
Refer to
This field shall be set to This field is set to data
282 53.7(14) all zeros for a PB. all zeros for a PB. collection
form D-25
The Burst D field shall be | TNoBurstIDfieldis |
incremented modulo 16
modulo 16 for each | data
283 5.3.7(15 for each new probe sent .
(19) by the transmﬁting data new probe sent by | collection
controller the transmitting form D-25
' data controller.
An RSYNC burst shall be Refer to
. An RSYNC burst
284 537(16)  Sentinsteadofan ACK o ot data
for those conditions instead of an ACK collection
specified here. * form D-25
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Table C-25.3.

Resynchronization Header Test Results (continued)

Requirement | MIL-STD Requirement R AT
Number Paragraph Required Value ORI Met e
Value Met
Upon receiving this ggtea t(r:?)rrljrrglllt(talpg
RSYNC code, the
" aborts a PTP Refer to
transmitting data message transfer data
288 5.3.7.2(2) controller shall abort a getr .
or drops this collection
PTP message transfer or S
) S destination from an | form D-25
drop this destination from
MC message
an MC message transfer.
transfer.
Repeated message
Repeated message. This | RSYNC code is
RSYNC code shall sent to indicate Refer to
indicate that the receiving | that the receiving data
289 5.3.7.3(1) data controller has data controller has .
. . . : collection
previously received and previously received form D-25
correctly decoded the and correctly
message. decoded the
message.
Upon receiving this -~
The transmitting
5:%%%?#%;&26 data controller shall E:t?r to
290 5.3.7.3(2) g . determine that the .
controller shall determine Mmessage was collection
that the message was 9 . form D-25
. correctly received.
correctly received...
The transmitting Refer to
...and shall terminate data controller data
291 5.3.7.3(3) transfer of data to this terminates transfer .
. . collection
destination. of data to this
S form D-25
destination.
Unexpected source
Unfa xpected source ID. ID RSYNC code is | Referto
This RSYNC code shall sent identify receipt | data
292 5.3.7.4(1) | identify receipt of a burst y receip .
of a burst from the collection
from the unexpected unexpected source | form D-25
source ID. D P
Upon receiving this ggtea t;i?jgllgpsg
RSYNC code, the aborts a PTP Refer to
transmitting data message transfer data
293 5.3.7.4(2) controller shall abort a ge ir .
or drops this collection
PTP message transfer or S
destination from an | form D-25

drop this destination from
an MC message transfer.

MC message
transfer.
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Table C-25.3. Resynchronization Header Test Results (continued)
Requirement | MIL-STD Requirement R AT
Number Paragraph Required Value ORI Met e
Value Met
Receiver lost. This :
Dounm — Receiver lost
RSYNC code shall :
L L RSYNC code is
gadtlacitsnttfrl;tléfrliaricelvlng sent to indicate that | Refer to
. ) the receiving data data
294 5.3.7.5(1) missed the first burst(s) of troller h llecti
a valid transmission, as controfier has collection
indicated by the star’t-of- missed the first form D-25
yh burst(s) of a valid
message flag in the t r
header. ransmission.
Upon receiving this The transmitting
data controller
RSYNC code, the Ref
transmitting data aborts a PTP . efer to
295 5.3.7.5(2) controller shall abort a message rt}rlans er daltla .
PTP message transfer or or dr'ops.t '? fco ecl:l‘)|02n5
drop this destination from Ic\iﬂeétnggg ;om an | form b-
an MC message transfer. 9
transfer.
Receiver busy. This Receiver busy
RSYNC code shall RSYNC code is
indicate to the sent to indicate to E:tfr to
296 5.3.7.6(1) transmitting data the transmitting collection
controller that the data controller that form D-25
receiving data controller the receiving data
is busy. controller is busy.
Upon receiving this The transmitting
RSYNC code. the data controller shall
transmitting d:ata abort a PTP Refer to
297 5.3.7.6(2) controller shall abort a message .transfer daltla .
PTP message transfer or or dr'op Fh|s collection
drop this destination from destination from an | form D-25
an MC message transfer. MC message
transfer.
Data terminal non-
Data terminal non- responsive RSYNC
responsive. This RSYNC | code is sent to
code shall indicate to the | indicate to the Refer to
transmitting data transmitting data data
298 5.3.7.7(1) controller that the controller that the collection
receiving data controller's | receiving data form D-25

attached data terminal
device will not accept
data.

controller's
attached data
terminal device will
not accept data.
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Table C-25.3. Resynchronization Header Test Results (continued)
Requirement | MIL-STD Requirement R AT
Number Paragraph Required Value ORI Met e
Value Met
Upon receiving this ggtea t(r:?)rrljrrglllt(talpg
RSYNC code, the
s aborts a PTP Refer to
transmitting data message transfer data
299 5.3.7.7(2) controller shall abort a getr .
or drops this collection
PTP message transfer or S
) S destination from an | form D-25
drop this destination from
MC message
an MC message transfer.
transfer.
Incompatible packet
format. This RSYNC
300 5.3.7.8 code shall not be used in | Not testable.
this revision of the MIL-
STD.
Incompatible burst type.
301 53.7.9 This RSYNC code shall |\ octaple.
not be used in this
revision of the MIL-STD.
. . Burst Type field
Burst Type. This 4-bit . o
field shall identify the 't‘;‘;gtgfs the burst | pefer to
446 5.4.7a burst type as Resynchronization, data .
Resynchronization, according to table collection
according to table XIlII [of XIIl Tof hg MIL form D-25
the MIL-STD] [of the MIL-
) STD].
Requested Code Rate. Requested Code
This 4-bit field shall Rate field specifies Refer to
specify the desired code the desired code data
447 5.4.7b rate of the receiving data | rate of the receiving collection
controller, as given in data controller, as form D-25
table XVII [of the MIL- given in table XVII
STD]. [of the MIL-STD].
Reason Code. This 8-bit . Refer to
field shall be used to Reasgn Code field data
448 54.7c . . specifies error .
specify certain error conditions collection
conditions. ) form D-25
Revision Level. This 8-bit | Revision Level field | Refer to
449 5.4.7d(1) field §ha|l be used to specifies the . data .
specify the waveform waveform revision collection
revision level. level. form D-25
This field shall be revision Refer to
0 for data controllers built | Revision Level field | data
450 54.7d(2) to this revision of the MIL- | is set to 0. collection
STD. form D-25
Destination. This 8-bit Destination field Refer to
field shall contain the contains the data
451 54.7e(1) network ID of the burst network ID of the collection
destination. burst destination. form D-25
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Table C-25.3. Resynchronization Header Test Results (continued)
Requirement | MIL-STD Requirement R AT
Number Paragraph Required Value ORI Met e
Value Met
Refer to
452 5.4.7¢(2) Values from 1 to 64 shall | Values from 1 to 64 | data
o be valid. are accepted. collection
form D-25
Source. This 8-bitfield | Source field peterto
453 5.4.71(1) fg%llc (t:ﬁgt;:r;stthseorl]ﬁ(t:\gork network ID of the collection
) burst source. form D-25
Refer to
454 5.4.71(2) Values from 1 to 64 shall | Values from 1 to 64 | data
o be valid. are accepted. collection
form D-25
%tﬂi é-ubr';tf'eld Burst ID field is set | Refer to
P to the burst ID of data
455 54.79g count. It shall be set to he d b . lecti
the burst ID of the data the data burst in collection
. error. form D-25
burst in error.
ﬁﬁg%n; ht|hse4-b|t Message field is set | Refer to
P to the message ID data
456 5.4.7h message count. It shall f the d b . llecti
be set to the message ID of the data burst in collection
. error. form D-25
of the data burst in error.
CRC. This field shall CRC field consists Refer to
457 5.4.7i(1) | consist of 3 bytes: CRC gfscbyt%& CE%:S(’; daltla .
lo, CRC mid, and CRC hi. | =~ Mid. an cotiection
’ ’ " | hi. form D-25
The 24-bit field shallbe | The 24-bit field is ?aetf:r to
458 5.4.7i(2) the header CRC: LSB the header CRC: collection
first, MSB last. LSB first, MSB last.
form D-25
Flush. This 8-bit field Refer to
459 54.7; shall be filled with zeros, Flush field is filled data
1] and these bits are the with zeros. collection
encoder flush bits. form D-25
Legend: LSB - Least Significant Bit PB - Probe Burst

ACK - Acknowledgement Burst
CRC - Cyclic Redundancy Check
ID - Identifier

MC - Multicast

MIL-STD - Military Standard
MSB - Most Significant Bit

PTP - Point-to-Point

RSYNC - Resynchronization Burst
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C-26 SUBTEST 26. CARRIER SENSE MULTIPLE ACCESS (CSMA)
VERIFICATION

C-26.1 Objective. To determine the extent of compliance to the requirements of
Military Standard (MIL-STD)-188-184 for CSMA.

C-26.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 48, 61,62, and 239.

C-26.3 Test Procedures

a. Test Equipment Required
(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4)  Satellite Simulator with noise generator
(5) Encryption Device (5)
(6) Protocol Analyzer
(7) MIL-STD-188-184E Monitor Terminal

b. Test Configuration. Configure the equipment as shown in figure C-26.1.

Transmitting Receivin
Terminal Termina

Data Data ! — i =7 L Data > Data
Terminal [®| Controller [P 1 Encyption |<—>| Radio | |_Radio _N—N Encryption | <@ controller Terminal

___________

/

Satellite

Radio ) Radi | -7
I“i“l |“¢"| l__i“l
| Encryption | | Encryption | I Encryption |
__________________
: ¢ #—P Protocol
Analyzer
Data Data Data
Controller Controller Controller
184 Monitor 184 Monitor 184 Monitor
Terminal Terminal Terminal
Receiving Receiving Monitor
Terminal Terminal Terminal

Figure C-26.1. CSMA Data Controller Network Configuration
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c. Test Conduct. The test procedures are listed in table C-26.1.

Table C-26.1. CSMA Test Procedures

Step | Action Settings/Action | Result
1 Connect the equipment. As shown in figure C-26.1.
Configure UUT to send a PTP Enter the transmitting terminal and receiving
2 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Setthe FEC rate to mode, FEC code rate, and compression
adaptive. settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send a PTP message (with ARQ)
5 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
6 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\PTP_CSMA 5K.txt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\PTP_CSMA 5K.txt
Record
results
Verify that the PB, PA, PTP, and on data
8 ACKybursts are received. N/A collection
form D-
26.
Send a PTP message (with ARQ)
9 with a 100-Kbyte attachmenttoa | To be determined when UUT is identified.
terminal ID in the network.
10 Record the message on the 184E | Save traffic log to file. Name file: 184E\
console. PTP_CSMA 5K.ixt
11 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ PTP_CSMA_5K.txt
Record
results
1o | Verify that the PB, PA, PTP, and N/A gg”‘éiif‘on
ACK bursts are received. f
orm D-
26.
Send an MC message (with ARQ)
13 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
14 Record the message on the 184E | Save traffic log to file. Name file: 184E\

console.

MC_CSMA 5K.txt
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Table C-26.1. CSMA Test Procedures (continued)

Step Action Settings/Action Result
Save traffic log to file. Name file: protocol
Record the message on the
15 protocol analyzer. analyzer\ MC_CSMA _5K.txt
Record
results
Verify that the MPB, PA, MC and on data
16 . N/A collection
ACK bursts are received.
form D-
26.
Send an MC message (with ARQ)
17 with a 100-Kbyte attachmentto 2 | To be determined when UUT is identified.
terminal IDs in the network.
Save traffic log to file. Name file: 184E\
18 Record the message on the 184E MC_CSMA 100K txt
console.
19 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ MC_CSMA _100K.txt
Record
results
. on data
20 Verify that the MPB,.PA, MC and N/A collection
ACK bursts are received.
form D-
26.
Legend: ID - Identifier PA - Probe Acknowledgement
ACK - Acknowledgment Burst Kbyte - Kilobyte PB - Probe Burst
ARQ - Automatic Repeat Request MC - Multicast PTP - Point-to-Point

CSMA - Carrier Sense Multiple Access
FEC - Forward Error Correction

MPB - Multicast Probe Burst
N/A - Not Applicable

txt - Text file extension
UUT - Unit Under Test

C-26.4 Presentation of Results. The results will be shown in a table similar to table
C-26.2 indicating the requirement and measured value or indications of capability.

Table C-26.2. CSMA Test Results

Requirement | MIL-STD R e AT
L Paragraph Required Value [ EEETE Met ok
Value Met
To reduce the possibility
of interfering with other Message is
. . Refer to
data controllers sharing a | retransmitted data
48 4521 channel, data controllers | without .
S . ; . collection
shall inhibit transmissions | incrementing
form D-26.

detected.

when channel activity is burst ID.
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Table C-26.2. CSMA Test Results (continued)

Reference MIL-STD Requirement e e T
Number Paragraph Required Value Measured Met Not
Value Met
Thg data cgntroller shall The data Refer to
wait for an idle channel, as .
. . controller waits data
61 5.1.1(1) determined by the carrier . .
. . for an idle collection
sensing mechanism (see
channel. form D-26.
5.3.2.1)...
The data
...and shall use the backoff controller uses Refer to
; ) . the backoff
algorithm defined in 5.3.2.2 ; ) data
62 5.1.1(2) . algorithm defined .
to determine when to . collection
. in5.3.2.2 to
transmit. . form D-26.
determine when
to transmit.
. . The data
Prior to transmitting a new
controller Refer to
message, the data determines that data
239 5.3.2(1) controller shall determine the channel is collection
that the channel is idle, as idleas described | form D-26
described in 5.3.2.1. o ’
in 5.3.2.1.
Legend:

CSMA - Carrier Sense Multiple Access

ID - Identifier

MIL-STD - Military Standard
UUT - Unit Under Test
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C-27 SUBTEST 27. BACK-OFF TIME VERIFICATION

C-27.1 Objective. To determine the extent of compliance to the requirements of
Military Standard (MIL-STD)-188-184 for back-off times.

C-27.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 240-256.

C-27.3 Test Procedures

a. Test Equipment Required

(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4) Satellite Simulator with noise generator
(5)  Encryption Device (5)
(6) Protocol Analyzer
(7) MIL-STD-188-184E Monitor Terminal
b. Test Configuration. Configure the equipment as shown in figure C-27.1.
Transmitting Receivin
Terminal Termina
Teroaal ¥ Conatd ‘*:E_":LV:j:Q-:‘* :__R;_"< ::R%‘Ei"_”lzj%;’i:j-:*’ Contidler |4 ® Tora,
Satellite
/ Simulator \
: Er;?;m:n-: : En:r?m;\-: : ;n:?ﬂi:"-:
__5_ __5_ __5—»_ Protocol
Analyzer
Data Data Data
Controller Controller Controller
184 Monitor 184 Monitor
Terminal Terminal Terminal
Receiving Receiving Monitor
Terminal Terminal Terminal

Figure C-27.1. Back-Off Time Data Controller Network Configuration
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c. Test Conduct. The test procedures are listed in table C-27.1.

Table C-27.1. Back-Off Time Test Procedures

Step | Action Settings/Action | Result
1 Connect the equipment. As shown in figure C-27.1.
Configure UUT to send a PTP Enter the transmitting terminal and receiving
2 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Setthe FEC rate to mode, FEC code rate, and compression
adaptive. settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send a PTP message (with ARQ)
5 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
6 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\PTP_Backoff Time 5K.ixt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\PTP_ Backoff Time 5K.ixt
Record
results
Veri on data
8 erify that the PB, PA, PTP, and Refer to table C_—27.2 for an example of a collection
ACK bursts are received. properly transmitted PTP message. form D-
27.
Send a PTP message (with ARQ)
9 with a 100-Kbyte attachmenttoa | To be determined when UUT is identified.
terminal ID in the network.
10 Record the message on the 184E | Save traffic log to file. Name file: 184E\
console. PTP_CSMA 5K.ixt
11 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ PTP_CSMA_5K.txt
Record
results
Verify that the PB, PA, PTP, and | Refer to table C-27.2 f le of on data
12 erify that the PB, PA, ,an efer to table C-27.2 for an example of a collection
ACK bursts are received. properly transmitted PTP message. form D-
27.
Send an MC message (with ARQ)
13 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
14 Record the message on the 184E | Save traffic log to file. Name file: 184E\

console.

MC_CSMA 5K.txt
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Table C-27.1. Back-Off Time Test Procedures (continued)

Step Action Settings/Action Result
Save traffic log to file. Name file: protocol
Record the message on the
15 protocol analyzer. analyzer\ MC_CSMA _5K.txt
Record
results
. on data
Verify that the MPB, PA, MC, and | Refer to table C-27.3 for an example of a .
16 . . collection
ACK bursts are received. properly transmitted MC message. form D-
27.
Send an MC message (with ARQ)
17 with a 100-Kbyte attachmentto 2 | To be determined when UUT is identified.
terminal IDs in the network.
Save traffic log to file. Name file: 184E\
18 Record the message on the 184E MC_CSMA 100K txt
console.
19 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ MC_CSMA _100K.txt
Record
results
. on data
Verify that the MPB, PA, MC, and | Refer to table C-27.3 for an example of a .
20 . . collection
ACK bursts are received. properly transmitted MC message. form D-
27.
Legend: Kbyte - Kilobyte PTP - Point-to-Point
ACK - Acknowledgment Burst MC - Multicast txt - Text file extension
ARQ - Automatic Repeat Request MPB - Multicast Probe Burst UUT - Unit Under Test
FEC - Forward Error Correction PA - Probe Acknowledgement
ID - Identifier PB - Probe Burst
Table C-27.2. PTP Back-Off Time Example
Time Type Source Destinations  Burst Mesg ID Comments
ID
16:26:10 PB 1 3 1 1 BER 2840% ARQ REV 1 PRI 0
. BER 0% REV 1 PRI 0 REQ NOT
16:26:13 PA 3 1 1 1 AVAILABLE
~a. BER 3551% FEC 1 PACKETS 7
16:26:16  PTP 1 3 1 5  ARQ SOM EOM DESTUFF
OR- BER 0% REPEATS 1 REQ 7/8
16:26:20 ACK 3 1 1 5 FLOW 256
. BER 3267% FEC 7/8 PACKETS 5
16:26:23 PTP 1 3 2 5 ARQ EOM DESTUFF
~A. BER 0% REPEATS 0 REQ NOT
16:2627 ACK ! 3 2 ®  AVAILABLE FLOW 256
Legend: ID - Identifier PRI - Priority
ARQ - Automatic Repeat Request MC - Multicast PTP - Point-to-Point

BER - Bit Error Ratio
EOM - End-of-Message
FEC - Forward Error Correction

Mesg - Message
PA - Probe Acknowledgement
PB - Probe Burst

REQ - Request
REV - Revision
SOM - Start-of-Message
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Table C-27.3. MC Flow Control Example

Time Type Source Destinations Burst Mesg ID Comments
ID
18:07:24 MPB 256789 8 1 BER 0% ARQ REV 1 PRI 0
18:07:25 PA 1 8 1 BER 0% REV 1 PRI 0 REQ 1
BER 0% FEC 1 REPEATS 0
18:07:44 MC 2 1 13 PACKETS 4 ARQ SOM EOM
DESTUFF
A BER 0% REPEATS 0 REQ 1
18:07:45 ACK 1 1 13 FLOW 256
Legend: FEC - Forward Error Correction PA - Probe Acknowledgement
ACK - Acknowledgement Burst ID - Identifier PRI - Priority
ARQ - Automatic Repeat Request MC - Multicast REQ - Request
BER - Bit Error Ratio Mesg - Message REV - Revision

EOM - End-of-Message

MPB - Multicast Probe Burst

SOM - Start-of-Message

C-27.4 Presentation of Results. The results will be shown in a table similar to table
C-27 .4 indicating the requirement and measured value or indications of capability.

Table C-27.4. Back-Off Time Test Results

Requirement | MIL-STD R — e e
Number Paragraph Required Value Mt:ilaslzged Met I'\‘:IZ:
Prior to transmitting D
ata controllers
message bursts or comply with the Refer to
240 |5322) | Gontciers shailcomply | baCkoft aigoritnm | A8
: . described in
with the backoff algorithm 53292 form D-27.
described in 5.3.2.2. e
For messages for which
probing is not enabled, Message Refer to
the fixed period shall be retransmittion data
241 5.3.2.1(1) at least equal to the first without collection
slot timeout value incrementing form D-27
specified in table Vllla [of | burst ID. '
the MIL-STD].
If channel
If channel probing is ggﬂlr:a%lsthe Refer to
242 5.3.2.1(2) ?”ab'ed’.the length of the | o +th of the fixed | 9318
ixed period shall depend iod changes collection
on channel traffic. period chang form D-27.
depending on
channel traffic.
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Table C-27.4. Back-Off Time Test Results (continued)

Requirement | MIL-STD R e e T
Number Paragraph Required Value ORI Met ok
Value Met
If channel traffic cannot Icfacnhnaor:nbeel traffic
be decoded (processed in decoded. the
accordance with this MIL- fixed perfo dis Refer to
2o |saza |STLTSRCOrs | eovaltome nn (e
. q slot timeout value
slot timeout value specified in table form D-27.
specified in table Villa [of | SP
the MIL-STD] Vllla [of the MIL-
) STD].
. If channel traffic
If channel traff!c can bg is decoded, the Refer to
decoded, the fixed period fixed period is in data
244 5.3.2.1(4) shall be in accordance P . .
. accordance with collection
with table VIIIb [of the le VIIIb Tof th f D-27
MIL-STD] table VIIIb [of the | form D-27.
' MIL-STD].
When channel activity is
. The data
detected dgrmg the controller exits Refer to
backoff period, the data the backoff data
245 5.3.2.2(1) controller shall exit the | and wai llecti
backoff protocol and wait protocol and wait _f collection
for the channel to for the channel to | form D-27.
become inactive become inactive.
If channel probing is not -In-1hees:;Ste burst
enabled, the first backof? eriod. in
message burst backoff msec ispbaseé Refer to
period, in msec, shall be Y data
246 5.3.2.2(2) ; on a uniformly .
based on a uniformly distributed collection
distributed random random number form D-27.
number between 0 and 4 u
seconds between 0 and 4
) seconds.
Subsequent
Subsequent bursts, of the 2;;:’;3;“0;;22 e
same message, shall employ randc?m, Refer to
employ random backoff ) data
247 5.3.2.2(3) peri%dz only if backpff periods collection
unexpected channel only if form D-27.
unexpected

activity is detected.

channel activity is
detected.
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Table C-27.4. Back-Off Time Test Results (continued)

Requirement | MIL-STD R e e T
Number Paragraph Required Value Measured Met Not
Value Met
Subsequent
For these bursts the tr):r:Z:)Srr?chkoff
random backoff period, in ariod based on Refer to
248 5322 msec, shall be based on pero data
.3.2.2(4) ) L a uniformly .
a uniformly distributed distributed collection
random number between form D-27.
0 and 1 second. random number
between 0 and 1
second.
If channel probing is
enabled, the backoff
period shall be based on
249 5329 a uniformly distributed
.3.2.2(5) . Not testable.
random number, in msec,
within a range from 0 to
2° seconds, where b is
called the backoff count.
The backoff count, for the
250 5.3.2.2(6) first message probe, Not testable.
initially shall be 1...
...and shall be
incremented by 1 each
251 5.3.2.2(7) time an attempt to Not testable.
capture the channel is
unsuccessful.
Each time the backoff
count is incremented, a
252 5.32.2(8) | neW. uniformly distributed | 4o iape.
random number between
0 and 2° x 1000 msec
shall then be computed.
If, for the rate in use, 2° x
1000 exceeds the
maximum backoff period
253 5.3.2.2(9) | Specified intable IX[of |\ ioqtapie.

the MIL-STD], the value
in the table shall be the
upper bound for the
random number selected.
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Table C-27.4. Back-Off Time Test Results (continued)

Requirement

Number

MIL-STD
Paragraph

Requirement

Result

Finding

Required Value

Measured
Value

Not

Met Met

254

5.3.2.2(10)

This process shall be
repeated until an attempt
to capture the channel is
successful or the
maximum attempts to
capture the channel have
been attempted.

Not testable.

255

5.3.2.2(11)

For PTP services, when
the maximum backoff
interval or maximum
attempts to capture the
channel have been
reached, the data
controller shall abandon
the message and should
notify the operator.

Operator is
notified of
aborted
message.

Refer to
data
collection
form D-27

256

5.3.2.2(12)

For MC services, if all
destinations are non-
responsive, and the
maximum backoff interval
or the maximum attempts
to capture the channel
have been reached, the
data controller shall
abandon the message
and should notify the
operator.

Operator is
notified of
aborted
message.

Refer to
data
collection
form D-27.

Legend:
ID - Identifier

MC - Multicast

MIL-STD - Military Standard

msec -

milliseconds

PTP - Point-to-Point
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C-28 SUBTEST 28. TURN AROUND TIME VERIFICATION

C-28.1 Obijective. To determine the extent of compliance to the requirements of
Military Standard (MIL-STD)-188-184 for times.

C-28.2 Criteria. The system under test must meet requirement 217 as stated in MIL-
STD-188-184 as listed in appendix B.

C-28.3 Test Procedures

a. Test Equipment Required
(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4)  Satellite Simulator with noise generator
(5) Encryption Device (5)
(6) Protocol Analyzer
(7) MIL-STD-188-184E Monitor Terminal

b. Test Configuration. Configure the equipment as shown in figure C-28.1.

Transmitting Receivin
Terminal Termina
Data Data ===~ - - - - L Data Data
Terminal | Controller [P 1 Enenpion 4P | Redio | | Raio 14— 1 Enoryption 1 4| Conroller | 4| Terminal

N/

Satellite

Radio ! ! Radio 1 | _Radio 1
i 120 _Q_d
|“¢--| |“¢--| 1= -¥ -9

1

| Encryption | | Encryption |

__________________

# ¢ #—b Protocol
Analyzer
Data Data Data
Controller Controller Controller

184 Monitor 184 Monitor 184 Monitor
Terminal Terminal Terminal

Receiving Receiving Monitor
Terminal Terminal Terminal

Figure C-28.1. Turn Around Time Data Controller Network Configuration
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c. Test Conduct. The test procedures are listed in table C-28.1.

Table C-28.1. Turn Around Time Test Procedures

Step | Action Settings/Action Result
1 Connect the equipment. As shown in figure C-28.1.
Configure UUT to send a PTP Enter the transmitting terminal and receiving
2 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Setthe FEC rate to mode, FEC code rate, and compression
adaptive. settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send a PTP message (with ARQ)
5 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
6 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\PTP_Mode Burst 5K.ixt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ PTP_ Mode Burst 5K.ixt
Record
g | Verify that the PB, PA, PTP, and | Refer to table C-28.2 for an example of a Lzst:'ts on
ACK bursts are received. properly transmitted PTP message. .
collection
form D-28.
Send a PTP message (with ARQ)
9 with a 100-Kbyte attachmenttoa | To be determined when UUT is identified.
terminal ID in the network.
10 Record the message on the 184E | Save traffic log to file. Name file: 184E\PTP_
console. Mode Burst 100K.txt
11 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\PTP_ Mode Burst 100K.ixt
Record
4o | Verify that the PB, PA, PTP, and | Refer to table C-28.2 for an example of a results on
ACK bursts are received. properly transmitted PTP message. data .
collection
form D-28.
Record
Analyze the time difference Compare time to the turn around time results on
13 between PTP message and the requirement specified in table V [of the MIL- | data
ACK message. STD]. collection
form D-28.
Legend: ID - Identifier PTP - Point-to-Point

ACK - Acknowledgment Burst
ARQ - Automatic Repeat Request
FEC - Forward Error Correction

Kbyte - Kilobyte
PA - Probe Acknowledgement
PB - Probe Burst

txt - Text file extension
UUT - Unit Under Test
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Table C-28.2. PTP Turn Around Time Example

Time Type Source Destinations  Burst Mesg ID Comments
ID
16:26:10 PB 3 1 1 BER 2840% ARQ REV 1 PRI 0
e BER 0% REV 1 PRI 0 REQ NOT
16:26:13 PA 3 1 1 1 AVAILABLE
~A. BER 3551% FEC 1 PACKETS 7
16:26:16 - PTP ! 3 1 ®  ARQ SOM EOM DESTUFF
OR- BER 0% REPEATS 1 REQ 7/8
16:26:20 ACK 3 1 1 5 FLOW 256
~A. BER 3267% FEC 7/8 PACKETS 5
16:26:23 PTP 1 3 2 5 ARQ EOM DESTUFF
A, BER 0% REPEATS 0 REQ NOT
16:26:27 ACK ! 3 2 > AVAILABLE FLOW 256
Legend: FEC - Forward Error Correction PTP - Point-to-Point
ACK - Acknowledgement Burst ID - Identifier REQ - Request
ARQ - Automatic Repeat Request MC - Multicast REV - Revision
BER - Bit Error Ratio Mesg - Message SOM - Start-of-Message
EOM - End-of-Message PRI - Priority

Table C-28.3. Turn Around Time Example

Time Type Source Destinations Burst Mesg ID Comments
ID
18:07:24 MPB 1 256789 8 1 BER 0% ARQ REV 1 PRI 0
18:07:25 PA 2 1 8 1 BER 0% REV 1 PRI 0 REQ 1
BER 0% FEC 1 REPEATS 0
18:07:44 MC 1 2 1 13 PACKETS 4 ARQ SOM EOM
DESTUFF
.07+ BER 0% REPEATS 0 REQ 1
18:07:45 ACK 2 1 1 13 FLOW 256
Legend: FEC - Forward Error Correction PA - Probe Acknowledgement

ACK - Acknowledgement Burst
ARQ - Automatic Repeat Request
BER - Bit Error Ratio

EOM - End-of-Message

ID - Identifier
MC - Multicast
Mesg - Message

MPB - Multicast Probe Burst

PRI - Priority

REQ - Request

REV - Revision

SOM - Start-of-Message

C-28.4 Presentation of Results. The results will be shown in a table similar to table
C-28.3 indicating the requirement and measured value or indications of capability.

Table C-28.4. Turn Around Time Test Results

Reference MIL-STD Requirement e AT
ey Paragraph Required Value Mt:,asured Met ok
alue Met
Upon receipt of PTP burst, | ACKis
the receiving data controller | transmitted within | Refer to
217 53111 shall fqrmat and send an the turnarppnd_ data .
T ACK within the turnaround time specified in collection
time specified in table V [of | table V [of the form D-28.
the MIL-STD]. MIL-STD].
Legend:
ACK - Acknowledgement Burst
MIL-STD - Military Standard
PTP - Point-to-Point
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C-29 SUBTEST 29. ACKNOWLEDGEMENT TIMEOUT VERIFICATION OF POINT-
TO-POINT MESSAGES

C-29.1 Objective. To determine the extent of compliance to the requirements of
Military Standard (MIL-STD)-188-184 for acknowledgement timeouts of point-to-point
messages.

C-29.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 218-220.

C-29.3 Test Procedures

a. Test Equipment Required
(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4)  Satellite Simulator with noise generator
(5) Encryption Device (5)
(6) Protocol Analyzer
(7) MIL-STD-188-184E Monitor Terminal

b. Test Configuration. Configure the equipment as shown in figure C-29.1.

Transmitting Receivin
Terminal Termina
Data Data [ ---- -—— |j—===n Data
Terminal F—» Controller %’ 1 Encpton | <> | Rado ] | Radio 14 Enervoiion | 4B conroller (€ P Te?r%%ﬁal
Satellite
= =
Il__R_ad'_"__Jl Il__Radl_c__} Il__R_ad\_o__}

| Encryption | Encryption | 1 Encryption }
e

1
URp—— _———_——
Protocol
Analvzer
Data Data Data
Controller Controller Controller

184 Monitor 184 Monitor 184 Monitor
Terminal Terminal Terminal

Receiving Receiving Monitor
Terminal Terminal Terminal

Figure C-29.1. Acknowledgement Timeout (PTP) Data Controller Network
Configuration
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C. Test Conduct. The test procedures are listed in table C-29.1.

Table C-29.1. Acknowledgement Timeout (PTP) Test Procedures

Step | Action Settings/Action Result
1 Connect the equipment. As shown in figure C-29.1.
Configure UUT to send a PTP Enter the transmitting terminal and receiving
2 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Set the FEC rate to mode, FEC code rate, and compression
adaptive. settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send a PTP message (with ARQ)
5 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
6 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\PTP_ACK Timeout 5K.ixt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ PTP_ACK Timeout 5K.ixt
Record
results on
8 Verify that the PB, PA, PTP, and Refer to table C-9.2 for an example of a data
ACK bursts are received. properly transmitted PTP message. collection
form D-29.
Record
Analyze the time difference Compare time to the turn around time results on
9 between PTP message and the requirement specified in table V [of the MIL- | data
ACK message. STD]. collection
form D-29.
Legend: ID - Identifier txt - Text file extension
ACK - Acknowledgment Burst Kbyte - Kilobyte UUT - Unit Under Test
ARQ - Automatic Repeat Reques MC - Multicast
FEC - Forward Error Correction PTP - Point-to-Point
Table C-29.2. Acknowledgement Timeout (PTP) Example
Time Type Source Destinations Burst Mesg ID Comments
ID
16:26:10 PB 1 3 1 1 BER 2840% ARQ REV 1 PRI 0
@A BER 0% REV 1 PRI 0 REQ NOT
16:26:13 PA 3 1 1 1 AVAILABLE
e BER 3551% FEC 1 PACKETS 7
16:26:16  PTP 1 3 1 5> ARQ SOM EOM DESTUFF
. BER 0% REPEATS 1 REQ 7/8
16:26:20 ACK 3 1 1 5 FLOW 256
. BER 3267% FEC 7/8 PACKETS 5
16:26:23 PTP 1 3 2 5 ARQ EOM DESTUFF
e BER 0% REPEATS 0 REQ NOT
16:26:27  ACK ! 3 2 5 AVAILABLE FLOW 256
Legend: ID - Identifier PTP - Point-to-Point
ACK - Acknowledgement Burst MC - Multicast REQ - Request

ARQ - Automatic Repeat Request
BER - Bit Error Ratio

EOM - End-of Message

FEC - Forward Error Correction

Mesg - Message

PA - Probe Acknowledgement
PB - Probe Burst

PRI - Priority

REV - Revision

SOM - Start-of-Message
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C-29.4 Presentation of Results. The results will be shown in a table similar to table
C-29.3 indicating the requirement and measured value or indications of capability.

Table C-29.3. Acknowledgement Timeout (PTP) Test Results

Reference | MIL-STD R — Result Finding
Number Paragraph Required Value Mt:lasured Met ok
alue Met
The ACK delay
The ACK delay shall be meets the ACK Refer to
measured from the end of timeout period data
218 5.3.1.1.2(1) | the transmitted burst to the specified in tat;Ie collection
receipt of the last bit of the VI Tof the MIL- form D-29
ACK header kernel. [of the '
STD].
The ACK delay
If the ACK delay exceeds exceeds the ACK
the ACK timeout period, timeout period,
specified in table VI [of the | specified in table | Refer to
MIL-STD], the transmitting VI [of the MIL- data
219 53.1.1.2(2) data controller shall timeout | STD], the collection
and resend the burst, transmitting data | form D-29.
except as specified in controller times
5.3.1.1.3. out and resends
the burst.
The previous
burst is
The previous burst shall be | retransmitted if Refer to
retransmitted if an ACK is an ACK is not data
220 5.3.1.1.3(1) | not received within the received within collection
timeout period, without the timeout form D-29
incrementing the burst ID. period, without '
incrementing the
burst ID.
Legend:
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C-30 SUBTEST 30. ACKNOWLEDGEMENT TIMEOUT VERIFICATION OF
MULTICAST MESSAGES

C-30.1 Objective. To determine the extent of compliance to the requirements of
Military Standard (MIL-STD)-188-184 for acknowledgement timeouts of multicast
messages.

C-30.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 223-227, 231-234, and 238.

C-30.3 Test Procedures

a. Test Equipment Required
(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4)  Satellite Simulator with noise generator
(5) Encryption Device (5)
(6) Protocol Analyzer
(7) MIL-STD-188-184E Monitor Terminal

b. Test Configuration. Configure the equipment as shown in figure C-30.1.

Transmitting Receivin
Terminal Termina
Data Data [ ---- -—— |j—===n Data
Terminal F—» Controller %’ 1 Encpton | <> | Rado ] | Radio 14 Enervoiion | 4B conroller (€ P Te?r%%ﬁal
Satellite
= =
Il__R_ad'_"__Jl Il__Radl_c__} Il__R_ad\_o__}

| Encryption | Encryption 1 Encryption 1

1
T

1
URp—— _———_——
Protocol
Analvzer
Data Data Data
Controller Controller Controller

184 Monitor 184 Monitor 184 Monitor
Terminal Terminal Terminal

Receiving Receiving Monitor
Terminal Terminal Terminal

Figure C-30.1. Acknowledgement Timeout (MC) Data Controller Network
Configuration
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C. Test Conduct. The test procedures are listed in table C-30.1.

Table C-30.1. Acknowledgement Timeout (MC) Test Procedures

Step | Action | Settings/Action | Result
1 Connect the equipment. As shown in figure C-30.1.
Configure UUT to send an MC Enter the transmitting terminal and receiving
2 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Setthe FEC rate to mode, FEC code rate, and compression
adaptive. settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send an MC message (with ARQ)
5 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
6 Record the message on the 184E | Save traffic log to file. Name file: 184E\
console. MC_ACK Timeout 5K.ixt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ MC_ACK_ Timeout 5K.ixt
Record
results
. on data
8 Verify that the PB, PA, PTP, and Refer to table C_—9.2 for an example of a collection
ACK bursts are received. properly transmitted PTP message. form D-
30.
Legend: ID - Identifier PB - Probe Burst
ACK - Acknowledgment Burst Kbyte - Kilobyte PTP - Point-to-Point
ARQ - Automatic Repeat Request MC - Multicast txt - Text file extension
FEC - Forward Error Correction PA - Probe Acknowledgement UUT - Unit Under Test
Table C-30.2. Acknowledgement Timeout (MC) Example
Time Type Source Destinations Burst Mesg ID Comments
ID
18:07:24 MPB 1 256789 8 1 BER 0% ARQ REV 1 PRI O
18:07:25 PA 2 1 8 1 BER 0% REV 1 PRI 0 REQ 1
BER 0% FEC 1 REPEATS 0
18:07:44 MC 1 2 1 13 PACKETS 4 ARQ SOM EOM
DESTUFF
n BER 0% REPEATS 0 REQ 1
18:07:45 ACK 2 1 1 13 FLOW 256
Legend: FEC - Forward Error Correction PRI - Priority
ACK - Acknowledgement Burst ID - Identifier REQ - Request
ARQ - Automatic Repeat Request MC - Multicast REV - Revision

BER - Bit Error Ratio
EOM - End-of-Message

Mesg - Message
MPB - Multicast Probe Burst

SOM - Start-of-Message

C-30.4 Presentation of Results. The results will be shown in a table similar to table
C-30.3 indicating the requirement and measured value or indications of capability.
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Table C-30.3. Acknowledgement Timeout (MC) Test Results (continued)

Reference MIL-STD Requirement R Finding
NI ) FELEETET Required Value | Measured |y, | Not
Value Met
The MC
As described in 4.5.1.2, the | acknowledgment Refer to
MC acknowledgment protocol provides data
223 5.3.1.2(1) protocol shall provide explicit polled collection
explicit polled scheduling of | scheduling of form D-30
acknowledgment times. acknowledgment '
times.
Each of the MC
Each of the MC destinations Refer to
destinations shall respond responds in a data
224 5.3.1.2(2) in a different time slot different time slot collection
following the end of the MC | following the end form D-30
or MPB burst. of the MC or '
MPB burst.
There shall be one Zcr;]l?r:ivl\jeodngement S:t?r to
225 5.3.1.2(3) acknowledgmentltim(la slot time slot for each | collection
for each MC destination. MC destination. form D-30.
The time slots shall be Zree:atlrr;isgsin ?aet]:r to
226 5.3.1.2(4) arranged in ascending ascending order | collection
order by address. by address. form D-30.
The lowest of the
The lowest of the specified Zgzgglaet(ijons
destinations shall transmit transmit its ACK Refer to
297 5.3.1.2(5) its ACK in the first slot, in the first slot data
T followed by the next lowest ' collection
! y followed by the
in the second slot, and so next lowest in the form D-30.
on.
second slot, and
SO on.
The ACK slot
. period for single-
The ACK slot period for hop, secure, UHF | Refer to
single-hop, secure, UHF SATCOM data
231 5.3.1.2.1(1) | SATCOM channels shall be channels are as collection
as defined in table VII [of defined in tabl ; D-30
the MIL-STD]. efined in table orm )
VII [of the MIL-
STD].

C-193




Table C-30.3. Acknowledgement Timeout (MC) Test Results (continued)

Reference MIL-STD Requirement —— e i
Number Paragraph Required Value Mt\e,asured Met Not
alue Met
. Transmissions Refer to
Transmissions shall be hibited data
232 5.3.1.2.1(2) | prohibited during this guard 3re.pr° forte .
time. luring this guard | collection
time. form D-30.
The slot times
The slot times shall be are referenced to
referenced to the receiving | the receiving data | Refer to
data controller, as controller, as data
233 53.1.2.1(3) illustrated in figure 21 [of illustrated in collection
the MIL-STD] (see section figure 21 [of the form D-30.
5.5.1). MIL-STD] (see
section 5.5.1).
The first slot shall begin at ggei;'f;tstlﬁg end E:t?r to
234 5.3.1.2.1(4) | the end of the received MC 9 . .
burst. of the received collection
MC burst. form D-30.
The timeout values for MC The timeout
ACKs on a single-hop, values for MC Refer to
secure, UHF SATCOM ACKs are as data
238 531.22(4) channel shall be as defined | defined in table collection
in table Vllla [of the MIL- Vllla [of the MIL- | form D-30.
STD]. STD].
Legend: MIL-STD - Military Standard UHF - Ultra High Frequency

ACK - Acknowledgement Burst

MC - Multicast

MPB - Multicast Probe Burst
SATCOM - Satellite Communications
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C-31 SUBTEST 31. PERFORMANCE VERIFICATION

C-31.1 Objective. To determine the extent of compliance to the requirements of
Military Standard (MIL-STD)-188-184 for performance.

C-31.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 460-473.

C-31.3 Test Procedures

a. Test Equipment Required
(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4)  Satellite Simulator with noise generator
(5) Encryption Device (5)
(6) Protocol Analyzer
(7) MIL-STD-188-184E Monitor Terminal

b. Test Configuration. Configure the equipment as shown in figure C-31.1.

Transmitting Receivin
Terminal Termina
Data Data ===~ - - - - L Data Data
Terminal | Controller [P 1 Enenpion 4P | Redio | | Raio 14— 1 Enoryption 1 4| Conroller | 4| Terminal

N/

Satellite

Radio ! ! Radio 1 | _Radio 1
i 120 _Q_d
I__i_'l I__i_'l [ |

1

| Encryption | | Encryption |

__________________

# ¢ #—b Protocol
Analyzer
Data Data Data
Controller Controller Controller

184 Monitor 184 Monitor 184 Monitor
Terminal Terminal Terminal

Receiving Receiving Monitor
Terminal Terminal Terminal

Figure C-31.1. Performance Data Controller Network Configuration
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C. Test Conduct. The test procedures are listed in table C-31.1.

Table C-31.1. Performance Test Procedures

Step | Action | Settings/Action | Result
1 Connect the equipment. As shown in figure C-31.1.
Configure UUT to send a PTP Enter the transmitting terminal and receiving
2 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Setthe FEC rate to mode, FEC code rate, and compression
adaptive. settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send a PTP message (with ARQ)
5 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
6 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\PTP_Performance 5K.txt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ PTP_ Performance 5K.ixt
Record
g | Verify that the PB, PA, PTP, and | Refer to table C-31.2 for an example of a Lzst:'ts on
ACK bursts are received. properly transmitted PTP message. .
collection
form D-31.
Send a PTP message (with ARQ)
9 with a 100-Kbyte attachmenttoa | To be determined when UUT is identified.
terminal ID in the network.
10 Record the message on the 184E | Save traffic log to file. Name file: 184E\PTP_
console. Performanc_100K.txt
11 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\PTP_ Performance 100K.txt
Record
4o | Verify that the PB, PA, PTP, and | Refer to table C-31.2 for an example of a results on
ACK bursts are received. properly transmitted PTP message. data .
collection
form D-31.
Reconfigure UUT to send an MC Enter the transmitting terminal and receiving
13 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Set the FEC rate to mode, FEC code rate, and compression
adaptive. settings.
14 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
15 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send an MC message (with ARQ)
16 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
17 Record the message on the 184E | Save traffic log to file. Name file: 184E\MC_

console.

Performanc_5K.txt
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Table C-31.1. Performance Test Procedures (continued)

Step Action Settings/Action Result

Save traffic log to file. Name file: protocol

Record the message on the analyzer\MC__ Performance_5K.txt

18 protocol analyzer.

19 Verify that the MPB, PA, MC, and
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Table C-31.1. Performance Test Procedures (continued)

Step Action Settings/Action Result
Record
34 Verify that the BC bursts are Refer to table C-31.4 for an example of a f:{;lts on
received. properly transmitted BC message. .
collection
form D-31.
Legend: ID - Identifier PB - Probe Burst
ACK - Acknowledgment Burst Kbyte - Kilobyte PTP - Point-to-Point
ARQ - Automatic Repeat Request MC - Multicast txt - Text file extension
BC - Broadcast MPB - Multicast Probe Burst UUT - Unit Under Test
FEC - Forward Error Correction PA - Probe Acknowledgement
Table C-31.2. PTP Performance Example
Time Type Source Destinations Burst Mesg ID Comments
ID
16:26:10 PB 1 3 1 1 BER 2840% ARQ REV 1 PRI 0
o BER 0% REV 1 PRI 0 REQ NOT
16:26:13 PA 3 1 1 1 AVAILABLE
~a. BER 3551% FEC 1 PACKETS 7
16:26:16  PTP 1 3 1 5> ARQ SOM EOM DESTUFF
9A- BER 0% REPEATS 1 REQ 7/8
16:26:20 ACK 3 1 1 5 FLOW 256
~A. BER 3267% FEC 7/8 PACKETS 5
16:26:23 PTP 1 3 2 5 ARQ EOM DESTUFE
9A- BER 0% REPEATS 0 REQ NOT
16:26:27 ACK ! 3 2 5 AVAILABLE FLOW 256
Legend: ID - Identifier PTP - Point-to-Point
ACK - Acknowledgement Burst MC - Multicast REQ - Request

ARQ - Automatic Repeat Request
BER - Bit Error Ratio
EOM - End-of-Message

FEC - Forward Error Correction

Mesg - Message
PA - Probe Acknowledgement
PB - Probe Burst

PRI - Priority

REV - Revision
SOM - Start-of-Message

Table C-33.3. MC Performance Example

Time Type Source Destinations  Burst Mesg ID Comments
ID
18:07:24 MPB 1 256789 8 1 BER 0% ARQ REV 1 PRI 0
18:07:25 PA 2 1 8 1 BER 0% REV 1 PRI 0 REQ 1
BER 0% FEC 1 REPEATS 0
18:07:44 MC 1 2 1 13 PACKETS 4 ARQ SOM EOM
DESTUFF
07 BER 0% REPEATS 0 REQ 1
18:07:45 ACK 2 1 1 13 FLOW 256
Legend: FEC - Forward Error Correction PA - Probe Acknowledgement

ACK - Acknowledgement Burst

ARQ - Automatic Repeat Request
BER - Bit Error Ratio
EOM - End-of-Message

ID - Identifier
MC - Multicast

Mesg - Message
MPB - Multicast Probe Burst

PRI - Priority

REQ - Request

REV - Revision

SOM - Start-of-Message
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Table C-31.4. BC Performance Example

Time Type Source Destinations Burst Mesg ID Comments
ID
0,
21-:45:02 BC 1 255 1 3 EETAO/O FEC 1 PACKETS 1 SOM
Legend: EOM - End-of-Message Mesg - Message

BC - Broadcast Message

BER - Bit Error Ratio

FEC - Forward Error Correction

ID - Identifier

SOM - Start-of-Message

C-31.4 Presentation of Results. The results will be shown in a table similar to table
C-31.5 indicating the requirement and measured value or indications of capability.

Table C-31.5. Performance Test Results

Requirement | MIL-STD R — e e
L Paragraph Required Value I EEETE Met ok
Value Met

Performance, defined in
5.5.2, shall be based on
the average time to Message is Refer to
transfer a long (100,000- - s data

460 5-5.1(1) byte) and a short (5,000- transmitted vy|th|n collection

the allowed time.

byte) message error-free form D-31.
over a secure, UHF
SATCOM channel.
Performance shall be Message is Refer to

461 5.5.1(2) averaged over four transmitted yvithin data _

" messages at the channel | the BER defined | collection

BER defined in 5.5.2. in 5.5.2. form D-31.
Performance shall be

461 551(2) | averaged over four Not testable.
messages at the channel
BER defined in 5.5.2.
Five messages shall be

462 5.5.1(3) sent at each BER.... Not testable.
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Table C-31.5. Performance Test Results (continued)

Requirement
Number

MIL-STD
Paragraph

Requirement

Result

Finding

Required Value

Measured
Value

Not

Met Met

463

5.5.1(4)

...and the average shall
be calculated based on
the four lowest
measurements.

Not testable.

464

5.5.1(5)

The following shall be
used in performance
testing:

a. a 25-kHz UHF
SATCOM channel or
simulated 25-kHz
channel,

b. a UHF SATCOM
radio,

c. a KY-57 cryptographic
device, and

d. a data device capable
of transmitting and
receiving at 19,200 bps.

Not testable.

465

5.5.1(6)

However, the
performance results in
5.5.2 shall be met by all
data controllers on
secure, UHF SATCOM
channels, regardless of
the implementation-
specific capabilities
chosen.

The data
controller meets
the performance
results in 5.5.2.

466

5.5.1(7)

With the channel
simulator set to the
specified BER, and a
nominal 250-msec delay,
the average transmission
time shall not exceed
those given in 5.5.2.

The average
transmission time
does not exceed
those given in
5.5.2.
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Table C-31.5. Performance Test Results (continued)

Requirement | MIL-STD R e e T
Number Paragraph Required Value Mt\e,asured Met Not
alue Met
End-to-end transmission
time shall be defined as
the average time to
transfer a message error-
free, from the first bit out
467 5.5.2(1) of the transmitting data Not testable.
terminal to the last bit into
the receiving data
terminal (from point A to
point D in figure 21 [of the
MIL-STD]).
Over-the-air transmission
time shall be defined as
the average time required
to transfer a message
468 552(2) | Overthechannelfrom .o ciaple.
one data controller to
another (from point B to
point C in figure 21 [of the
MIL-STD]), including
ACKs.
The short
The short message- message-
transmission times shall transm|SS|on
4 5 be as specified in table t|mes_ are as
69 5.5.2(3) XXV [of the MIL-STD] for ;;;(e\?lﬁed in table
[of the MIL-
each code rate and BER STD] for each
identified.
code rate and
BER identified.
The transmitted user- Not testable.
message-length (without | Verified before
470 5.5.2(4) compression and coding) | Data Controller
shall be 5,000 bytes. tested.
Long message-
Long message- transmission
471 5.5.2(5) transmission times shall times are as

be as specified in table
XXVI [of the MIL-STD].

specified in table
XXVI [of the MIL-
STD].
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Table C-31.5. Performance Test Results (continued)

Requirement

Result Finding
. Measured Not
Required Value Value Met Met

The transmitted user-
message-length (without
compression and coding)
shall be 100,000 bytes.

Not testable.
Verified before
Data Controller
tested.

End-to-end times shall be
identical for any
message, compressed or
uncompressed, that
results in 5,000 or
100,000 bytes of user
data transferred over the
channel.

End-to-end times
are identical for
any message,
compressed or
uncompressed,
that results in
5,000 or 100,000
bytes of user
data transferred
over the channel.

Requirement | MIL-STD
Number Paragraph
472 5.5.2(6)
473 5.5.2(7)
Legend:

ACK _ Acknowledgement Burst
BER - Bit Error Ration

bps - bits per second
kHz - Kilohertz

MIL-STD - Military Standard

msec - milliseconds
SATCOM - Satellite Communications
UHF - Ultra High Frequency

C-202




C-32 SUBTEST 32. DEPACKETIZATION VERIFICATION

C-32.1 Objective. To determine the extent of compliance to the requirements of
Military Standard (MIL-STD)-188-184 for depacketization.

C-32.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 193-203.

C-32.3 Test Procedures

a. Test Equipment Required

(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4) Satellite Simulator with noise generator
(5)  Encryption Device (5)
(6) Protocol Analyzer
(7) MIL-STD-188-184E Monitor Terminal
b. Test Configuration. Configure the equipment as shown in figure C-32.1.
Transmitting Receivin
Terminal Termina
Teroaal ¥ Conatd ‘*:E_":LV:j:Q-:‘* :__R;_"< ::R%‘Ei"_”lzj%;’i:j-:*’ Contidler |4 ® Tora,
Satellite
/ Simulator \
: Er;?;m:n-: : En:r?m;\-: : ;n:?ﬂi:"-:
__5_ __5_ __5—»_ Protocol
Analyzer
Data Data Data
Controller Controller Controller
184 Monitor 184 Monitor
Terminal Terminal Terminal
Receiving Receiving Monitor
Terminal Terminal Terminal

Figure C-32.1. Depacketization Data Controller Network Configuration
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c. Test Conduct. The test procedures are listed in table C-32.1.

Table C-32.1. Depacketization Test Procedures

Step | Action Settings/Action Result
1 Connect the equipment. As shown in figure C-32.1.
Configure UUT to send a PTP Enter the transmitting terminal and receiving
2 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Setthe FEC rate to mode, FEC code rate, and compression
adaptive. settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send a PTP message (with ARQ)
5 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
6 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\PTP_Depacketization 5K.txt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ PTP_Depacketization 5K.txt
Record
g | Verify that the PB, PA, PTP, and | Refer to table C-32.2 for an example of a Lzst:'ts on
ACK bursts are received. properly transmitted PTP message. .
collection
form D-32.
Send a PTP message (with ARQ)
9 with a 100-Kbyte attachmenttoa | To be determined when UUT is identified.
terminal ID in the network.
10 Record the message on the 184E | Save traffic log to file. Name file: 184E\PTP_
console. Depacketization _100K.txt
11 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\PTP_ Performance 100K.txt
Record
4o | Verify that the PB, PA, PTP, and | Refer to table C-32.2 for an example of a results on
ACK bursts are received. properly transmitted PTP message. data .
collection
form D-32.
Reconfigure UUT to send an MC Enter the transmitting terminal and receiving
13 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Set the FEC rate to mode, FEC code rate, and compression
adaptive. settings.
14 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
15 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send an MC message (with ARQ)
16 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
17 Record the message on the 184E | Save traffic log to file. Name file: 184E\MC_

console.

Depacketization 5K.txt
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Table C-32.1. Depacketization Test Procedures (continued)

Step Action Settings/Action Result
Save traffic log to file. Name file: protocol
Record the message on the N
18 protocol analyzer. analyzer\MC__ Depacketization _5K.txt
Record
Verify that the MPB, PA, MC and | Refer to table C-32.3 for an example of a results on
19 . . data
ACK bursts are received. properly transmitted MC message. .
collection
form D-32.
Send an MC message (with ARQ)
20 with a 100-Kbyte attachmentto 2 | To be determined when UUT is identified.
terminal IDs in the network.
Record the message on the 184E | Save traffic log to file. Name file: 184E\MC _
21
console. Performance _100K.txt
22 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\MC__ Depacketization _100K.txt
Record
Verify that the MPB, PA, MC and Refer to table C-32.3 for an example of a results on
23 . . data
ACK bursts are received. properly transmitted MC message. .
collection
form D-32.
Legend: ID - Identifier PB - Probe Burst
ACK - Acknowledgment Burst Kbyte - Kilobyte PTP - Point-to-Point
ARQ - Automatic Repeat Request MPB - Multicast Probe Burst txt - Text file extension
FEC - Forward Error Correction PA - Probe Acknowledgement UUT - Unit Under Test
Table C-32.2. PTP Depacketization Example
Time Type Source Destinations  Burst Mesg ID Comments
ID
16:26:10 PB 1 3 1 1 BER 2840% ARQ REV 1 PRI 0
. BER 0% REV 1 PRI 0 REQ NOT
16:26:13 PA 3 1 1 1 AVAILABLE
~a. BER 3551% FEC 1 PACKETS 7
16:26:16 PTP 1 3 1 5> ARQ SOM EOM DESTUFF
OR- BER 0% REPEATS 1 REQ 7/8
16:26:20 ACK 3 1 1 5 FLOW 256
~a. BER 3267% FEC 7/8 PACKETS 5
16:26:23 PTP 1 3 2 5 ARQ EOM DESTUFF
e BER 0% REPEATS 0 REQ NOT
16:2627 ACK ! 3 2 S AVAILABLE FLOW 256
Legend: ID - Identifier PRI - Priority
ACK - Acknowledgement Burst MC - Multicast REQ - Request
ARQ - Automatic Repeat Request Mesg - Message REV - Revision

BER - Bit Error Ratio
EOM - End-of-Message
FEC - Forward Error Correction

PA - Probe Acknowledgement
PB - Probe Burst
PTP - Point-to-Point

SOM - Start-of-Message
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Table C-32.3. MC Depacketization Example

Time Type Source Destinations Burst Mesg ID Comments
ID
ER- BER 0% REPEATS 0 REQ 1
19:56:31 MC 3579 2 15 FLOW 256 ARQ
E7- BER 0% REPEATS 0 REQ 1
19:57:31 ACK 1 2 15 FLOW 256
- BER 0% FEC 1 REPEATS 0
19:57:43 MC 359 2 15 PACKETS 256 ARQ
EQ. BER 0% FEC 1 REPEATS 0
19:58:53 MC 359 2 15 PACKETS 256 ARQ
AA. BER 0% FEC 1 REPEATS 0
20:00:04 MC 359 2 15 PACKETS 256 ARQ
o BER 0% FEC 1 REPEATS 0
20:01:14 MC 7 3 15 PACKETS 256 ARQ
.09- BER 0% REPEATS 0 REQ 1
20:02:09 ACK 1 3 15 FLOW 256
BER 0% FEC 1 REPEATS 0
20:02:16 MC 7 4 15 PACKETS 49 ARQ EOM
DESTUFF
.09+ BER 0% REPEATS 0 REQ 1
20:02:22 ACK 1 4 15 FLOW 256
Legend: FEC - Forward Error Correction REQ - Request
ACK - Acknowledgement Burst ID - Identifier REV - Revision
ARQ - Automatic Repeat Request MC - Multicast SOM - Start-of-Message
BER - Bit Error Ratio Mesg - Message
EOM - End-of-Message PRI - Priority

C-32.4 Presentation of Results. The results will be shown in a table similar to table
C-32.4 indicating the requirement and measured value or indications of capability.

Table C-32.4. Depacketization Test Results

Requirement | MIL-STD R — e e
L Paragraph Required Value [ EEETE Met ok
Value Met
When ARQ is disabled, Packets are Refer to
packets shall be reassembled in data
193 522.5(1) reassembled in the order | the order collection
received. received. form D-32.
The ACK field of
For PTP bursts, the ACK | (e ACK header
) extension shall Refer to
field of the ACK header contain a bit for data
194 5.2.2.5(2) extension shall contain a . .
X ) each packet in collection
bit for each packet in the
the last form D-32.
last acknowledged burst.
acknowledged
burst.
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Table C-32.4. Depacketization Test Results (continued)

Requirement | MIL-STD R e e T
Number Paragraph Required Value Measured Met Not
Value Met
Bits are set by
Bits shall be set by the the receiving data
receiving data controller controller to Refer to
to indicate to the indicate to the data
195 5.2.2.5(3) transmitting data transmitting data | collection
controller those packets controller those form D-32.
received in error. packets received
in error.
The receiving
The receiving data data co_ntroller
. uses this Refer to
controller shall use this information to data
196 5.2.2.5(4) information to distinguish distinqui .
istinguish collection
between new and between new and | form D-32
retransmitted packets. . '
retransmitted
packets.
The Packet
Repeats field of
For MC bursts, the the MC burst
Packet Repeats field of header identify to Refer to
the MC burst header shall | all destinations data
197 5.2.2.5(5) identify to all destinations | those packets in collection
those packets in the last the last form D-32
acknowledged burst that | acknowledged '
are being retransmitted. burst that are
being
retransmitted.
The receiving
The receiving data data controller
. uses this Refer to
controller shall use this information to data
198 5.2.2.5(6) information to distinguish istinauish llecti
between new and distinguis collection
between new and | form D-32.

retransmitted packets.

retransmitted
packets.
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Table C-32.4. Depacketization Test Results (continued)

Requirement | MIL-STD R e e T
Number Paragraph Required Value Mt\e,aaslzzed Met Iu::
When ARQ is enabled, Refer to
the CRC and any flush data
199 5.2.2.5(7) bits shall be stripped from Not testable. collection
the packets,... form D-32.
The receiving
...and the receiving data S:tee;?r?frgrﬂ;iron
controller shall use in the ACK or MC Refer to
information in the ACK or data
200 5.2.2.5(8) MC header to correctl header to llecti
y correctly coflection
reassemble the reassemble the form D-32.
transmitted message. .
transmitted
message.
If the last packet is
stuffed, as indicated by R
. e efer to
the apprpprlate bit in the The last packet is | data
201 5.2.2.5(9) header, it shall be unstuffed. collection
unstuffed prior to f
. orm D-32.
reassembling the
message.
This shall be done by
deleting the last byte in
202 5.2.2.5(10) | the packet and all Not testable. None.
immediately preceding
bytes identical to it.
Reassembled packets Reassembled cl?aet]:r to
203 5.2.2.5(11) | shall be decompressed, if | packets are collection
necessary. decompressed. form D-32.
Legend: CRC - Cyclic Redundancy Check MIL-STD - Military Standard

ACK - Acknowledgement Burst
ARQ - Automatic Repeat Request

MC - Multicast

PTP - Point-to-Point
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C-33 SUBTEST 33. HALF- AND FULL-DUPLEX VERIFICATION

C-33.1 Objective. To determine the extent of compliance to the requirements of
Military Standard (MIL-STD)-188-184 for half and full duplex verification.

C-33.2 Criteria. The system under test must meet the following requirements stated in
MIL-STD-188-184 as listed in appendix B: 22-24.

C-33.3 Test Procedures

a. Test Equipment Required
(1) Data Terminals (2)
(2) Unit Under Test (UUT) (2)
(3) MIL-STD-188-181 compliant radio (5)
(4)  Satellite Simulator with noise generator
(5) Encryption Device (5)
(6) Protocol Analyzer
(7) MIL-STD-188-184E Monitor Terminal

b. Test Configuration. Configure the equipment as shown in figure C-33.1.

Transmitting Receivin
Terminal Termina
Data Data === oo (it PRI it Data Data
Terminal [*%| Controller ¥ 1 Encrpton 14| Radio | 1 Redo 1P Encopiion | 48| controller [ Terminal

a

Satellite
o 1 o 1 '

______

____________

¢ ¢ ¢—> Protocol
Analyzer
Data Data Data
Controller Controller Controller

184 Monitor 184 Monitor 184 Monitor
Terminal Terminal Terminal

Receiving Receiving Monitor
Terminal Terminal Terminal

Figure C-33.1. Half and Full Duplex Data Controller Network Configuration
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c. Test Conduct. The test procedures are listed in table C-33.1.

Table C-33.1. Half- and Full-Duplex Test Procedures

Step | Action Settings/Action Result
1 Connect the equipment. As shown in figure C-33.1.
Configure UUT to send a PTP Enter the transmitting terminal and receiving
2 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Setthe FEC rate to mode, FEC code rate, and compression
adaptive. settings.
3 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
4 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send a PTP message (with ARQ)
5 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
6 Record the message on the 184E | Save traffic log to file. Name file:
console. 184E\PTP_Duplex 5K.ixt
7 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\ PTP_ Duplex 5K.ixt
Record
g | Verify that the PB, PA, PTP, and | Refer to table C-33.2 for an example of a Lzst:'ts on
ACK bursts are received. properly transmitted PTP message. .
collection
form D-33.
Send a PTP message (with ARQ)
9 with a 100-Kbyte attachmenttoa | To be determined when UUT is identified.
terminal ID in the network.
10 Record the message on the 184E | Save traffic log to file. Name file: 184E\PTP_
console. Duplex _100K.txt
11 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\PTP_ Performance 100K.txt
Record
1o | Verify that the PB, PA, PTP, and | Refer to table C-33.2 for an example of a results on
ACK bursts are received. properly transmitted PTP message. data .
collection
form D-33.
Reconfigure UUT to send an MC Enter the transmitting terminal and receiving
13 message with probing and ACK terminal station ID, probing, acknowledgment
enabled. Set the FEC rate to mode, FEC code rate, and compression
adaptive. settings.
14 Configure 184E monitor Terminal. | Refer to appendix F for setup instructions.
15 Configure Protocol Analyzer. Refer to appendix F for setup instructions.
Send an MC message (with ARQ)
16 with a 5-Kbyte attachment to a To be determined when UUT is identified.
terminal ID in the network.
17 Record the message on the 184E | Save traffic log to file. Name file: 184E\MC_

console.

Duplex _5K.txt
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Table C-33.1. Half- and Full-Duplex Test Procedures (continued)

Step Action Settings/Action Result
18 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\MC_ Duplex 5K.txt
Record
Verify that the MPB, PA, MC, and | Refer to table C-33.3 for an example of a results on
19 . . data
ACK bursts are received. properly transmitted MC message. .
collection
form D-33.
Send an MC message (with ARQ)
20 with a 100-Kbyte attachmentto 2 | To be determined when UUT is identified.
terminal IDs in the network.
Record the message on the 184E | Save traffic log to file. Name file: 184E\MC _
21
console. Duplex _100K.txt
29 Record the message on the Save traffic log to file. Name file: protocol
protocol analyzer. analyzer\MC_ Duplex _100K.txt
Record
Verify that the MPB, PA, MC, and | Refer to table C-33.3 for an example of a results on
23 . . data
ACK bursts are received. properly transmitted MC message. .
collection
form D-33.
Legend: ID - Identifier PB - Probe Burst
ACK - Acknowledgment Burst Kbyte - Kilobyte PTP - Point-to-Point
ARQ - Automatic Repeat Request MPB - Multicast Probe Burst txt - Text file extension
FEC - Forward Error Correction PA - Probe Acknowledgement UUT - Unit Under Test
Table C-33.2. PTP Half- and Full-Duplex Example
Time Type Source Destinations  Burst Mesg ID Comments
ID
16:26:10 PB 1 3 1 1 BER 2840% ARQ REV 1 PRI 0
. BER 0% REV 1 PRI 0 REQ NOT
16:26:13 PA 3 1 1 1 AVAILABLE
~a. BER 3551% FEC 1 PACKETS 7
16:26:16  PTP 1 3 1 5> ARQ SOM EOM DESTUFF
A BER 0% REPEATS 1 REQ 7/8
16:26:20 ACK 3 1 1 5 FLOW 256
e BER 3267% FEC 7/8 PACKETS 5
16:26:23 PTP 1 3 2 5 ARQ EOM DESTUFF
A BER 0% REPEATS 0 REQ NOT
16:26:27  ACK ! 3 2 5 AVAILABLE FLOW 256
Legend: ID - Identifier PTP - Point-to-Point
ACK - Acknowledgement Burst MC - Multicast REQ - Request

ARQ - Automatic Repeat Request
BER - Bit Error Ratio

EOM - End-of-Message

FEC - Forward Error Correction

Mesg - Message

PA - Probe Acknowledgement
PB - Probe Burst

PRI - Priority

REV - Revision
SOM - Start-of-Message
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Table C-33.3. MC Half- and Full-Duplex Example

Time Type Source Destinations Burst Mesg ID Comments
ID
ER- BER 0% REPEATS 0 REQ 1
19:56:31 MC 3579 2 15 FLOW 256 ARQ
E7- BER 0% REPEATS 0 REQ 1
19:57:31 ACK 1 2 15 FLOW 256
- BER 0% FEC 1 REPEATS 0
19:57:43 MC 359 2 15 PACKETS 256 ARQ
EQ. BER 0% FEC 1 REPEATS 0
19:58:53 MC 359 2 15 PACKETS 256 ARQ
AA. BER 0% FEC 1 REPEATS 0
20:00:04 MC 359 2 15 PACKETS 256 ARQ
o BER 0% FEC 1 REPEATS 0
20:01:14 MC 7 3 15 PACKETS 256 ARQ
.09- BER 0% REPEATS 0 REQ 1
20:02:09 ACK 1 3 15 FLOW 256
BER 0% FEC 1 REPEATS 0
20:02:16 MC 7 4 15 PACKETS 49 ARQ EOM
DESTUFF
.09+ BER 0% REPEATS 0 REQ 1
20:02:22 ACK 1 4 15 FLOW 256
Legend: FEC - Forward Error Correction REQ - Request
ACK - Acknowledgement Burst ID - Identifier REV - Revision
ARQ - Automatic Repeat Request MC - Multicast SOM - Start-of-Message
BER - Bit Error Ratio Mesg - Message
EOM - End-of-Message PRI - Priority

C-33.4 Presentation of Results. The results will be shown in a table similar to table
C-33.4 indicating the requirement and measured value or indications of capability.

Table C-33.4. Half- and Full-Duplex Test Results

Requirement | MIL-STD O — el e
Number Paragraph Required Value Measured Met Not
Value Met
The waveform protocols
described in 4.5.1 Data Controller
through 4.5.7 and 5.3.1 supports on both | Refer to
29 45(1) through 5.3.7 shall be full- and half- data
' supported on both full- duplex collection
and half-duplex communications | form D-33.
communications channels.
channels.
Message transfer shall be !\/Iessage fransfer | Referto
; NI is restricted to data
23 4.5(2) restricted to one direction L .
) one direction ata | collection
at a time. !
time. form D-33.
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Table C-33.4. Half- and Full-Duplex Test Results (continued)

Requirement | MIL-STD Requirement e Finding
Number Paragraph Required Value Measured Met Not
Value Met
Transmitting data Iéi?;r&trtlsng date Refer to
controllers shall be able receive ACKs data
24 4.5(3) to receive ACKs and and RSYNCs collection
RSYNCs sent prior to the ! f D
end of the burst sent prior to the orm D-33.
) end of the burst.
Legend:
ACK - Acknowledgement Burst MIL-STD - Military Standard RSYNC - Resynchronization Burst
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APPENDIX D

DATA COLLECTION FORMS
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DATE:

DATA COLLECTION FORM D1 (EOMNMYY)
SELECTABLE FEATURES

Reference # Required Value Measured Value Pass Fail

TEST TECHNICIAN:

TEST DIRECTOR:

D-3




DATE:

DATA COLLECTION FORM D-2 (EOMNMYY)
START OF MESSAGE

Reference # Required Value Measured Value Pass Fail

TEST TECHNICIAN:

TEST DIRECTOR:
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DATA COLLECTION FORM D-3 L.
HEADER (GENERAL)
Reference # Required Value Measured Value Pass Fail

TEST TECHNICIAN:

TEST DIRECTOR:
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DATE:

DATA COLLECTION FORM D-4 (EOMNMYY)
FILL, SPARE, AND STUFFED BITS

Reference # Required Value Measured Value Pass Fail

TEST TECHNICIAN:

TEST DIRECTOR:
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DATA COLLECTION FORM D-5
CODE COMBINING

DATE:
(DD/MMM/YY)

Reference #

Required Value Measured Value

Pass

Fail

TEST TECHNICIAN:

TEST DIRECTOR:
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DATE:

DATA COLLECTION FORM D-6 (EOAMYY)
CYCLIC REDUNDANCY CHECK

Reference # Required Value Measured Value Pass Fail

TEST TECHNICIAN:

TEST DIRECTOR:

D-8




DATE:

DATA COLLECTION FORM D-7 (EOMNMYY)
NON-RESPONDING DATA CONTROLLERS

Reference # Required Value Measured Value Pass Fail

TEST TECHNICIAN:

TEST DIRECTOR:
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DATE:

DATA COLLECTION FORM D-8 (EOAMYY)
MAXIMUM NUMBER OF RETRIES

Reference # Required Value Measured Value Pass Fail

TEST TECHNICIAN:

TEST DIRECTOR:
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DATA COLLECTION FORM D-9
RETRANSMISSION

DATE:
(DD/MMM/YY)

Reference #

Required Value Measured Value

Pass

Fail

TEST TECHNICIAN:

TEST DIRECTOR:
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DATA COLLECTION FORM D-10 oMY
CHANNEL QUALITY
Reference # Required Value Measured Value Pass Fail

TEST TECHNICIAN:

TEST DIRECTOR:
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DATE:

DATA COLLECTION FORM D-11 (EOMNMYY)
SELECTABLE FEATURES

Reference # Required Value Measured Value Pass Fail
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DATA COLLECTION FORM D-12

COMPRESSION

DATE:
(DD/MMM/YY)

Reference #

Required Value

Measured Value

Pass

Fail

TEST TECHNICIAN:

TEST DIRECTOR:
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DATA COLLECTION FORM D-13 oonmTY)
PACKET STRUCTURE
Reference # Required Value Measured Value Pass Fail

TEST TECHNICIAN:

TEST DIRECTOR:
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DATE:

DATA COLLECTION FORM D-14 (EOMNMYY)
MODE AND BURST TYPES

Reference # Required Value Measured Value Pass Fail

TEST TECHNICIAN:

TEST DIRECTOR:
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DATE:

DATA COLLECTION FORM D-15 (EDMIIYY)
BURST AND MESSAGE ID

Reference # Required Value Measured Value Pass Fail

TEST TECHNICIAN:

TEST DIRECTOR:
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DATA COLLECTION FORM D-16 oonmTY)
TRANSMIT PROCESS
Reference # Required Value Measured Value Pass Fail

TEST TECHNICIAN:

TEST DIRECTOR:
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DATE:

DATA COLLECTION FORM D-17 (EOMNMYY)
RECEIVE PROCESS

Reference # Required Value Measured Value Pass Fail

TEST TECHNICIAN:

TEST DIRECTOR:
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DATA COLLECTION FORM D-18 oMY
FLOW CONTROL
Reference # Required Value Measured Value Pass Fail

TEST TECHNICIAN:

TEST DIRECTOR:
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DATE:

DATA COLLECTION FORM D-19 (EDMIIYY)
PROBE BURST HEADER

Reference # Required Value Measured Value Pass Fail

TEST TECHNICIAN:

TEST DIRECTOR:
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DATE:

DATA COLLECTION FORM D-20 (EDMIIYY)
PROBE ACKNOWLEDGEMNT HEADER

Reference # Required Value Measured Value Pass Fail

TEST TECHNICIAN:

TEST DIRECTOR:
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DATE:

DATA COLLECTION FORM D-21 (EOMNMYY)
MULTICAST PROBE HEADER

Reference # Required Value Measured Value Pass Fail

TEST TECHNICIAN:

TEST DIRECTOR:
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DATE:

DATA COLLECTION FORM D-22 (EOMNMYY)
POINT-TO-POINT AND BRODACAST HEADER

Reference # Required Value Measured Value Pass Fail

TEST TECHNICIAN:

TEST DIRECTOR:
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DATE:

DATA COLLECTION FORM D-23 (EDMIIYY)
ACKNOWLEDGEMENT HEADER

Reference # Required Value Measured Value Pass Fail

TEST TECHNICIAN:

TEST DIRECTOR:
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DATE:

DATA COLLECTION FORM D-24 (EOMNMYY)
MULTICAST HEADER

Reference # Required Value Measured Value Pass Fail
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DATE:

DATA COLLECTION FORM D-25 (EDMIIYY)
RESYNCHRONIZATION HEADER

Reference # Required Value Measured Value Pass Fail
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DATE:

DATA COLLECTION FORM D-26 (EDMIIYY)
CARRIER SENSE MULTIPLE ACCESS (CSMA)

Reference # Required Value Measured Value Pass Fail

TEST TECHNICIAN:

TEST DIRECTOR:
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DATA COLLECTION FORM D-27

BACKOFF TIME

DATE:
(DD/MMM/YY)

Reference #

Required Value

Measured Value

Pass

Fail

TEST TECHNICIAN:

TEST DIRECTOR:
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DATE:

DATA COLLECTION FORM D-28 (EDMIIYY)
TURN AROUND TIME

Reference # Required Value Measured Value Pass Fail

TEST TECHNICIAN:

TEST DIRECTOR:
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DATE:

DATA COLLECTION FORM D-29 (EDMIIYY)
ACKNOWLEGEMENT TIMEOUT (PTP)

Reference # Required Value Measured Value Pass Fail
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DATE:

DATA COLLECTION FORM D-30 (EOMMMYY)
ACKNOWLEGEMENT TIMEOUT (MC)

Reference # Required Value Measured Value Pass Fail

TEST TECHNICIAN:

TEST DIRECTOR:
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DATA COLLECTION FORM D-31

PERFORMANCE

DATE:
(DD/MMM/YY)

Reference #

Required Value

Measured Value

Pass

Fail

TEST TECHNICIAN:

TEST DIRECTOR:
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DATA COLLECTION FORM D-32 OATE
DEPACKETIZATION
Reference # Required Value Measured Value Pass Fail

TEST TECHNICIAN:

TEST DIRECTOR:
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DATE:

DATA COLLECTION FORM D-33 (EOMMMYY)
HALF- AND FULL-DUPLEX

Reference # Required Value Measured Value Pass Fail

TEST TECHNICIAN:

TEST DIRECTOR:
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CONFORMANCE TEST PROCEDURES

MIL-STD-188-184

Event Log Form

DATE:
(DD/MMM/YY)

Time (2)

Initials

Event

TEST TECHNICIAN:

DATA ENTRY TECHNICIAN:

TEST DIRECTOR:
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APPENDIX F

TEST EQUIPMENT SETUP PROCEDURES
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184E SATELLITE CONSOLE

Enter the transmitting terminal and receiving terminal station 1D, probing,
acknowledgment mode, FEC code rate, and compression settings in the satellite
console 184 program as follows:

a. Station ID

Under File, select Station ID.

i SATELLITE CONSOLE 184 - ¥ersion 1.3-0e

Station ID

ses 00 wwewoee
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Select station ID (any number between 1 and 64). After station ID is selected, click
Apply, and then Save. Overwrite exiting file when prompted.

1 Station Identification I [ ] 2

ol
[oafes] [l

8@y o RANsMTOEE




b. Configure Channel

Under File, select Configure Channel.

i SATELLITE CONSOLE 184 - ¥ersion 1.3-0e

Configure Channel

8@ 0 TMsMTaEE
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In the Channel Configuration, select the following:

Device Type (select from the menu)

Radio Device (select from the menu)

Channel Name (this is based on which operating system the computer is running)
Device Speed (select from the menu)

Satellite Delay (in seconds)

Turn Around Time (in seconds)

Multihop Delay (in seconds)

=181
File Help Device & Channel:  Sync  WWhiseaMACD Station 1D: 2 0
TRAFFIC LOG
Date Source Destinations Type Size Hessage Status
i0ix
Device Type: Swnc. —ll
— T
Radio Device: greybox —
Channel Hame: |\\.\seaMncn
Device Speed: 32000 —

Ef

Satellite Delay (sec):

L

Radio Turn Around (sec):

L

Multihop Delay (sec}):

Load | Save Cancel | Apply

Gl TRANSMT QUEUE ]
iority Date Rate Destinations Type Size Message Pr
g I e BPS: 0 Time Elapsed: 1] Tirme Remmaining: 1] | IDLE
|| e 5 e Ef TR noaam  #s

|J (3] 184 Test Pracedures | ) TEST PROCEDLIRE 01 - M\...l 118 SATELLITE CONSOLE lB4-~||EiEﬂEhannel Configuration Q&5

After channel configurations are selected, click Apply, and then Save. Overwrite
exiting file when prompted.
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C. Station Configuration

Under File, select Configure Station.

i SATELLITE CONSOLE 184 - ¥ersion 1.3-0e

8@ 0 TMsMTaEE
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In the Station Configuration, select the following:

Transmit Retries (select from the menu)
Probing (select from the menu)

ARQ Mode (select from the menu)
Code Rate (FEC) (select from the menu)
Compression (select from the menu)
Fixed Code Rate (select from the menu)
Receive File Directory (enter directory you wish to save received files to)
Transmit File Directory (enter directory you wish to transmit files from)

Is1x]
File Help Device & Channel:  Sync  WiseaMACD Station1ID: 2 0
|l(|| & TRAFFIC LOG
Date Source Destinations Type Size Message Status
=
Transmit Retries: 10 —
Probing: Off —
ARQ Hode: On —
Code Rate (FEC): -
Compression: On —
Fixed Code Rate: Ooff —
Receive File Directory: ftemp
Transmit File Directory: ftemp
Load | Save Cancel Apply’l
Lt
B & TRANSMIT QUELE
Priority Date Rate Destinations Type Size Hessage
IDLE I 0% BPS: 0 Time Elapsed: 1] Time Remaining: 1]

;istart”\ G - )

L PR jnsam

“ (3 184 Test Procedures

| i TEST PROCEDURE 01 - Mi.. | 1B SATELLITE CONSOLE 184... | ¢ Station Configuration

After station configurations are selected, click Apply, and then Save.

file when prompted.
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